


Letter from 
the CIO

Information Technology, or IT, is a vital function of any organization. It is so interwo-
ven into the fabric of everything we do, that not one department or agency can meet its 
mission without technology. IT is central to our success in that it provides critical day-
to-day operational support and enables the business of government.

We live in an increasingly networked world where access to business-critical data and information from our offices, vehicles, 
home…anywhere, is not just a luxury, but a necessity. IT is no longer a hidden back-office component of an organization, but 
rather a core operational enterprise that improves business performance. Without technology, our departments could not 
serve our citizens in the manner they have come to expect. Citizens rely on technology to interact and conduct business with 
Virginia Beach and expect to have the ability to easily access information and services from anywhere, at any time.

As Chief Information Officer, my goal is to lead not just from a technology perspective, but an overall business perspective. By 
understanding the business objectives of the organization as a whole, Communications and Information Technology (ComIT) 
can evolve from merely an internal service provider to a strategic business partner that can work with departments to deter-
mine and implement the right technologies to achieve long-term business success.

The 2014 Master Technology Plan is a roadmap to help ComIT and the organization reach this next level. The plan is the prod-
uct of nearly a year of collaborative work among city leaders, staff and consultants from across the organization. Gartner, Inc., 
a leading information technology research and advisory company, spent more than 10 months working with city stakeholders 
to understand their needs, evaluate current business processes and identify opportunities. This plan outlines Gartner’s key 
findings and recommendations, and represents my plan for achieving the goals of increased efficiencies, quality of service 
delivery, and information security that ComIT delivers to the 7,000+ members of the Virginia Beach city government.  

The Master Technology Plan reflects ComIT’s commitment to customer service excellence as we continually seek to closely 
align our technology investments with the priorities of the organization, while honing the management of programs and 
business tools that we have delivered to date. There are four major objectives or pillars that have come out of this plan: trans-
forming service delivery, building better business solutions, strengthening IT governance, and improving infrastructure and 
operations. As you will see in this plan, we have identified 32 initiatives that support these objectives.

I would like to acknowledge the hard work of all of the members who participated; their input helped us identify key chal-
lenges and issues that need to be addressed in order to advance the city’s use of technology. I especially want to thank the City 
Council, the management leadership team, and department directors for their continued support throughout our endeavors; 
together, we strive to meet the challenges for the 21st century with compelling new solutions.

This plan requires the active participation of the organization to achieve its intended results, and as the city’s Chief Informa-
tion Officer, I embrace the strategy with enthusiasm and look forward to implementing these changes. Please don’t hesitate to 
reach out and contact me if you have any questions or would like to discuss this plan further.

Sincerely, 

Matthew B. Arvay 
Chief Information Officer
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Executive
Overview

1.1.

City of Virginia Beach Overview
Virginia Beach, with a population of 440,000+ residents, was named by USA Weekend as 
the “Best Place to Live” in the nation.  As of February 2014, The city employs approximately 
6,900 employees with an annual budget of $941 million (excluding schools). Virginia Beach 
lays claim to being the largest city in the Commonwealth of Virginia and the 39th largest 
city in the United States. The city has more than 38 miles of shoreline, 79 miles of scenic wa-
terways, numerous historic landmarks, an outstanding public school system, several leading 
military facilities, and superior cultural amenities. Virginia Beach has long been recognized 
for excellence in leadership and management, with a highly effective City Manager-Council 
form of government, and City Council has developed a vision of the city being a “Community 
for a Lifetime.”

The city provides the community with a wide variety of services, which include police and 
fire protection, education, library services, health and mental health services, road con-
struction and maintenance, emergency medical services, water, sanitary sewer, storm water, 
waste management services, and a variety of social services. In addition to these core servic-
es, the government provides services requested by the community to improve the quality of 
life of its residents and visitors. These services include parks, recreation centers, the Virginia 
Aquarium, the Virginia Beach Amphitheater, the Farmers Market, bike paths, landscaping, 
and community planning. There are also services that the community needs for the future, 
including economic development activities, growth management efforts, construction qual-
ity monitoring, and strategic planning.

1.2.

IT Environment Overview
The city is a diverse mix of businesses, attractions and people, and the information technol-
ogy (IT) environment for delivering services is just as diverse and far-reaching.  The city’s IT 
department (ComIT) must support and maintain more than 5,500 computers, 600 servers, 
500 mission-critical, line-of-business software applications, and more than 1,000 additional 
personal productivity software sets to facilitate the work of the employee base. These assets 
are utilized by 33 departments and agencies, with 105 off-campus (non-municipal center) 
sites including Police, Fire and Emergency Medical Services stations, libraries, recreation 
centers, Human Services centers, Commissioner of the Revenue, Treasurer offices, Public 
Utilities, and Public Works. 

ComIT manages a sophisticated network of technology infrastructure to deliver services 
on this scale. The city has 200 miles of optical fiber and networking equipment, including 
integration with leased fiber and third-party connectivity services through multiple IT data 
centers. Additionally, ComIT provides the communications services required to conduct 
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daily city business.  More than 3,000 telephones and 
6,500 radios (public safety and non-public safety) are de-
ployed throughout the organization.  Each full-time and 
part-time employee with a network account has access to 
voicemail, email, instant messaging, and video conferenc-
ing.  

ComIT Services Model
The city formed the Department of Communications and 
Information Technology (ComIT) in July 1999 to provide 
a framework and service delivery model to operate and 
manage IT services. ComIT is an internal support agency 
that serves all departments and agencies by providing 
a technology foundation that supports the city’s ability 
to conduct daily business and achieve strategic goals. 
The department’s services center around ten operational 
areas:

1. Applications Support:

o Business Analysis

o Applications and Business Systems Lifecycle 
Management

o Application Design & Development

o System & Application Integration

o Applications & Business Systems Testing 

o Data & Information Management

o Database Administration

o Applications & Business Systems Engineering

o Quality Assurance & Management (systems and 
applications)

2. Systems Support

o Computing Hardware Installation & Support

o Email & Enterprise Communications Support

o Mainframe Support

o Packaging & Deploying Software

o Patching

o Hardware Testing

o Engineering Analysis, Design & Ongoing Support

o Antivirus & Firewall Protection

o Distributed Printing Services

o Tier 1 Problem Resolution

o Data Center Operations 

3. Information Security and Privacy Office

o Establishing & Maintaining Security Policy

o Information Security Monitoring

o Compliance, Accreditations & Auditing Support

o Threat Response & Mitigation

o Litigation Holds

o Training & Education

4. Technology Support Center 

o First Responders for Technology Incidents

o Service Desk Technical Support

o Account Management

o Change/Release Management Support

5. Technology Project Management Office

o Project Management & Support

o Project Portfolio Management

o ComIT Capital Improvement Program (CIT/CIP) 
Management & Support

o Resource Planning & Workload Planning for 
Projects

6. Telecommunications

o Local Area & Wide Area Network Support

o Emergency Communications & Citizen Services 
Network Support

o Intelligent Traffic System Network Support

o Network Security

o ORION Regional Radio Network Support

o Microwave System Support

o Digital & Analog Radio Support

o Paging System Support

o Voicemail, Automatic Call Distribution (ACD)

o Interactive Voice Response (IVR) System

o Desktop Telephony Support & Billing

7. Multimedia Services

o Internal & External Communication Planning 
and Support

o Municipal Cable Television Programming & 
Operation

o Public Meeting Coverage

o Photography

o Graphic Design
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o Website Content Development & Management

o Social Media Content Development & Support

o City Branding

o Marketing & Publicity

8. Center for Geo-spatial Information Services (GIS)

o GIS Base Mapping Production

o GIS Base Mapping Layers & Standard
Map Products

o GIS Project Management

o GIS Enterprise Governance Coordination

o GIS Web Services

o Intranet/Internet GIS Sites

o GIS Web Hardware & Software

o GIS Layers for Web Use

o Host GIS Information on Relational Database
Management System (RDBMS)

9. City/School Printing Services

o Printing Requests

o Multifunction Printer Operation & Support

10. Business Center

o Billing

o Accounts Payable

o Payroll Support

o Personnel

o Mailroom

The IT Services and Support appendix discusses these 
services and provides insight to the challenges ComIT 
faces while being asked to provide more diverse solutions 
in rapidly changing technology landscape. It is clear that 
ComIT must continue to mature by leveraging resources 
to improve performance, provide high-value project work 
and communicate the necessity and demands of ongoing 
operational work. The increasing growth of the IT foot-
print demands better tools for managing the lifecycle of 
assets and activities. 

1.3.

Impetus for Change
A new Chief Information Officer (CIO) joined the city of 
Virginia Beach in September 2012. The first task re-
quested of the CIO by the Management Leadership Team 

(MLT) was to conduct an assessment of the current state 
of ComIT and to develop a report and conduct briefings 
of the findings to the MLT and department directors. The 
CIO’s first strategic initiative was to perform an internal 
and external departmental assessment of people, pro-
cesses and technology to determine ComIT’s capabilities 
and establish a strategy under new leadership. The first 
part of the assessment included interviews with depart-
mental and executive leadership for feedback on ComIT’s 
strengths and weaknesses. Through these interviews, the 
CIO learned about the history of dissatisfaction with the 
ComIT organization and its model of service delivery. 

A second part of the evaluation included surveys sent to 
departmental leadership as well as ComIT leadership and 
members. The survey was intended to measure satisfac-
tion with ComIT services. Questions focused on quality 
and timeliness of service delivery, flexibility, data protec-
tion, skill sets, attitude, effective partnership, and other 
attributes of the ComIT and customer relationship. The 
survey also included an open-ended question that allowed 
respondents to provide feedback about IT services. While 
some of the survey results were positive, there were areas 
of concern indicating that ComIT should make improve-
ments in partnering and enabling technology across the 
organization.

The third part of the evaluation included a partnership 
between ComIT and Gartner facilitators using a tool 
known as IT Score which is modeled after the Capabil-
ity Maturity Model Integration (CMMI) and maturity 
framework (for more information about Gartner, see 
section 1.4). The IT Score tool calculates the IT maturity 
through a series of assessments that evaluate capabilities 
and generates one overall score for the organization. The 
types of capabilities that were reviewed included infra-
structure and operations, project management, security, 
and application management. 

The overall maturity score for the IT enterprise was 2.5 – 
or “Enabling,” as the IT Score tool describes the maturity 
level. The full results of the IT Score assessment can be 
reviewed in Appendix IT Score Summary. A 2.5 maturity 
score indicates room for improvement, and the city en-
gaged Gartner to perform further assessments (discussed 
in section 1.5) and help ComIT build an IT strategic plan 
and roadmap for the next five years. The impetus for 
change was demonstrated through departmental and ex-
ecutive feedback and validated through the IT Score tool.
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Level 2 Maturity  
Characteristics
Maturity descriptions are typical characteristics one 
would see within the organization, but it should be noted 
that in some areas, the organization may be performing 
with a higher or lower level of maturity. It also should be 
noted that the Gartner IT Score assessment was con-
ducted at the start of the CIO’s tenure and does not reflect 
the growth of the organization almost a year later. The 
following information describes Gartner’s ‘typical’ char-
acteristics of a Level 2 Enabling organization, but not all 
characteristics can be ascribed to ComIT.

In a Level 2 organization, processes are established in 
work teams or departments, but there is little consistency 
in approach across the organization. The CMMI term 
“repeatable” is used because it indicates the repeatable 
nature of discrete processes. The Level 2 organization 
depends on the leader or manager and the tools neces-
sary to lead his or her work area. The team or workgroup 
performs specific, repeatable processes for each major 
activity, though the process itself varies from team to 
team. There’s not much cross-activity definition, and each 
discipline is conducted independently, like a stovepipe. 
Little proactive work is done to change or improve things.

At Level 2, although the CIO is an executive role, it 
reports to a C-level executive and is not a member of the 
most senior leadership team. The CIO is accountable for 
the cost and performance of a defined information-fo-
cused and technology-focused organization. The CIO is a 
competent functional manager and an effective responder 
to business leaders and their requirements.

At Level 2, the business leads in the selection and priori-
tization of IT-intensive solutions. The business perception 
is that IT is a service provider that enables its business 
customers’ plans, wants and needs. The business shares 
its plans with IT, expects IT to deliver its requirements, 
but does not include IT directly in the planning.

Figure 1: Enterprise Maturity Level1

Bottom Line Up Front
Through the self-assessment, the CIO identified the fol-
lowing initial, high-level goals and opportunities to trans-
form ComIT to a service-optimized enabler of technology.  
A more detailed explanation of the methodology used to 
derive these strategic opportunities is discussed in the 
CIO Self-Assessment Discussion Appendix.

Organizational Opportunities
Empower Virginia Beach Members and Citizens with  

Technology Innovations

Create New Collaborative Relationships

Improve System Sustainability, System Performance and 
System Security

Leverage Strategic Investments

ComIT Opportunities
Develop Virginia Beach’s First Comprehensive 

IT Strategic Plan

Develop a New IT Technology Architecture Roadmap

Perform Benchmarking

Improve Budget Management

Improve Operations and Support

Develop a Continuous Improvement Program

1  Source: Gartner, Inc. CIO Self-Assessment Survey
1 Source: Gartner, Inc. CIO Self-Assessment Survey
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Figure 2: Gartner Public Sector Recent Engagements2

ComIT’s vision is focused on delivering quality services and solutions to its customers – anywhere and anytime. To  help 
achieve this goal, ComIT has developed the city’s Master Technology Plan for fiscal years (FY) 2015 through 2019. This doc-
ument is the culmination of a lengthy and detailed assessment of ComIT’s current capabilities and an analysis of the critical 
initiatives that the department must undertake in the next five years to help Virginia Beach achieve its strategic business 
objectives. In some cases, ComIT is already ahead of the curve and is planning or executing Gartner’s strategic recommen-
dations. In other cases, some recommendations are stretch goals that ComIT will be able to achieve as organizational matu-
rity and process discipline grows. The technology plan is intended to be open and transparent and shared across all levels of 
the city government. It is also intended to be a living document to be reevaluated and updated on a three-year cycle.

1.4.

Master Technology Plan Development

After the initial maturity self-assessment discussed in section 1.3 was complete, the city engaged Gartner again to identify 
strategic initiatives and plan the transition to become a service-optimized partner to the city. See section 1.5 for more elabo-
ration on the assessment process and detail.  The outcome of the Gartner assessment and resulting strategic initiatives are 
the foundation for this document and plan.

Gartner is a leading information technology research and advisory company. Founded in 1979, Gartner is headquartered in 
Stamford, Connecticut and has 5,300 associates, including 1,280 research analysts and consultants and clients in 85 coun-
tries. Gartner clients include public and private sector CIOs and senior IT leaders, business leaders in high-tech and telecom 
enterprises, and technology investors. Gartner clients encompass 12,400 distinct organizations. In addition to working with 
private sector organizations, Gartner has extensive experience working with the public sector. Below is a small sample of 
recent, comparable engagements with public sector organizations.

Gartner Technology Group Engagement

2 Source: Gartner, Inc.

http://www.gartner.com/technology/home.jsp
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3 Source: Gartner, Inc. 

• Demand: What does the business need, and how will 
IT contribute? 

• Supply: What capabilities will IT provide to meet that 
demand? 

• Control: How will the business and IT balance 
opportunities for growth, optimization and risk-taking 
given changing demand conditions and with the 
appropriate investment in supply? 

A sustainable IT strategy should address three fundamental underpinnings: 

IT Strategy Development
Today’s new realities require continuous planning to ensure strategic fit with constantly changing business needs. Strategy 
should include:

	Maximizing demand and supply by balancing and 
integrating imperatives for growth, optimization and 
risk-taking. 

	Doing the right amount of things, with a level of in-
vestment commensurate with expected return.  

	Monitoring trends and drivers for impacts to return 
on investment (ROI), time to market, capability ef-
fectiveness and future business requirements. 

	Engaging in continual strategic planning processes, 
not simply one-and-done strategic plans, which are 
invariably outdated and forgotten.

Figure 3: Business and IT Strategy3

Strategy is about doing the right things; operations are about doing things right. As such, strategy defines the 
potential value of an enterprise, while operations are about delivering on that potential.
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Figure 4: IT Strategy Underpinnings4

Figure 5: Smart Government Balancing Act5

Cost-driven optimization, or “doing more with less,” is not a viable option by itself. The new normal global economy requires 
businesses to maximize outcomes while minimizing supply expenses. It’s a necessary near-term approach given the current 
economic climate, but what about one, three or five years from now? Cost optimization alone could miss opportunities and 
put long-term business value at risk.

CIOs must transition beyond merely managing resources, to taking responsibility for managing results. CIOs have the op-
portunity to reimagine IT to meet business needs for growth, understand implications of cloud services and economics, and 
raise the strategic relevance of IT. CIOs are being asked to increase the digitization of their organizations to drive greater 
innovation on flat budgets. CIOs should address business value from the outside and people from the inside. Demonstrating 
relevance of IT investments to business results can be a CIO’s greatest asset or most potent liability. 

IT organizations without a deliberate strategy often describe current capabilities as ‘accidental.’ In the long run, accidental 
IT strategies are substantially more expensive. They miss opportunities for growth and differentiation, especially with new 
emerging (information, operations, communications) technologies. They incur the carrying costs of low-value, high-risk 
projects. They require substantial, real investments to correct, reorganize, modernize, standardize, rationalize and simplify.

4 Source: Gartner, Inc. 
5 Source: Gartner, Inc. 
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■ Enable or support a business strategy 
– Whether or not the business strategy is 

well articulated, 
– Existing or new, stable or volatile 

■ Clarify priorities and trade-offs  
– Anchored in core values and principles 
– Guides consistent and transparent 

decision-making 
■ Balance visionary thinking with pragmatic 

realities 
– Long-term in mind, but 
– Bounded by current constraints and 

capabilities 
■ Encourage an intentional, ongoing journey 

– Manage change rather than react to it 
– Adjust tactically rather than historically 

■ Incorporate external perspectives 
– Ensure completeness and viability of vision 
– Eliminate blind spots and learn from others 

■ Executive / Board Level Summary 
- Business strategy and capabilities required 
- IT’s contribution to business success 
- Demand, control and supply implications for IT 

 
■ IT Strategy 

Sets the strategic direction for IT’s contribution to 
business success. 

 
■ IT Strategic Plan 

A road map plan of the major initiatives to be executed 
by the IT organization in growing or transforming the 
business. 

IT strategic planning consists of.... IT strategic planning will.... 

Figure 6: The Balancing Act6

Today more than ever, managing IT performance and 
delivering IT-intensive projects is necessary, but not suf-
ficient, to create business, IT and CIO success. CIOs must 
understand that business results and business growth are 
critical for their success. This means:

• Being more disciplined about assessing value and 
benefits for new capabilities and investments. 

• Clarifying business impact of IT contribution to 
business growth. 

• Ensuring optimization and reuse of trusted data assets. 

• Working with the rest of the organization to plan 
and prioritize IT services and investments based on 
business priority.

More formally, IT strategic planning is an ongoing declara-
tion of mission, vision and objectives, framing the right 
opportunities for attaining the business strategy, setting 
the roadmap for attaining those capabilities, and guiding 
all facets of the journey.

Figure 7: Functions of Strategic Planning7

6 Source: Gartner, Inc. 
7 Source: Gartner, Inc. 
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1.5.

Approach and Methodology
ComIT engaged Gartner to facilitate a series of activities and tasks that would ultimately lead to the creation of a citywide 
master plan for information technology. The outcome of the Gartner engagement provided a roadmap that will allow ComIT 
to transform into a service-optimized organization that will more effectively partner with other departments and support 
strategic objectives.

The Gartner consulting approach has key characteristics that are comprehensive and incorporate emerging technologies 
and business trends, but also is pragmatic in working with the specific client, environment and culture. Gartner works with 
clients in a collaborative environment leveraging joint client-Gartner teams. This collaborative approach leads to better 
outcomes and facilitates knowledge transfer. The Gartner-client partnership is consensus-oriented, involving key business 
and IT stakeholders throughout the process to facilitate understanding and buy-in. Gartner is flexible, and the approach is 
tailored to specific client needs and context.

The Gartner methodology employs a series of five key initiatives that are discussed in the sections below. 

Gartner approach key inputs: 
• Business trends (e.g. social 

media) 

• Business strategy 

• IT trends (e.g. mobility, cloud) 

• Existing IT plans or strategies 

Gartner approach key outputs: 
• Strategic vision 

• Defined initiatives 

• Actionable recommendations 

• Communications plan 

• Consensus and buy-in

Figure 8: Gartner’s Five Key Initiatives8

8 Source: Gartner, Inc. 
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Understand 
Business Demand  
(Key Initiative 1)
During the Gartner engagement, the first task or initiative 
was to assess the business demand. A key deliverable of 
the Understand Business Demand activity is the iden-
tification of the city’s business imperatives. A business 
imperative is an initiative or objective that the city would 
need to accomplish to make meaningful progress toward 
achieving its strategic vision. The business imperatives 
will direct the IT imperatives, which are identified in the 
next phase of the methodology. The outcome of this ac-
tivity and discussion of the imperatives can be further 
reviewed starting in section 4.2. 

In order to identify the business imperatives, Gartner 
partnered with ComIT leadership to conduct interviews 
with key business executives, including the city manager 
and deputy city managers. Gartner also interviewed com-
munity of interest (COI) groups, including public safety, 
Public Works, Public Utilities, Parks and Recreation, Hu-
man Services, Libraries, and Economic Development, as 
well as many others. Overall, 150 members representing 
33 departments were included in the interview process. 
See Appendix Understand Business Demand Summary 
of Findings to view the full Gartner deliverable that more 
fully elaborates this activity. See Appendices IT Interview 
Guide and Business Interview Guide to better understand 
the interview processes and format.

The focus of the interview process was to assess ComIT’s 
strengths and weaknesses and to identify the city priori-
ties (business imperatives) that ComIT will support. In 
the focus groups, Gartner asked three fundamental ques-
tions: 

1. What are your business priorities?

2. How might technology help you address these 
priorities?

3. How is ComIT supporting the city’s technology 
needs today?

Gartner identified specific needs for each agency and re-
lated communities of interest in the interviews and focus 
group meetings. There were several cross-cutting themes:

1. Analysis and Reporting.  All city depart-
ments asked for simpler and more direct access 
to the most complete and up-to-date data and 
information needed to support decision-making.

2. Online Access to City Services.  Citizens and 
business customers increasingly expect online ac-
cess to city services – including payment of bills, 
fees and fines, submittal of permit applications 
and plans, checking the status of applications and 
requests for service.

3. Transparency into City Operations.  
Customers are demanding transparency into the 
city’s business operations – including simple ac-
cess to current budget and fiscal information.

4. Mobile Computing.  A rapidly growing part 
of the city’s business operations now depends on 
mobile access to information systems – to upload 
and download data from the field.

5. Content (Document) Management.  Many 
of the city’s business processes today are paper 
and labor-intensive and involve manual routing 
of documents for approval. Digitizing city busi-
ness documents/forms and automating workflow 
could help streamline these processes. 

Gartner also noted some consistent comments regarding 
ComIT’s strengths and opportunities for improvement. A 
sample of these initial findings is presented below:

STRENGTHS
	Secure and reliable network

	Responsiveness in resolving common IT issues/
questions (Service Desk trouble tickets)

	Excellent operations and support for applications 
governed by advisory groups (e.g. GIS)

OPPORTUNITIES FOR IMPROVEMENT
	Lengthy delays in deploying software or software 

upgrades to production (package issues)

	Perceived flaws in process/criteria for reviewing 
and approving proposed IT projects

	Higher than expected costs for ComIT to scope 
and manage IT projects
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	Need for better training to help users leverage 
new applications more effectively (e.g. Share-
Point)

	Limited cross-departmental visibility into appli-
cations or technologies that could be shared

	Complex ComIT organization resulting in confu-
sion regarding points-of-contact for IT services

The following departments and groups contributed to the 
focus group effort.

q	Agriculture
q	Benefits
q	Budget and Management Services
q	City Attorney 
q	City Auditor
q	City Clerk
q	City Management Leadership Team
q	Clerk of Courts
q	ComIT Leadership Team
q	Commissioner of Revenue
q	Convention and Visitors Bureau
q	Cultural Affairs
q	Economic Development
q	Emergency Communications and Citizen Services
q	Emergency Medical Services
q	Fire
q	Finance
q	Housing
q	Human Resources
q	Human Services
q	Library
q	Media and Communications Group
q	Museums
q	Organization Development Office
q	Parks and Recreation
q	Planning
q	Police
q	Public Utilities
q	Public Works
q	Real Estate Assessor
q	Strategic Growth Areas
q	Treasurer
q	Volunteer Resources
q	Voter Registrar

Determine IT Direction  
(Key Initiative 2)
The objective of this second initiative or activity is to iden-
tify the key IT imperatives that will become the founda-
tion of the IT strategy and roadmap. Once Gartner identi-
fied and validated the city’s business imperatives, the next 
step was to determine the IT imperatives necessary to 
enable the business strategy and confirm the vision and 
operating principles for moving forward. 

An IT imperative is an action or initiative that ComIT 
would need to undertake to maintain and improve the 
ability to accomplish or better accomplish one or more 
business imperatives. IT imperatives were identified in in-
terviews with city leadership and COI interviews and are 
based on the current strengths and weakness of ComIT.  

The relative alignment between the IT imperatives and 
business imperatives was determined through a scoring 
session with IT leadership. The IT imperatives that best 
supported the business imperatives were identified. The 
results of the scoring session can be viewed in Appendix 
Determine Business and IT Alignment. The IT impera-
tives became the precursor of the IT strategy, confirming 
the city’s most important business imperatives and the IT 
imperatives required to enable these objectives. The IT 
imperatives were consolidated into the strategic initia-
tives that are the hallmark of the ComIT Master Technol-
ogy Plan. The outcome of this activity and discussion of 
the IT imperatives can be reviewed in section 4.3.

An additional outcome of the Determine IT Direction 
activity was the identification of the IT Vision Statement 
and IT Operating Principles. Both are elaborated upon in 
sections 2.3 and 3.1 respectively.
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Assess Capabilities 
(Key Initiative 3)
As a third activity, ComIT assessed its current capabili-
ties to identify gaps that could limit effective execution 
of a strategy before any initiative was included in the IT 
strategy roadmap. To assess ComIT’s present state, Gart-
ner conducted the following current-state analyses of the 
city’s IT organization, technologies and processes:  

1. An assessment of ComIT’s organization and opera-
tions to include the Project Management Office (PMO) 
and radio capabilities

2. An assessment of processes, services, tools and IT 
governance

3. An IT benchmark of ComIT’s infrastructure and op-
erations 

4. A portfolio analysis of approximately 30% of the city’s 
most critical business applications

5. A benchmark of the city’s Oracle application

The analyses above engaged ComIT team members who 
conducted research into the current state of applications, 
financial expenditures, total personnel (FTE and FTC) 
utilization, IT governance, and processes. Each analysis 
was an extensive effort that required effective partnering 
between ComIT subject matter experts (SMEs), leader-
ship and the Gartner consultants.

The approach and findings for each of these assessments 
is presented in detail in the body of this document start-
ing in Section 5. The gaps and other findings from these 
assessments highlighted several organizational, opera-
tional and technical challenges for ComIT to address in 
the Master Technology Plan.

Determine Required 
Actions (Key Initiative 4)
The main objective of this fourth activity is to establish 
the core elements of the strategic plan and identify initia-
tives to close IT capability gaps. Gartner partnered with 
ComIT leadership to define the IT governance model and 
identify how the city could improve governance effective-
ness across five strategic domains: IT Principles, IT Strat-
egy, Enterprise Architecture, Business Outcomes, and 
Fiscal, Business and External Relationships. A second 
objective of this activity was developing a plan to mature 
PMO capabilities. The third objective was recommend-
ing an effective organizational structure to better align 
with business and improve agility and risk management. 
Gartner partnered with ComIT to develop a road map of 
activities to support achieving the target organizational 
structure. The figure below describes how all the activi-
ties previously discussed are pulled together to form an 
encompassing IT strategy and vision.

Figure 9: Determining Required Actions 9 

9 Source: Gartner, Inc. 
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Develop Roadmap  
(Key Initiative 5)
The Gartner engagement culminated with the develop-
ment of the IT Strategy and Roadmap. The Gartner 
roadmap deliverable can be viewed in its entirety in Ap-
pendix IT Strategy and Roadmap. Thirty-two initiatives 
were identified that would position ComIT to best support 
business objectives and are discussed in greater detail in 
Section 6 of this document. The initiatives included in the 
roadmap can be categorized into four pillars of IT trans-
formation:

1. Transform Service Delivery

2. Build Better Business Solutions

3. Strengthen Governance

4. Improve Infrastructure and Operations

Gartner worked with ComIT to develop high-level ben-
efits, resource requirements, and a rough order of mag-
nitude cost estimates for the initiatives. Initiatives have 
been prioritized, and key dependencies between them 
have been identified. A preliminary budget and timeline 
has been established for implementing the strategic initia-
tives. 

Fundamentally, an IT strategy and roadmap provides a 
plan for making improvements in the way an organization 
uses its people, processes and technology to achieve its 
vision and supporting objectives.  Of these three factors, 
changes made in its people (staffing and organizational 
structure) are the most challenging, delicate and critical.  
Without the right balance of skilled resources, no organi-
zation can achieve related improvements in processes or 
effectively leverage technology to meet strategic goals. 

For this reason, Gartner strongly recommends that the 
city not pursue the immediate elimination of vacant 
positions or a haphazard reassignment of ComIT staff.  
Instead, the realignment of ComIT’s organizational struc-
ture and staffing must be founded on a well-thought-out 
transition plan that includes an approach to best utilize 
existing resources.

This transition process is outlined in a set of roadmap 
initiatives focused on improving ComIT’s service delivery 
capabilities, but it essentially includes the following key 
steps:

	Developing a transition plan

	Repurposing positions to areas of need

	Reviewing the roles and responsibilities 

	Conducting a staff skills assessment to determine 
readiness for change

	Training staff members

	Communicating change to internal and external stake-
holders

1.6.

IT Planning Continuum 
The rapid pace of technological innovation is increasing 
the residents’ demand for new, citizen-centric services. 
In addition, internal departments’ and groups’ desires 
to leverage better, faster, more comprehensive technol-
ogy places increased demand on ComIT resources. 
Value must be assessed and priorities carefully selected. 
This makes it critically important for the city to review, 
approve and fund the strategic initiatives presented in 
the Master Technology Plan in a timely manner, using 
consensus-building processes involving key stakeholders 
throughout the enterprise.

This strategy document is the five-year IT master plan 
for the city of Virginia Beach. It is part of a continuous, 
long-term IT planning process that is intended to provide 
a structured approach to IT planning to ensure business 
success for the city.  It is a dynamic, living document that 
will be maintained and updated on a regular basis, as 
required to keep it current. The strategy document has 
been developed with the input of city leadership and the 
communities of interest. Elements of the IT strategy have 
been crafted for the express purpose of supporting and 
enabling this partnership. 

1.7.

Strategic Foundations
The Gartner engagement identified many strategic ini-
tiatives as part of the IT Strategy and Roadmap. These 
initiatives will position ComIT to support the city’s busi-
ness imperatives, goals and objectives. Although there are 
many initiatives, they can be summarized into four high-
level objectives, or foundational pillars. The pillars sup-
port the effective delivery of city services, which in turn 
supports the businesses and citizens of Virginia Beach.
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Figure 10: Strategic Initiative Foundations
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Transforming Service Delivery (Pillar I)
Evolving to a fully customer-centric and service-optimized IT organization is a challenging journey that requires funda-
mental changes in the way ComIT is organized and staffed, as well as the relationship between ComIT and customers. 
Transforming service delivery involves a commitment to defining and delivering quality technology services and measuring 
performance to ensure that ComIT consistently meets the expectations of our customers.

There are six initiatives within the pillar that will allow ComIT to transform from a functional model to a service-optimized 
model.

Service Delivery Initiatives

	S-1.  Create a business relationship management (BRM) function within ComIT. Individuals serving in this new role 
would proactively engage with other city departments to learn their respective business issues and problems and work 
collaboratively with ComIT staff in planning, design, deployment and enhancement of IT applications and IT services 
to help address these issues and problems.  

	S-2.  Define IT processes and services. Well-defined IT processes and services are critical for ComIT to reliably estab-
lish, communicate and meet the performance expectations of the city’s numerous internal and external customers.  
This initiative involves a significant maturation in all processes and services, but especially in release management 
(software package updates) and incident and problem management.

	S-3.  Acquire tools to help enable implementation of IT processes and services. A suite of IT service support manage-
ment (ITSSM) tools can help enable the effective and efficient delivery of ComIT’s evolving process and service capa-
bilities.  The suite should include IT self-service tools.

	S-4.  Reorganize ComIT to support a service-centric business model. ComIT’s current organizational structure needs 
to be aligned to support a service-centric and customer-focused model.  This change in organizational structure must 
be implemented to enable other service-related transformation initiatives involving resources and improvement in 
internal processes. 

	S-5.  Develop stronger resource capacity planning and management capabilities. ComIT needs to develop the capabili-
ty to analyze, plan and manage resources across the organization – and not solely within current divisional silos.  This 
competency will allow the department to better balance its workload with available resources, which in turn will help 
ComIT meet the project commitments and service-level expectations of its customers. 

	S-6.  Modernize IT job classes and specifications. Nearly half of ComIT’s technical workforce is working under a set of 
systems analyst or programmer analyst job specifications that have not been revised since 1990.  Additionally, most 
of the city’s current IT job classifications/series are radically misaligned with roles needed in a service-optimized and 
customer-centric IT organization. Both of these issues will continue to negatively impact ComIT’s ability to attract and 
retain IT staff in a competitive market.

	S-7.  Create a sustainable mobile applications strategy and development function. Virginia Beach has a growing need 
to embrace mobile applications and mobility now more than ever before.  The city has an increasing number of users 
accessing city web services through mobile applications.  In February 2012, there were 45,000 visits to VBgov.com 
from mobile devices.  In February 2013, the number increased to 72,000. This increase shows that the city has a large 
pool of users on mobile devices that they must start supporting.
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Building Better Business Solutions (Pillar II)
Getting smarter in the way ComIT manages business systems and applications means leveraging solutions already owned on 
an enterprise level to benefit a greater number of users.  It also involves looking at the applications as a portfolio and looking 
at ways to keep the cost of development and support down, while increasing quality and user satisfaction.

There are eleven initiatives within the pillar that will allow ComIT to start building better business solutions.

Business Solution Initiatives

	B-1.  Formalize business analysis and documentation processes. ComIT needs to formally develop guidelines and stan-
dards for interacting with its customers to define, document and validate business processes and requirements. By estab-
lishing this business analysis framework, ComIT can more clearly identify the stated and unstated business needs of its 
customers and more ably address these requirements in the business solutions it develops.

	B-2.  Mature application portfolio management (APM) capabilities. This initiative is focused on maturing ComIT’s APM 
organization and processes to ensure repeatability and efficiency in the department’s application development work. The 
anticipated benefits include increased responsiveness to customer requirements, prioritized guidance and automated 
portfolio management processes. 

	B-3.  Investigate “best fit” application management practices. This initiative involves reviewing results from ComIT’s 
initial application portfolio assessment to understand what is working well for applications that were highly rated. By 
leveraging lessons learned about high-performing functions and applications, ComIT can improve service delivery – via 
an adaptable management model, “right-sized” operational costs and appropriate matching of applications and manage-
ment practices.

	B-4.  Establish an Applications Innovation Framework. This initiative is focused on developing a framework that ad-
equately supports new and fluid application development processes.  The anticipated benefit is a stronger capacity for 
ComIT to fulfill customer requirements and to accommodate fast-changing processes and overall organizational agility.

	B-5.  Improve capability for departments to conduct their own analysis and reporting. This is an enterprise-wide initia-
tive that would allow employees across the city to more easily access existing information systems to conduct their own 
analysis and reporting.  The anticipated benefits would be savings in employee time and effort for analysis and reporting 
activities, as well as more timely access to information required to support decision-making.  A critical element of this 
scope is improved analysis and reporting for information in the city’s Oracle Enterprise Resource Planning (ERP) sys-
tem.  However, users of other city applications also indicated a need for improved analysis and reporting functionality.

	B-6.  Leverage functionality in existing systems to automate key business processes. The scope of this initiative is to config-
ure and deploy modules in selected commercial off-the-shelf (COTS) systems in which the city has already invested, to au-
tomate business processes that are largely manual and paper-based. Possible examples include code enforcement and plan 
review workflow capabilities in Accela, and work order management functionality available in Hansen. Additionally, the 
city may be able to expand its existing Oracle ERP footprint to automate accounts payable processes and possibly provide 
employee performance management and/or automated workflow and enterprise content management functionality.
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Business Solution Initiatives

	B-7.  Implement an enterprise-wide Customer Relationship Management (CRM) solution. An enterprise CRM solution 
would help provide a 360-degree view of any citizen who contacts a city department requesting information or services. 
Integration with other city systems could also support automated routing of work orders and follow-up responses to citi-
zens when a service request is fulfilled.

	B-8.  Provide citizens with better access to city services and information. Citizens and businesses increasingly demand 
that the city become more open and transparent in the sharing of information. Similarly, they expect the city to run more 
like a modern business, with opportunities to make payments and submit service requests online. A data warehouse 
containing transactions and records from multiple applications, such as Hansen and Accela, could serve as a master data 
source that is available for citizen consumption. This initiative is focused on improving VBgov.com to provide both inter-
active capabilities and enhanced search functionality – via online and mobile access options. 

	B-9.  Design and build interfaces between systems. Much of the data that departments require for operational and re-
porting purposes is maintained in other city applications – or in systems maintained by the state or other external enti-
ties. Building interfaces between these internal and external systems could significantly reduce the manual and paper-
based exchange of information, while also improving the currency and quality of data. 

	B-10.  Provide appropriate training to end users of the city’s enterprise applications. A good deal of the functionality and 
utility of the city’s enterprise applications may not be efficiently or effectively leveraged if end users aren’t well-versed in 
how to use these applications. Providing training in how to best use these enterprise applications helps ensure that the 
city is maximizing the value of its IT investments. 

	B-11.  Implement an Enterprise Content Management (ECM) system for digital document management. Today, vari-
ous city departments still create and manage a significant number of paper records and forms, largely using manual 
processes to route, review and file these documents. Some departments are using Microfiche solutions to file selected 
documents.  An enterprise ECM solution could significantly streamline the city’s document management processes by 
converting selected files to digital records and forms, scanning other documents, and leveraging automated workflow to 
facilitate much quicker review and approval cycles.  An ECM solution could dramatically improve internal work process-
es as well as client-facing interactions.
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Strengthening IT Governance (Pillar III)
The new IT governance model will facilitate the collaboration between ComIT and other city organizations. ComIT will in-
volve the departments and city leaders more fully in deciding how to direct and manage the limited capital funding available 
for investments in new or enhanced business solutions.  This also requires the consideration of business benefit and total 
cost of ownership of all proposed business solutions and the resources ComIT has available to support them.  

There are six initiatives within this pillar that will strengthen the overall IT governance model and better engage city leader-
ship and departments in decision-making. 

Governance Initiatives

	G-1.  Establish an Investment Review Board (IRB). An IRB should be led by the MLT and comprised of individuals 
representing city business leadership. The IRB should be responsible for 1) reviewing and approving proposed invest-
ments in new or enhanced business applications/solutions; 2) deciding the relative priority of each approved invest-
ment within the city’s IT project portfolio; 3) monitoring the status of each project; and 4) reviewing and approving 
proposed changes in ongoing projects. ComIT would assume a supporting role in this process. 

	G-2.  Require business case justification for IT investments.  A business case should be required to justify any pro-
posed IT capital investment and for any approved CIP project that has not yet begun. A business case, when properly 
prepared and evaluated, helps ensure that the city invests only in IT capital projects that have a legitimate ROI or 
other business benefit, and considers the long-term total cost of ownership the city would incur to develop, maintain 
and support the proposed investment.

	G-3.  Establish a Project Portfolio Management function within ComIT. The project portfolio management role would 
support the IRB, CIO and Project Management Office (PMO) in prioritizing and managing the city’s portfolio of IT 
projects.  This function is critical to establishing sound governance – the individual in this role would provide enter-
prise-wide visibility into the actual costs and benefits of the city’s IT projects and support the IRB in prioritizing and 
managing current details/status for approved IT projects.

	G-4.  Establish an architecture review process. ComIT needs to set up an Architecture Review Board (ARB) to work with 
the Chief Technology Officer (CTO), Applications Support Coordinator, and the CIO to develop and/or refine the city’s 
conceptual architecture and architecture principles, as well as review proposed changes to the enterprise architecture 
(EA). The ARB can help ensure that proposed new applications/solutions are compliant with approved enterprise archi-
tecture, and consequently, ensure that the city invests in solutions that ComIT can effectively support and maintain. 

	G-5.  Broaden project status reporting. Reports on the status of ongoing IT projects should be presented to the IRB 
and should include actionable information regarding the cost, schedule, work complete, risks, issues, etc. for each 
project in the approved IT project portfolio.  Details should be sufficient to allow the IRB to resolve critical issues, 
review/approve change requests, and suspend or cancel troubled projects when warranted. Online dashboards could 
be developed later to present the status of active IT projects at any time. 

	G-6.  Establish flexible application architecture. This initiative involves developing a flexible application architecture 
framework that is forward-looking, while addressing cost and efficiency objectives. Leveraging results from Gartner’s 
Application Portfolio Analysis, the city’s application architecture standards should particularly address business value 
factors of integration and complexity, as well as technical value indicators of scalability and extensibility.  Compliance 
reviews of application architecture standards would be included in the ARB processes outlined in Initiative G-4. 



City of Virginia Beach    |    ComIT Master Technology Plan      19

Improving the processes and technologies used to store, manage, protect, access and share data is fundamental to the vision 
to make information available to customers - anytime and anywhere.  This also involves looking at ways to increase network 
bandwidth, reduce the cost of operations, and ensure critical systems are operational and accessible when needed the most. 

ComIT is developing a new strategy for a broad range of cloud-based solutions. As defined by the National Institute of Stan-
dards and Technology (NIST), ‘cloud computing’ is a model for enabling ubiquitous, convenient, on-demand, network access 
to a shared pool of configurable computing resources (e.g. networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider interaction. Cloud-based applications 
can provide advantages that include increased access, enhanced disaster recovery/service continuity and lower lifecycle costs.  

In fact, the city operates a hybrid cloud environment today which consists of a private and public cloud environment.  City data 
center(s) have a significant investment in technology assets including virtual servers.  Virtualization provides added flexibility 
and scalability by pooling resources for computing, storage and networking.  This allows the city to more easily load-balance 
across the whole infrastructure.  Virtualization also enables the city to easily extend resources to an off-site public or private 
cloud environment.  Many of the initiatives outlined in the Improving Infrastructure and Operations pillar will leverage “cloud 
computing” opportunities.  For example: 

	I-1.  Implement a Next Generation Network: The next generation network will facilitate the transfer and/or off-loading of 
important data to technology partners for improved service continuity and will enable greater utilization of off-site hosted 
solutions. 
I-2.  Implement an enterprise data storage solution: The new enterprise data storage solution currently being implemented 
has the capability to facilitate data replication for customers who desire the highest levels of service continuity and data 
availability.  The storage solution will place customer data in the appropriate tier of storage based on the required access and 
retention of the data, including the capability to replicate to an off-site location.  

	I-6.  Develop and implement a Disaster Recovery/Business Continuity (DR/BC) plan: The disaster recovery/business conti-
nuity plan will explore cloud strategies to determine the best opportunities for data protection and service restoration. For 
any new technology service or system implemented for the city of Virginia Beach, we will include the requirement to analyze 
the possibility of on-premise vs. off-premise (hosted/cloud) solutions.

As ComIT continues to evolve and refine its cloud strategy, the pace at which the city will realize the value of cloud computing 
will accelerate by evaluating safe, secure cloud computing options before making any new investments.

Figure 11: Hybrid Cloud

Improving Infrastructure and Operations (Pillar IV)
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There are eight initiatives within the pillar that will improve the city’s infrastructure and ensure operational availability of 
the city’s systems. 
 

Infrastructure Initiatives

I-1.  Implement the Next Generation Network. Expand network fiber to connect off-campus locations to the municipal 
campus, and implement network redundancy between facilities (super-sites). The proposed solution would provide im-
proved services for voice, data, video and Internet. This investment is expected to have a life expectancy of more than 30 
years and aligns well with the city’s current strategies of 1) engage in systems thinking; 2) maintain a long-term view; 3) 
achieve multiple positive outcomes; 4) be proactive and prevent problems; 5) create relationships and partnerships; 6) en-
sure sustainability; and 7) create an accurate, positive community image. In addition, this aligns to the sociological factor 
of technology advancements within the city’s 2040 vision and may have a direct impact on a 1) connected community; 2) 
learning community; and 3) diverse community. 

I-2.  Implement an Enterprise Data Storage solution. With the advent of new digital still image and audio/video technolo-
gies, and their day-to-day use in the performance of business and mission functions, the Virginia Beach Police and Public 
Utilities departments are producing an ever-increasing number of sizeable digital data objects that require storage shar-
ing, long-term retention and management.  The objective of this initiative is to acquire and implement additional network-
based digital data storage to support increasing current and long-term digital data storage needs of Virginia Beach. 

 I-3.  Implement an Enterprise Data Integration solution. Virginia Beach maintains data in numerous different systems, 
using a variety of platforms and data formats.  Integrating data from these systems is increasingly important to conduct 
analysis and reporting for operational purposes, as well as to meet the public demand for enhanced openness and trans-
parency.  A data warehouse containing transactions and records from multiple applications, such as Hansen and Accela, 
could serve as a master data source that is available for citizen consumption. This solution would provide the technology 
foundation to enable data integration citywide. 

I-4.  Maintain the Integrity and Security of Corporate Information. This initiative encompasses a comprehensive set of 
tasks aimed at maintaining effective information security policies and procedures, as well as training programs to raise 
information security awareness, and conducting periodic assessments to ensure that employees throughout the city are 
following these policies and procedures. 

I-5.  Retire the city’s mainframe platform. The city’s mainframe costs are exceptionally high when compared to peers in 
Gartner’s benchmark study. There are applications still running on the mainframe today – only two of which are heavily 
used. ComIT should develop and execute a plan to migrate these remaining applications off the mainframe and retire this 
platform.

I-6.  Develop and implement a Disaster Recovery/Business Continuity (DR/BC) plan. ComIT has already begun work to 
define and implement a DR/BC plan for the city. Completing this plan and executing it are critical so that the city is assured 
access to its critical information systems and data during and after a major hurricane or other similar disruptive events.

I-7. Develop a sustainable funding source for essential technology infrastructure. As Gartner’s infrastructure and operations 
benchmark report indicates, Virginia Beach is underinvesting in core technologies that support the applications and informa-
tion system services that end users often take for granted. Windows and data storage spending for the city is less than that of 
its peers in the benchmark study, while data network investment is only half that of IT organizations in Gartner’s peer com-
parisons. Although ComIT is developing plans for making improvements in these areas, the city needs to establish a reliable 
long-term funding mechanism to ensure these core technologies are maintained and sustained. A charge-back model may be 
an equitable option, as it provides a means for users to pay for the services that ComIT provides.
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Infrastructure Initiatives

I-8. Develop, fund and execute a citywide radio system strategy. The city has prepared a Radio Sustainment Plan which 
addresses many current gaps highlighted in Gartner’s assessment. The city now needs to develop a citywide radio system 
strategy that includes an objective evaluation of alternative solutions/approaches, governance mechanisms to support 
lifecycle investment decisions, and sustainable funding to ensure that all components of the recommended system are 
properly maintained and supported once deployed.

Resourcing and Benchmarking Operations
The results of the Oracle e-Business Suite benchmark analysis indicated the city falls below government and private peers 
for Oracle staffing levels. The city has lean staffing and low spending on personnel costs for Oracle production support and 
sustainment. 

The two deficient knowledge areas include database engineering and quality assurance management, specifically in the ar-
eas of test management, configuration management and systems management. This was identified as part of a benchmark-
ing assessment, and there is a similar need in other large systems groups in the organization. In addressing this knowledge 
gap in the Oracle system, the city will begin to address the gap throughout the organization.

Resourcing Initiative

R-1.  Obtain positions for Oracle Database Engineer and Quality Assurance Analyst. Gartner recommends that the city 
obtain additional funding and resources to meet expected increase in demand for ongoing Oracle support, growth and 
expansion. ComIT should obtain positions for an analyst to perform quality assurance and testing functions and an Oracle 
database administrator to bring the city into staffing alignment with their peers.
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2.1.

Introduction
ComIT’s vision will be challenging to achieve, but taking bold action is necessary to enable Virginia Beach to reach the goals in 
its strategic plan. Fundamentally, the role of ComIT will need to radically change – from provider of basic infrastructure and 
application support services to “an organization committed to proactively delivering a dynamic and evolving set of 
core services and innovative technologies that the city and its constituents demand.”

This dramatic shift to a dynamic, customer-centric service delivery model for ComIT involves the adoption of a number of criti-
cal IT initiatives – many of which are embraced in Gartner’s recommendations for smart government, business analytics, citizen 
engagement and self-service, business process management and improvement, and other research trends. A summary of these 
trends, and resulting implications for ComIT in the successful execution of its IT strategy, are presented below.

2.2.

Technology Trends
Gartner Technology Trends10 and implications for Virginia Beach

Trend 1: Open up and become smart

Although there is no one-size-fits-all model for achieving 
“smart” government, open data has proven to be a common 
denominator. While the motivation will be citizen engage-
ment, with the needed security measures, the opportunity to 
benefit internally should not be lost. All “open” and “smart” 
initiatives should be looked at through the same public value 
framework lens.

	Implications for the city’s IT strategy

Citizens and businesses in Virginia Beach are increasingly 
demanding that the city become more open and transparent 
in sharing financial and operational performance informa-
tion. Providing open access to the city’s information and 
services must be a key part of ComIT’s technology strategy.

Trend 2: Let processes lead the way

It is easy to identify and achieve quick success through 
automation of manual processes; the greatest way to achieve 
value is to work closely with business leaders to identify 
areas for transformation, identify and accommodate the 
impact of roles and responsibilities, then bring in technol-
ogy to be the facilitator of the adopted changes. This method 
of transformation and technology adoption builds trust and 
focuses on driving value with each initiative.

	Implications for the city’s IT strategy

Automating manual business processes will require ComIT 
to adopt stronger business analysis and documentation 
processes, and leverage the functionality already available 
in the packaged applications in which the city has already 
invested.

IT
Vision2

10 Source: Gartner, Inc. 
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Trend 3: Need to balance front and back office needs

Current strategies are putting a great emphasis on front office 
and the digital constituent experience. This focus on constitu-
ents is diverting attention away from finding ways to increase 
operational efficiency and process transformation. The CIO 
needs to: 1) assess all IT projects and prioritize them accord-
ing to the same public value framework, and 2) proactively 
leverage existing open data initiatives to demonstrate how 
they can help drive operational efficiencies.

	Implications for the city’s IT strategy

Balancing IT needs requires a portfolio management ap-
proach to the city’s applications, infrastructure, manpower 
and projects. This is critical to ensure the city is making 
wise, long-term investments. The total cost of ownership for 
proposed investments, and the resource needs of ComIT’s 
internal and contracted workforce, must be considered.

Trend 4: The dilemma with Internet of Things

As smart cities deploy Internet of Things (IoT) systems, in-
creased data flows will require an update to data and informa-
tion, strategy, management culture, and processes. Potential 
cost savings and revenue opportunities have to be balanced 
with citizen concerns given the amount of citizen data that 
will be generated. It is recommended to clearly understand the 
intersections between the city’s master plan to deliver value 
and information to citizens, and how to cope with the data 
possibilities from potential IoT deployments.

	Implications for the city’s IT strategy

Deploying fiber citywide is a crucial enabler of the IoT in 
Virginia Beach. Many IT initiatives in the city’s IT strategy are 
critically dependent on expanding network bandwidth and 
reach to support the escalating data needs of constituents and 
businesses, as well as ComIT’s internal customers. This is the 
spinal cord for a multi-decade transformation.

Trend 5: Drive business success via the process

The most successful CIOs are working closely with business 
leaders to identify major process improvement opportunities, 
develop competencies for managing change, and demonstrate 
IT’s ability to improve business outcomes. Sixty percent of 
CIOs have business process improvement as their top agenda, 
but only the top performers actually follow through to imple-
mentation. Best practices include the redesign of processes 
and roles before technology implementation.

	Implications for the city’s IT strategy

A business relationship management (BRM) function within 
ComIT is critical to facilitate efforts to proactively engage 
with other city departments to learn their respective business 
issues and problems. BRMs would also work collaboratively 
with ComIT staff in planning, design, deployment and en-
hancement of IT applications and IT services to help address 
these issues and problems.

Trend 6: Provide the ability to self-serve internally

Self-service business analytics needs to be viewed as a 
complement to already-existing business analytics capabili-
ties. The most successful organizations are extending busi-
ness analytics across the enterprise and shifting the focus to 
predictive and prescriptive uses. A thorough understanding 
of the current state of business analytics in your enterprise, as 
well as the user community, is required to fully maximize the 
benefit.

	Implications for the city’s IT strategy

Nearly every department in ComIT’s IT strategy focus group 
meetings asked for the ability to conduct their own analysis 
and reporting – primarily for Oracle, Hansen, Accela and 
other enterprise applications. Providing this capability will 
ultimately improve the ability for management to assess and 
improve the city’s internal operations, and ultimately improve 
service delivery to constituents.
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Trend 7: No one-size-fits-all for Smart City

Each city sets its own unique priorities on social, environmental 
and economic drivers, making technology blueprints difficult to 
apply. Hence, the definition of “Smart City” varies, but remains 
rooted in information management and integration. Gartner 
recommends that cities develop a roadmap for embedding smart 
solutions into the technology architecture and information 
processes, and to analyze all market solutions.

	Implications for the city’s IT strategy

ComIT’s strategy must include initiatives aimed at managing the 
city’s application portfolio more purposefully, with a stronger 
discipline in applying a defined set of enterprise and application 
architecture principles. Related initiatives in enterprise data 
integration, and developing critical interfaces to internal and 
external systems, also further ComIT’s evolution in maximizing 
information management and integration capabilities.

Trend 8: IT must enable, not regulate

 The city and county of Honolulu was faced with aging infra-
structure and legacy applications that were posing challenges 
to efficient operations and threats to public safety. A key iden-
tified root cause was the underfunding of IT. A reorganization 
focused on enhancing IT’s perception as an enabler, and a 
focus on saving tax payer dollars, helped the organization’s 
situation go from dire to recognized as one of the top digital 
government organizations in the country.

	Implications for the city’s IT strategy

Like Honolulu, Virginia Beach is at a crossroads and has 
targeted initiatives to modernize its infrastructure and 
rationalize its application portfolio. But this work requires 
consistent and adequate funding, which should be tied to the 
services that the department provides to its customers. Yet for 
ComIT to improve IT service delivery, it must better define and 
manage its internal processes. This is one of the most critical 
foundational strategic initiatives for ComIT – and together 
with an organizational realignment – is necessary to evolve to 
a service-optimized, customer-centric delivery model.

2.3.

ComIT’s Strategic Vision
Developing a clear vision for ComIT is the first step in determining the city’s desired IT direction. ComIT’s vision is focused 
on delivering quality services and solutions to its customers – anywhere and anytime.  

ComIT Vision Statement
The Virginia Beach Communications and Information Technology department (ComIT) is “an organization committed 
to proactively delivering a dynamic and evolving set of core services and innovative technologies that the 
city and its constituents demand.” ComIT achieves and maintains high standards in the following areas:

	Business and IT Alignment - Working with public and private partners to make investments 
in information technology that provide long-term benefits and add value to our community.

	Information Accessibility - Using technology to make city data readily available to enhance 
government decision making and simplify delivery of services to our citizens.

	Openness and Transparency - Providing our constituents with simple and open access to 
city services and information.

	Civic Participation - Leveraging technology to meet the growing demand among our citizens 
for participatory and collaborative government.

	Operational Efficiency – Enabling mobile workforce accessibility to high-quality, digital 
government information in order to provide services anywhere, anytime, on any device.

	Quality Workforce – Developing highly skilled, innovative, motivated, responsive, and 
collaborative implementers and maintainers of quality technology solutions.

	IT Security – Protecting the confidentiality, integrity, and availability of IT applications, 
systems, infrastructure and data.
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2.4.

Methodologies
Starting immediately, ComIT will begin phasing-in new 
methodologies and best practices that will enable the 
department to become a service-optimized, customer-
focused organization. The city will realize immediate 
benefits from the evolution of ComIT’s service model and 
internal processes, including stronger partnerships, more 
transparency and better utilization of resources. 

Business Analysis Improvement
Business analysis (BA) has evolved from a requirements-
gathering role, as traditionally defined by the IT industry, 
to a more comprehensive strategic role within the city. 
Requirements elicitation and related activities have been 
transitioned to a systems analyst (SA) role, and the BA 
will take a broader business-centric perspective with 
concentrated focus in key disciplines such as business 
process analysis, business process redesign and business 
process reengineering.  The BA may work across several 
departments to understand their challenges by clearly 
documenting and understanding the current “business-
state,” while preparing to define, recommend and imple-
ment the required future business-state. This function 
will align ComIT and the departments to address busi-
ness problems and achieve their goals, both strategic 
and operational. The BA role is not synonymous with an 
account management or customer relationship manage-
ment role, but in some cases, the BA can also function as 
a business relationship manager (see next section). The 
business analyst will develop current and future-state 
documentation, identify business gaps, create business 
case documents, and perform value analysis on requested 
work. The BA role will become instrumental to proving 
the value of proposed work and evaluating both quantita-
tive and qualitative measures.

The Applications Support Division has been developing 
a BA framework to guide business analysts through the 
process of strategic analysis. The framework is a com-
prehensive document that serves as a guide, but does 
not dictate a one-size-fits-all approach for all analysis. 
The framework is composed of four practices areas that 
include 1) strategic technical assessment, 2) valuation, 3) 
business systems execution, and 4) continuous service 
improvement. The framework is a dynamic document 
that will continue to be maintained and updated with new 
best practices. The framework document is accompanied 
by several templates that will assist the analyst prepare 

documentation. Current-state assessment, future-state 
assessment, gap analysis, business case development, and 
work valuation are examples of some of the templates that 
are available. 

ComIT has developed a new job description for the BA to 
include roles and responsibilities. Many of the city’s IT job 
descriptions and titles have not changed since the 1990’s 
and need to be updated to reflect modern roles and activi-
ties within ComIT.  As the BA role is refined and formal-
ized, current and new resources will be designated in the 
appropriate position and assume the duties of the BA.

Business Relationship Managers
ComIT intends to create a new role and position within 
the organization that will facilitate and enable greater 
interaction and communications between IT and other 
departments. A business relationship manager (BRM) is 
the advocate and liaison between IT and other depart-
ments in the organization. The BRM is typically dedicated 
to one or more departments and fosters a long-term trust 
relationship with leadership and members of the depart-
ments. The BRM understands the departments’ needs 
and business challenges and serves as a technology advo-
cate. Other BRM functions include:

1. Aligning different business and IT strategies for en-
hanced productivity

2. Analyzing and improving business processes in part-
nership with the business analyst

3. Defining key organizational strategies for the IT de-
livery model, while working with the business analyst 
to develop recommendations

4. Working to communicate and understand concerns 
related to IT alignment across departments

5. Working with architects to understand new tech-
nology trends and forecast future IT infrastructure 
requirements

6. Working with systems managers, application manag-
ers and project managers to provide business, project 
and IT improvement data to stakeholders

7. Analyzing new business initiatives

Gartner has indicated that ComIT needs to undertake 
service transformation to align IT and business needs.  
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The city manager has recommended that two new posi-
tions be added to the FY15 operating budget, and ComIT 
has pledged to identify two vacant positions so the pro-
gram can begin with four BRMs. The initiative will start 
in July 2014 and could take up to six months to interview 
and recruit the new members. Additional positions will 
be requested in FY16 to reach the recommended comple-
ment of positions. The BRM role is contingent on the city 
approving the new positions. This will establish a culture 
of client advocacy.

Strategic Role and 
Responsibility 

The BRM role will provide delivery of “full value IT” to 
city departments.  The BRM will serve as the advocate 
for the lines of business to facilitate the understanding of 
each respective business operation, identify potential pro-
cess and technology opportunities, and improve overall 
organizational value. The BRM will work collaboratively 
with ComIT staff in planning, designing, deploying and 
enhancing IT applications and services to help address is-
sues and problems. These partnerships will drive optimi-
zation of the organization’s IT return on investment (ROI) 
and help to establish ComIT as a value center within the 
organization.

The BRM function fulfills two important organizational 
roles: the relationship manager and a highly business-fo-
cused strategic analyst.  There are four key responsibility 
areas that the BRM will support in ComIT.  

1. Business Processes - Optimize quality, ef-
ficiency and controls.  In addition, create require-
ment sets for specific solutions

2. Business Functions - Align, coordinate and 
integrate identified solutions and define manage-
ment tools for communicating information about 
various initiatives

3. Business Value Chain - Utilize and leverage 
innovation in various processes to add value to 
the customer 

4. Business Process Network - Collaborate with 
all city departments to create shared solutions for 
the organization.1 

The ability of the BRM role to successfully engage with 
the business will require the BRM to develop excellent 
rapport with all city departments.  While this role re-
quires business and technical acumen to deliver these 
key areas of responsibility, the textbook-defined business 
analyst will not meet the demands of this function.  The 
BRM role will develop a deep understanding of the cur-
rent and future needs of each city department and work 
with ComIT customers to identify scope, and justify and 
implement potential technology solutions.  

The BRM will also identify opportunities and leverage 
them with enterprise technology to address common 
business needs through the organization.  And finally, the 
BRM must provide support to ComIT in developing ad-
justments to its strategic plans to ensure that it can meet 
the needs of the city departments now and in the future.  

BRM Leadership 
The BRM manager, under the auspices of the ComIT ex-
ecutive management team, is responsible for establishing, 
managing and maintaining strategic relationships with 
the various city departments and divisions. This lead po-
sition will interface regularly with ComIT organizational 
leadership to communicate and clarify department and 
division issues and needs. In addition, they will investi-
gate and resolve customer relationship problems and may 
participate in RFP contract negotiation and administra-
tion. 

The BRM plays an important role in integrating, sharing, 
and in some cases, driving results for business initiatives 
for other management processes like project portfolio 
management, application portfolio management and re-
source planning management. These management areas 
provide the conduit for which city customers and ComIT 
can collaborate.   

Operationally, the BRM team will be responsible for ana-
lyzing and determining operational and financial impacts 
of new products and services that may be required by the 
city. The team will work on proposed changes and solu-
tions to products and services to optimize efficiencies of 
business and ComIT results. There may be opportunities 
for the team to assist in processes, assessments and defin-
ing enterprise specifications and requirements, recom-
mending business solutions that align with currently 
implemented technologies, and satisfying customer needs 
by facilitating requirements and testing.

1 Cassio Dreyfuss “Business Relationship Management Progresses Toward Increased Value”, Gartner, Inc., November 28, 2012
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Demand Management Planning
Centralized demand management planning is the disci-
pline of balancing planned and requested new work with 
available resources, while taking into consideration the 
constraints of ongoing operational work. ComIT must 
better understand, control and balance the demand for 
services over a rolling three-year horizon. ComIT custom-
ers do not have visibility into the operational workload, 
and it creates the perception that there is significant 
bandwidth for completing new work. ComIT has strug-
gled to balance the new work with the ongoing work and 
poorly communicates the daily demands of maintaining 
existing assets.

Several of the IT strategic initiatives recommended by 
Gartner will result in improved demand management and 
are presented in greater detail in Section 6.0. A formal-
ized project portfolio management discipline will only 
permit value-generating, resourced and funded projects 
into the portfolio. Only projects being worked will be 
included in the portfolio. An Investment Review Board 
(IRB) will prioritize projects for execution: ComIT’s 
project management team (PMT) will no longer be the 
decision-maker for project prioritization. A formalized 
and department-wide resource capacity management dis-
cipline will ensure resources are not over-allocated. These 
concepts and methodologies are further discussed below.

Project Portfolio  
Management

Project portfolio management (PPM) is the centralized 
management of processes, methods and technologies 
used by project managers and project management offices 
to analyze and collectively manage a group of current or 
proposed projects. It is a strategic prioritization method-
ology employed to analyze and manage current or pro-
posed projects within an organization. The objectives of 
PPM are to determine the optimal requirements to deliver 
work with the highest value to the business. 

ComIT has mature project management practices and 
follows the Project Management Institute (PMI) meth-
odologies for managing projects. Most of the project 
managers are Project Management Professional (PMP) 
certified.  There is less maturity in how the portfolio of 
active and pending projects is managed.  All project - and 
in many cases - non-project work is entered in Project 

Server without regard to whether resources are available 
to accomplish the work, and the result is a large backlog 
of work that cannot start. Again, the optimal requirement 
to deliver work with the highest value to the lines of busi-
ness and organization must be a priority objective before 
taking formal project work into the queue.

The value of a proposed project is currently not highly 
scrutinized, which may result in valuable resource capac-
ity being dedicated to lower-value work.  Additionally, the 
Project Management Office (PMO) must focus on the work 
that is assigned to them so that they can effectively and 
efficiently deliver this work.  As discussed previously in 
the demand management overview, ComIT must imple-
ment department-wide demand management, resource 
planning and management processes that ensure the 
work that is assigned to the PMO can be completed as 
defined.

This will require a new governance model for the IT port-
folio with oversight and engagement of the city’s executive 
leadership team and the line of business partners.

Investment Review Board
An Investment Review Board (IRB) will be established 
to prioritize project work. An IRB is another tool to ef-
fectively control work demand management. Currently, 
ComIT prioritizes proposed projects, and this approach 
leads to frustration across the departments. The IRB will 
be chaired by the Management Leadership Team (MLT) 
and include department directors. It will be comprised 
of a rotating committee of senior-level members from 
several departments. The IRB will meet periodically to 
review proposed work and make the prioritization recom-
mendations, taking ComIT out of the decision-making 
role. This change should greatly improve the perception 
of ComIT as a regulator and remove ComIT from the 
political consequences of prioritizing which projects will 
be executed.

Workforce Management
Workforce management is the discipline of continually 
cultivating the workforce to ensure resources are used ap-
propriately, skills are matured and job descriptions match 
the work functions. Demand management will be bet-
ter controlled through effective workforce management. 
Workforce management encompasses all the activities 
needed to maintain a productive workforce. Elements 
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of workforce management are listed below, and some of 
these methodologies that ComIT will target are discussed 
in sections that follow.

	Resource capacity management

	Skills management

	Talent management and/or applicant tracking

	Learning management and training

	Performance management

	Forecasting and scheduling

Resource Capacity Planning
Resource capacity planning will be founded upon the 
principle of planning and managing to a schedule horizon. 
Near-term work is planned with a high level of schedul-
ing confidence, and longer-term work is anticipated, 
but with a lower level of confidence. Resources will not 
be allocated greater than 80% of their work capacity in 
order to accommodate unexpected demands and incident 
response. In addition, resource time spent on operational 
work items, such as patching and upgrades, will be carved 
out of their overall availability to perform project work. 
A resource planning and management (RPM) tool will 
be implemented to provide these capabilities. RPM will 
consider day-to-day operations, incident and problem 
mitigation (break/fix), application, infrastructure and 
hardware lifecycle maintenance, project work and re-
quests for work/services. 

Operational Work

Operational work is non-negotiable work and must be 
performed on an ongoing basis to maintain the current 
technology investments (e.g. keep the lights on). Operation-
al work will be segmented into portfolios of work items so 
ComIT can communicate the value of the work performed. 
Operational work portfolios may include the Gartner Run, 
Grow and Transform segmentation, or may reflect the dif-
ferentiation between IT services and lifecycle maintenance.

Other departments in the city do not understand the work-
load demand of the operational work and become frustrated 
when ComIT cannot start or complete project work in an 
expedient fashion. An RPM tool will greatly alleviate the 
inability of ComIT to accurately depict the ongoing work-
load. RPM will assist resource managers in developing a 
true picture of the ongoing daily demands of maintaining 
core infrastructure, systems and applications while ensur-
ing that the PMO has a clear understanding of the resource 

capacity assigned to project work.

Project Work

Currently, ComIT project managers and resource manag-
ers do not have clear visibility to the actual availability of 
resources to perform project work. Resources are assigned 
to a project without the knowledge of whether they have the 
capacity to perform their scheduled tasks. Better workforce 
management through project portfolio management and 
resource capacity management will provide clear visibility 
to which resources can perform the work and a reasonable 
timeframe in which to do so.

Project work will be segmented into portfolios of work items 
so ComIT can communicate through the BRM the value 
of the work performed. Project portfolios may include the 
Gartner Run, Grow and Transform segmentation, or may 
reflect the differentiation between lifecycle management 
and new technologies.

Skills and Capabilities  
Management

ComIT will assess and maintain an inventory of skills and 
capabilities as part of an over-arching workforce man-
agement discipline. Division managers have been tasked 
with developing an inventory of staff member skills, as 
compared to Gartner’s organization service models. In 
the future and contingent upon funding, Oracle Learn-
ing Management (OLM) will be implemented and will 
become the living repository for maintaining staff skills. 

Disaster Recovery and  
Business Continuity

As a coastal city on the Atlantic Ocean and Chesapeake 
Bay, Virginia Beach needs to be prepared for the event of 
a significant hurricane, tropical storm, nor’easter or ice 
storm. A disaster recovery plan describes how technology 
systems will be brought online during and after a major 
incident. Disaster recovery is IT-centric and goes hand-in-
hand with numerous business continuity, or continuity of 
operations (COOP), plans that are specific to the various 
departments. 

ComIT has engaged consultants to conduct a business 
impact analysis (BIA), which is the basis of the disaster 
recovery plan. The purpose of a BIA is to pinpoint which 
business units, operations and processes are crucial to 
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the continued delivery of technologies and services to 
the organization.  While this effort was intended to focus 
on technologies, ComIT used the opportunity to identify 
non-technical information that is important to continuity 
of operations planning for each city department. The full 
BIA report that was completed in FY14 can be reviewed in 
Appendix BIA Final Report.

The main objectives of this BIA were to:

	Identify all business functions within each depart-
ment

	Identify the applications supporting those business 
functions

	Identify critical infrastructure components

	Assign each function a recovery time objective (RTO) 
with justification

	Assign application criticality based on their respec-
tive business function

	Identify upstream and downstream dependencies 
that may affect the delivery of goods and/or services.

Going forward, disaster recovery (DR) must become sys-
temic throughout ComIT.  New applications and systems 
must be evaluated for criticality and incorporated into the 
DR plan. The application portfolio management tool must 
be implemented and used to maintain the DR information 
for an application. ComIT will champion DR and COOP, 
but eventually the COOP function and planning must 
migrate to the actual departments to maintain. DR and 
COOP should be a priority for city leadership at all levels 
with appropriate funding made available.

Lifecycle Management

Asset Lifecycle Management
ComIT is developing an asset lifecycle management 
strategy and plan that will structure how and when assets 
are acquired and retired.  The assets that will be man-
aged include user-based assets such as desktops, laptops, 
radios and phones, as well as infrastructure assets such as 
servers and network equipment. 

A cross-functional team from multiple divisions will 
be formed that will be responsible for executing and 
maintaining an asset refresh plan. The concept behind a 
refresh plan or schedule is that an organization must pe-
riodically replace aging assets with more current technol-

ogy. In the private sector, refresh schedules are typically 
planned for every three to five years, but in the public 
sector, a five year refresh cycle is more realistic.

The goal and mission of the asset management team will 
be to:

	Act in a consultative role with customers to learn 
their needs

	Own the refresh planning process and prepare 
schedules

	Research and recommend new technologies for the 
city

	Evaluate, acquire and utilize an asset management 
tool (application)

	Manage licensing

ComIT will conduct asset refresh planning activities and 
develop a budget (the current operating budget does not 
adequately provide for resourcing of technology sustain-
ment).  ComIT leadership will clearly communicate the 
necessity of keeping technology current because aging in-
frastructure increases costs over time through increased 
support requirements. Division leads are currently in 
the process of developing initial refresh plans for their 
respective areas. 

Systems Management
A system is a set of interacting or interdependent compo-
nents forming an integrated whole. Most systems share 
common characteristics, including:

	Structure, defined by components and their 
composition

	Behavior, which involves inputs, processing and 
outputs of material, energy, information or data

	Interconnectivity: the various parts of a system have 
functional, as well as structural, relationships between 
each other 

	Functions or groups of functions 

Systems are composed of:

	Constructs – hardware, network components,  
operating systems, etc.

	Services – web-based services, reporting, etc.

	Documentation – architecture diagrams, require-
ments, support information, etc.
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	Applications – Oracle e-Business Suite, Hansen, Accela, Laserfiche, etc.

	Management Practices – lifecycle planning, testing, analysis, etc.

‘Systems thinking’ is a holistic approach to lifecycle management that focuses on the way a system’s constituent parts interre-
late and how systems work over time and within the context of larger systems. The systems thinking approach contrasts with 
traditional analysis, which studies systems by breaking them down into their separate elements. Systems thinking can be used 
in any area of research and has been applied to the study of medical, environmental, political, economic, human resources, and 
educational systems, as well as information technology.

ComIT will engage in systems thinking when managing and maintaining the lifecycle of major application groups. Enterprise 
application suites such as InSITE, integrated public safety, and revenue and collections will be managed as systems, and as such, 
the ‘program group’ designation to manage these assets will change to ‘system group’. The InSITE Program Group (IPG) will be-
come the InSITE System Group in order to reinforce the systems approach. ComIT will engage the communities of interest that 
rely on these applications and ensure they are included in the conversation when changes affecting systems are considered.

The applications supported by the business systems team (BST), such as Hansen, Fleet, Class and Accela, will also be man-
aged through a systems approach. When planning and executing lifecycle management for these applications, ComIT will 
ensure everything the application touches - and is touched by - is considered.

Application Monitoring
ComIT has acquired and implemented new tools to monitor the health of enterprise applications. The SolarWinds Server 
and Application Monitoring (SAM) module is part of a suite of tools that monitor the up-time and availability of important 
applications and infrastructure components. Some of the applications currently being monitored include:

·	 Accela ·	 Hansen 
·	 Anasazi ·	 Inovah
·	 ArcGIS ·	 Patron Edge
·	 Banner ·	 Project Server
·	 CircIT ·	 Quality Center 
·	 City Law ·	 SharePoint
·	 ESM Video Management ·	 Sirsi
·	 Government Revenue Management

SAM allows ComIT to be proactive and look for potential problems before those problems impact customers. Server up-time, 
central processing unit (CPU) load, disk space utilization and other metrics are currently being monitored.  When the appli-
cation goes down, an architecture diagram feature can show which server is responsible. The SAM module provides auto-
mated alerts when critical thresholds are reached that are monitored by teams in the Applications Support, Systems Support 
and Telecommunications divisions.  As key components of lifecycle management for applications are defined, transaction 
monitoring capabilities will be implemented, providing for a broader monitoring experience for technologists and business 
units alike. ComIT will increase transparency through the development of customer-facing dashboards so that the business 
areas can view the status of their important applications.  

Application Portfolio Management
ComIT is establishing an application portfolio management (APM) discipline. APM is a framework for managing enterprise 
IT software applications. APM provides managers with an inventory of the organization’s software applications and related 
metrics to illustrate the business value (or lack of) for each application. ComIT is acquiring an APM tool and expects to 
implement it in FY15. 
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The APM tool will be a repository for application information. It will track attributes such as vendor, version, server names, 
supporting resources, user departments, and lifetime costs. The APM tool will also maintain the application lifecycle road-
map, tracking information such as past upgrades, and future planned work. 

Most APM tools also have the ability to maintain Gartner TIME (Tolerate, Invest, Migrate, Eliminate) and pace layer data 
for an application. The Gartner TIME methodology describes the business and technical value of an application. The value 
is derived from end-user surveys in which the survey respondent rates the application against a set of business and technical 
criteria. An application can fall into one of four value categories or quadrants shown below. The quadrant an application falls 
into provides ComIT direction on how to address an application.

1. Tolerate – Technical value is high, but business contribution is low. Tolerate it.

2. Invest – Application has high business and technical value. Invest in it.

3. Migrate - Application technology needs to be modernized. Migrate it.

4. Eliminate - Business and technical value are low. Parter with the customer to consider replacing it. 

Figure 12: TIME Quadrants12

 
 
 
 

 
 

In addition to the TIME methodology, most APM tools provide the ability to track the pace layer for an application. The pace 
layer is another Gartner methodology that describes how an application should be managed. The pace, or rate of business 
process change, surrounding an application is an important factor in how applications are funded, how risk is tolerated, and 
how ComIT engages with the customer organization. Again, the pace layer is derived from the end-user survey.  An applica-
tion can fall into one of three pace layers:

1. Systems of Record – Infrequent business process change

2. Systems of Differentiation – Moderate business process change

3. Systems of Innovation - Somewhat frequent business process change

12 Source: Gartner, Inc. 
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Service Delivery Model 
ComIT will transition from a functional service model to a service-optimized model. The new model will be finalized in con-
cert with a reorganization and new job titles commencing in FY16. The structure of the ComIT organization has been groups 
of resources within divisions focused on specific ‘types’ of work – maintaining servers, managing projects, eliciting require-
ments, etc. The new model will transition to groups of resources focusing on the effective delivery of different services to 
target groups. The different groups, or communities of interest (COIs), will be comprised of the different city departments. 
COIs are groups of individuals with common interests which may include departmental mission, client base, business needs 
and problems, or geographic location. COI groups will typically be organized around departments although it is expected 
that a COI will consist of more than one department.

ComIT resources will focus on providing comprehensive services to these groups, which may include project manage-
ment, strategic business analysis, applications lifecycle management, workstation technology management, as well as other 
services.  BRMs may be assigned to each of the city’s Strategic Initiative Team (SIT) to serve as technology liaisons, further 
bridging the communications gap between lines of business and ComIT.  Walls between divisional and team siloes will be 
broken down so that resources will function more cohesively and fluidly to better facilitate the strategic goals of the city. 
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IT Operating Principles
Operating principles are a group of statements that serve as decision-making filters for managing technology to meet an orga-
nization’s business needs.  They are based on corporate values that are consistent throughout the organization.  IT operating 
principles provide a guide to an end goal, allowing for flexibility in the choice of solutions.  The following IT operating principles 
are based on the city’s core strategies:

1. Support the City’s Strategy – initiatives and projected benefits will be linked to the city’s desired strategic outcomes 
and the initiatives established by the Strategic Initiative Teams (SITs) and the Strategic Coordinating Group (SCG).

2. Customer Service Oriented – we will be proactive and prevent problems, while focusing on engaging and under-
standing the needs of departments, and support them to provide an optimal experience for citizens, businesses and 
visitors.

3. Engage in Systems Thinking – understanding interrelatedness between processes and technologies will guide our 
planning, problem solving, decision-making, and resourcing actions to enable innovation.

4. Achieve Multiple Positive Outcomes – we will seek to provide solutions that benefit multiple constituents in a 
timely and cost efficient manner. 

5. Create an Accurate, Positive Community Image – we will create a positive perception of ComIT through consis-
tently positive experiences and quality services.

6. Create Relationships and Partnerships – we will build positive internal and external relationships, and encour-
age collaboration.

7. Ensure Sustainability – we will treat all city assets entrusted to us as if they were our own, and we evaluate all new 
and existing goals, plans, policies, programs and activities in the context of sustainability. 

IT
Principles3
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4.1.

Introduction
A close alignment between the city’s business and IT imperatives is critical to developing a viable IT strategy for the city. A 
business imperative is an initiative or objective that the city must accomplish to make meaningful progress toward achieving 
its strategic vision. An IT imperative is an action or initiative that ComIT would undertake to enable one or more business 
imperatives. 

The business imperatives were identified during the Understand Business Demand activity facilitated by Gartner. The IT im-
peratives were identified during the Determine IT Direction activity facilitated by Gartner. The process used to define these 
imperatives is illustrated below.  The MLT validated ComIT’s proposed business and IT imperatives in a workshop in August 
2013. Review Appendix Understand Business Demand Summary of Findings for more information.

 
Figure 13: Development of the Business and IT Imperatives

4.2.

Business Imperatives
City leadership and the community of interest (COI) focus groups delivered a lengthy list of needs and opportunities during 
the Understand Business Demand activity facilitated by Gartner. During the workshops, Gartner recorded comments and 
feedback from the interviewees and consolidated the feedback by theme into 30 business imperatives. Gartner then took the 
activity one step further and aligned the business imperatives to the city’s strategic objectives to ensure all imperatives were 
focused on the business objectives. The leadership and COI groups identified the following business imperatives, which are 
organized by the city’s Strategic Initiative Team to which they align.

IT and Business 
Alignment4



ComIT Master Technology Plan  |  City of Virginia Beach38

Cultural and Recreational  
Opportunities (CRO)

1.1 Collect and analyze performance metrics to make data-
based decisions to further meet the needs of our citizens

1.2 Use the Virginia Beach Parks and Recreation 
Department revenue and pricing formula and tiered levels 
of service to ensure sustainable recreation programs and 
access to all

1.3 Improve customer service among residents and visitors 
to the city’s cultural and recreational facilities

Economic Vitality (EV)
2.1 Expand year-round research programs to support 
marketing directions and investments

2.2 Improve our development review processes, codes and 
standards to better encourage sustainable development and 
make it easier to implement our adopted plans and policies

Family and Youth Opportunities (FYO)
3.1 Implement a single point of entry that enhances access 
to city services, consolidates resources and improves 
outcomes for families and youth

3.2 Ensure ability to demonstrate compliance with state 
and federal human services programs, as required to retain 
funding for critical services

3.3 Improve the city’s capacity to more efficiently and 
effectively manage growing case loads 

Quality Education and Life-Long Learning 
(QELL)

4.1 Become more proactive in citizen engagement and in 
creating opportunities for bringing citizens together

4.2 Improve operational efficiency, customer service and 
safety in library facilities

Quality Organization (QO)
5.1 Create and sustain online mechanisms to encourage 
citizen feedback and interaction with local government

5.2 Reduce single-purpose technology applications

5.3 Develop a sustainable funding source for essential 
technology infrastructure

5.4 Automate the employee performance management 
process to enhance documentation and provide data and 
reports for upper management

5.5 Use a centralized program to enhance existing - and 
incorporate new - volunteer opportunities to preserve and 
strengthen the quality of neighborhoods

Quality Physical Environment (QPE)
6.1 Develop and implement new strategies to ensure that 
all privately owned structures and premises are well-
maintained

6.2 Maximize current transportation system capacity and 
reduce travel time 

6.3 Maintain a current record of the details, conditions and 
costs associated with maintaining and improving the city’s 
physical infrastructure

6.4 Improve waste collection and management through 
improved routing and lifecycle management of landfills

Safe Community (SC)
7.1 Improve key public safety business processes, 
particularly scheduling and deployment of resources

7.2 Improve inter-departmental coordination and 
communications 

7.3 Monitor current trends, data and social issues to focus 
efforts of key stakeholders to provide prevention and 
early intervention services to high-risk and vulnerable 
populations.

Cross-Cutting
Cross-cutting imperatives do not necessarily align to a 
city strategic objective or SIT, but were recurring themes 
identified in the focus group meetings. These themes were 
mentioned so much that Gartner recommended they be 
included in the business imperatives.

8.1 Improve workflow and minimize paper and labor-
intensive work processes

8.2 Provide self-service options for residents and businesses 
to do business with the city more easily (e.g. pay bills online, 
apply for permits/licenses, submit service requests).

8.3 Enable the city’s field (mobile) workforce to more simply 
and effectively record and access data

8.4 Provide city workers with simpler and more direct 
access to the most complete and up-to-date data needed to 
support decision-making.

8.5 Provide a readily accessible, comprehensive, current 
and historic view of customer interactions with the city (e.g. 
service requests, reporting problems)

8.6 Provide greater visibility and transparency for residents 
and businesses to view city business operations, including 
simple access to current budget and fiscal information

8.7 Enhance opportunities for citizens to participate in the 
democratic process
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8.8 Improve operational efficiency and responsiveness to 
citizen concerns 

4.3.

IT Imperatives
An IT imperative is an action or initiative that ComIT 
would need to take to enable one or more business im-
peratives. The IT imperatives can be grouped into three 
categories: supporting customers, improving processes and 
providing sound infrastructure. The IT imperatives will 
become the foundation of the IT Strategy and Roadmap. 

IT imperatives were identified in interviews with city 
leadership and COI workshops and are based on the 
current strengths and weakness of ComIT. The relative 

alignment between the IT imperatives and city business 
imperatives was determined through a scoring session 
with Gartner and IT leadership. The scoring methodology 
and results can be reviewed in Appendix Business and IT 
Alignment. 

The IT imperatives which best supported the business im-
peratives were identified. The highest scoring IT impera-
tives became the precursor of the IT strategy, confirming 
the city’s most important business imperatives and the 
IT imperatives required to enable these objectives. The 
results of the scoring exercise are shown below. The most 
highly ranked IT imperatives are highlighted. Other im-
peratives may not have been ranked as high because the 
work is already resourced and in progress.

Table 1: Imperatives: Support our Customers

IT Imperatives: 1.0 Support Our Customers Rank In 
Progress

CIP 
Request

1.1 Proactively engage with departments to learn their key business issues and to increase 
effectiveness in planning, design, deployment and enhancement of IT applications

2

1.2 Develop a mobile strategy to enable the mobile workforce and improve accessibility of data 
remotely

11 	  

1.3 Improve capability for departments to capture and leverage data to conduct their own analysis 
and reporting

4

1.4 Improve ComIT’s service management capabilities including a service catalog to guide 
departments through the process of requesting and obtaining IT services

 T-24

1.5 Formalize process for analysis, documentation and management of business processes for city 
departments

T-9

1.6 Provide excellence in technical support including enhanced transparency ticket status, faster 
responsiveness in resolution of Tier 2/3 issues and enhanced support for Access databases

 T-24 	  

1.7 Provide citizens with online and mobile access to city services - to pay bills, request services, 
submit applications, apply for and pay for memberships, etc.

T-7 	  

1.8 Implement an enterprise scheduling and timekeeping system  T-17 	  

1.9 Provide appropriate user training (e.g. SharePoint, Oracle Reports, other existing and new 
applications)

T-10

1.10 Implement modeling tools (e.g. transportation modeling, fiscal and economic impact modeling, 
community analysis, data /process modeling)

 12 	  

1.11 Enable VBgov.com for development of more interactive capabilities and improved search 
functions

T-9 	  

1.12 Implement an enterprise-wide citizen/customer relationship management (CRM) solution T-5
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IT Imperatives: 1.0 Support Our Customers Rank In 
Progress

CIP 
Request

1.13 Automate key business processes (e.g. accounts payable, work order management, review of 
development plans, litigation polling)

6

1.14 Continue implementation of the integrated public safety initiative  T-13 	  

1.15 Continue with replacement of MDTs in police vehicles  T-17 Complete

1.16 Implement a common facility access card for citizens to access city facilities  20

1.17 Design and build interfaces between systems (e.g. Accela and GIS web services, connect to state 
applications)

8

1.18 Expand or leverage functionality available in existing enterprise applications (e.g. Oracle, Accela, 
Hansen)

T-7

1.19 Implement an enterprise-wide case management solution  T-16

1.20 Implement an enterprise content management (ECM) solution with workflow and document 
imaging

 14

1.21 Address reporting and application maintenance issues with current Oracle ERP system  T-13 	  

1.22 Implement a kiosk system in city facilities to help direct and assist those seeking city services 
(e.g. human services)

 21

Table 2: Imperatives: Improve Processes

IT Imperatives: 2.0 Improve IT Processes Rank In Progress CIP 
Request

2.1 Improve the process of evaluating, selecting and communicating the value of proposed IT 
projects

3

2.2 Improve project management processes to enhance collaboration and increase transparency 
with departments from project initiation through closing

 T-22

2.3 Assess approach to sourcing IT services (e.g. contractors vs. FTE)  23

2.4 Improve ComIT’s internal knowledge management processes  T-22

2.5 Strengthen and formalize ComIT processes (e.g. configuration management, application 
lifecycle management)

T-19 	  

2.6 Improve software upgrade process and reduce backlog for packaging team 25 	  

2.7 Automate ComIT’s internal accounting and cash management process controls T-22
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Table 3: Imperatives: Sound Infrastructure

IT Imperatives: 3.0 Provide A Sound Infrastructure Rank In  
Progress

CIP 
Request

3.1 Deploy fiber citywide T-10 	  

3.2 Provide a scalable architecture to accommodate enterprise and specialty applications  T-16

3.3 Maintain the integrity and security of corporate information 1 	  

3.4 Implement an enterprise data storage solution  15 	  

3.5 Implement an enterprise data integration solution T-5

3.6 Implement modern unified communications and collaboration tools  T-19 	  

3.7 Upgrade RACs infrastructure  18 	  

3.8 Implement a redundant radio system  T-23 	  

4.4.

Imperatives to Initiatives
The IT imperatives became the foundation for the strategic initiatives. ComIT leadership and Gartner took all of the 37 IT 
imperatives discussed above and consolidated them. Some were also added and eliminated. In the end, 32 strategic initia-
tives were identified. Gartner and ComIT scored the remaining 32 initiatives using a matrix of weighting factors that in-
cluded financial impact, operational impact, resource impact and risk. The purpose of this final scoring was to perform one 
last check to ensure all of the initiatives would provide true value to the organization at a reasonable level of risk. None of the 
initiatives were eliminated in this final step. A diagram depicting the entire process can be seen below. 

Figure 14: Technology Master Plan
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5.1.

Introduction
ComIT’s goals include deploying technology solutions that enable citizens, customers and members to access city informa-
tion and services without constraints of time or location. ComIT is committed to providing quality service delivery and 
exceeding customer expectations. This goal is aligned with ComIT’s strategic vision as “an organization committed to 
proactively delivering a dynamic and evolving set of core services and innovative technologies that the 
city and its constituents demand.”

Before ComIT could determine the initiatives to include in the IT Strategy and Roadmap, the department had to identify 
the capabilities and gaps that could limit effective execution of the strategy. Gartner and ComIT performed an in-depth as-
sessment of the ComIT organization, processes and technologies. The following IT assessments were conducted, and each 
will be discussed in greater detail in sections to follow.

1. Application Portfolio Analysis (Section 5.2)

2. Oracle e-Business Suite Benchmark (Section 5.3)

3. Infrastructure and Operations Benchmark (Section 5.4)

4. Organizational Assessment (Section 5.5)

5. IT Governance and PMO/PPM Assessment (Section 5.6)

6. Public Safety Radio Assessment (Section 5.7)

7. IT Tools and Technologies Assessment (Section 5.8)

8. IT Processes and Services Assessment (Section 5.9)

The results of the assessments generated recommendations for improvement and were the input to the strategic initiatives that 
are discussed in section 6. The assessments also provided an indication of the organization’s infrastructure and operations ma-
turity. The goal of an organization is to reach an optimal level of maturity that is unique to that individual organization. There 
are benefits for most organizations in advancing maturity from Level 1 to Level 2 or Level 3; however, the effort and cultural 
changes required to advance to Level 4 or Level 5 may not be affordable or achievable by all organizations. An organization 
must balance goals for IT maturity against practical realities and the necessity of achieving higher maturity levels.

The following figure describes the five maturity levels for IT organizations and their typical characteristics as defined by Gartner. 

IT
Assessments5
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Figure 15: IT Maturity Levels13

 

5.2.

Application Portfolio Analysis (IT Assessment #1)
ComIT engaged Gartner to analyze the health of the application portfolio and the supporting processes. The application 
portfolio is the collection of applications used by the city to conduct business transactions. The portfolio includes enterprise 
applications used by many departments, as well as line-of-business applications used only by specific groups. The applica-
tion portfolio assessment and resultant recommendations are the starting point for a new application portfolio manage-
ment (APM) discipline. Proactively assessing and managing the application portfolio allows evidence-based decisions in 
determining the value of an application asset and making investments. One of the most important goals of APM is ensuring 
applications provide long-term value to the organization.

Overall, the portfolio is in fair to good health. Users are generally satisfied and feedback is largely positive; however, ComIT 
can make strides by engaging stakeholders and improving application lifecycle management processes. The full Gartner ap-
plication portfolio analysis deliverable can be viewed in Appendix APM Final Report.

Methodology 
Gartner and ComIT deployed a survey to assess application health and user satisfaction. More than 200 stakeholders (users) 
provided input on 157 applications that covered key areas of the city’s business functions. Overall, the city has approximately 
500 business applications in addition to numerous desktop productivity applications such as Outlook, Access and Adobe. 
The survey response rate was approximately 97%. 

Application users were surveyed to establish perspectives on business value and technical quality for the applications. Sur-
vey questions included perspectives on an application’s usability, complexity, degree of integration and scalability, and tech-
nical relevancy. The results of the survey were used to prioritize improvement opportunities and improve resource allocation 
and deployment.

Two Gartner methodologies were utilized for this analysis. First, the TIME (tolerate, invest, migrate, and eliminate) method-
ology utilized business and technical stakeholder feedback to provide guidance for application investment decisions. For the 
TIME method, surveys where sent to users to elicit responses to questions about an application’s overall value and health. 
More is discussed regarding TIME methodology below. 

Second, the pace layer framework analyzes what ComIT can do to better align with the needs of the business. The pace layer 

4 5 Current or Desired Maturity

5 Optimized — Best practices are followed and automated. Processes have been refined to 
a level of best practice.  Process is highly mature and predictable based on the results of 
continuous improvement and quantitative process performance.  IT is adapted to further 
automate the workflow and improve the organization’s quality, effectiveness, and ability to adapt.

1 Ad hoc/Random — Processes are ad hoc and disorganized. There is evidence that the organization has recognized 
that the issues exist and need to be addressed. There are, however, no standardized processes but instead there are ad 
hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to process 
management is disorganized.  There is a strong reliance on the competence and heroics of the people in the organization.

2 Repeatable — Processes follow a regular pattern. Processes have developed to the stage where similar 
procedures are followed by different people undertaking the same task. Most of the work is done by procedures and 
varies by department.  There is no formal training or communication of standard procedures, and responsibility is left 
to the individual or work group. 

3 Defined — Processes are documented and communicated. Processes, standards, tools, measures and 
methods have been standardized, documented and communicated (through training) across the organization. 
The processes are moderately mature and formalize existing practices.  Process improvements and metrics 
are occur over time. 

4 Managed — Processes are monitored and measured. Processes are proactively managed and 
controlled to continuously provide good practice.  Automation and tools are utilized to further 
manage process activities. Emphasis on measuring and analyzing quantitative objectives to improve 
processes and identify areas that are failing  to meet the needs of the customer/organization.

321 4 5 Current or Desired Maturity

5 Optimized — Best practices are followed and automated. Processes have been refined to 
a level of best practice.  Process is highly mature and predictable based on the results of 
continuous improvement and quantitative process performance.  IT is adapted to further 
automate the workflow and improve the organization’s quality, effectiveness, and ability to adapt.

1 Ad hoc/Random — Processes are ad hoc and disorganized. There is evidence that the organization has recognized 
that the issues exist and need to be addressed. There are, however, no standardized processes but instead there are ad 
hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to process 
management is disorganized.  There is a strong reliance on the competence and heroics of the people in the organization.

2 Repeatable — Processes follow a regular pattern. Processes have developed to the stage where similar 
procedures are followed by different people undertaking the same task. Most of the work is done by procedures and 
varies by department.  There is no formal training or communication of standard procedures, and responsibility is left 
to the individual or work group. 

3 Defined — Processes are documented and communicated. Processes, standards, tools, measures and 
methods have been standardized, documented and communicated (through training) across the organization. 
The processes are moderately mature and formalize existing practices.  Process improvements and metrics 
are occur over time. 

4 Managed — Processes are monitored and measured. Processes are proactively managed and 
controlled to continuously provide good practice.  Automation and tools are utilized to further 
manage process activities. Emphasis on measuring and analyzing quantitative objectives to improve 
processes and identify areas that are failing  to meet the needs of the customer/organization.

321

13 Source: Gartner, Inc. 
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refers to the rate of business change surrounding an application and how ComIT should engage with the customer to support 
the applications. More is discussed regarding pace layer methodology below.

In-Scope Applications
Applications selected for the survey included enterprise (widely used across the city) applications such as Laserfiche, Share-
Point and the Oracle e-Business suite, as well as line-of-business applications such as Hansen, Banner and Public Utilities 
applications. A ComIT team examined existing lists of applications and researched candidates for inclusion.  Applications 
that were selected included business applications that are used by at least several city resources. Utilities, tools, desktop 
productivity applications, state or federal applications, and those only used by one or two resources were not considered for 
inclusion in the survey.  Due diligence was exercised to ensure survey applications were representative of the departments’ 
functions and services.  ComIT intends to conduct another round of application surveys in FY15 in order to obtain a more 
complete picture of the portfolio’s health.

The figure below describes the types of services and functions the city performs and the number of applications in each per-
formance area that were surveyed. There were 157 applications that were assessed. Gray-shaded functions indicate that all 
the applications that perform these functions were surveyed.  Blue-shaded functions indicate some, but not all, applications 
that perform these functions were surveyed. These applications were chosen to ensure breadth and inclusion of the city’s 
critical software.

Figure 16: Functions and In-Scope Applications

TIME Methodology
The TIME methodology leverages perceived business and technical value to guide portfolio investment decisions. Stakehold-
ers who use applications were sent surveys to provide feedback on the applications’ business value and technical condition. 
Survey respondents scored various criteria such as usability, complexity, quality of integration, security and criticality on a 
scale of 1 (poor) to 5 (excellent). The average business value score and average technical condition score placed the applica-
tion into one of four quadrants – tolerate, invest, migrate, or eliminate (see Figure 17). The quadrant in which an application 
falls provides guidance for how ComIT should manage that application in the future - whether to invest, to keep the current 
value, or eliminate it from the portfolio.

The end result of the TIME exercise is an application portfolio strategy. ComIT can use the results to plan lifecycle manage-
ment, modernize aging technology and replace ineffective assets. The city’s modernization strategy should drive asset in-
ventories to a “right” mix of performance and investment. A portfolio assessment helps identify ways to improve the balance 
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of the application portfolio by optimizing the trade-offs available in business value, technical effectiveness, cost and risk. 
Planning around high-level categories like tolerate, invest, migrate and eliminate is a key step in investment prioritization. 

Figure 17: TIME Quadrants14

As defined by Gartner, the characteristics and qualities of the TIME quadrants are described below.

	Tolerate: Applications deliver business value, and ComIT is maintaining them for various reasons.

1. High technical condition but low business contribution.
2. Integration with others systems make these more tolerable.
3. Major investments should be supported by strong business cases.

	Invest: Effort and money should be spent to maintain the currency of these applications.

1. High business contribution and high technical condition.
2. Opportunities should be assessed to expand the functional footprint of the application.

	Migrate: Technology, resource and/or information difficulties make these tough, yet important, to maintain.

1. High business contribution but low technical condition.
2. Initiatives should be aimed at cost and risk reduction.

	Eliminate: These applications generally need immediate priority for remediation.

1. Low business contribution and low technical condition.
2. Often applications have high support costs and cause pain for the organization.

Pace Layer Methodology
The concept behind the pace layer is that applications should be managed differently depending on the pace of change surround-
ing the application. The frequency of business process change in relation to an application should dictate how ComIT engages 
with stakeholders, how funding is obtained and how risk is tolerated.  The pace layer management framework aims to resolve the 
contention between differing business and IT objectives through tiered management.

Conflict between an application’s pace layer and how it is actually managed can cause strategic misalignment. For example, busi-
ness leaders may be looking for a modern, easy-to-use application that can be quickly deployed to solve a specific problem; how-
ever, the IT organization has a strategic goal of standardizing on a limited set of comprehensive applications in order to minimize 

14 Source: Gartner, Inc. 
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integration issues, maximize security and reduce IT costs. The solution to the misalignment is to establish a new strategy for 
business applications that responds to the desire of the business to use technology to drive innovative new processes, while still 
providing a secure and cost-effective environment to support core business processes.

The Gartner survey assesses an application’s pace layer based on one survey question (from the TIME survey) that asks how 
often business processes surrounding an application change. There are three pace layers. Each layer within the framework sup-
ports different business objectives with varying governance and lifecycle management approaches. The pace layers are:

	Systems of Record

	Systems of Differentiation

	Systems of Innovation

Depending on which pace layer an application falls into, there are different recommended practices and approaches for the fol-
lowing factors. 

	Analytics 	Mission Performance
	Architecture 	Risk
	Data 	Software Development Lifecycle (SDLC)
	Engagement 	Technology
	Funding

For example, a System of Record should be treated with more formal SDLC project processes, while a System of Innova-
tion should be developed or modified using a more agile and interactive approach. Systems of Innovation can tolerate more 
risk than either Systems of Record or Differentiation. Systems of Innovation support advances in mission performance or 
competition, while Systems of Record are more often used to “keep the lights on” and sustain existing processes. Systems of 
Innovation are predictive, while Systems of Record report historical information.

ComIT must work with the business to understand the pace of change and degree of uncertainty around specific processes, 
then map to the correct pace layer strategy. This will allow ComIT to apply the appropriate technical concepts, governance 
and lifecycle management to accommodate the various rates of change. The figure below describes the characteristics of an 
application within each of the three pace layers. 

Figure 18: Pace Layer Characteristics15

1  Source: Gartner, Inc.15 Source: Gartner, Inc. 
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TIME Findings
The scope of applications assessed indicates a portfolio that is overall in fair to good health and in need of additional invest-
ment. This finding is consistent with direct feedback from the departments. Only tactical change is required - no evidence of 
a need to “rip and replace.”

The figure below represents all applications surveyed and the TIME quadrant in which they fall. Each bubble or circle is 
a specific application, and the size of the circle corresponds to the FTE costs to support that application. In general, most 
application TIME scores indicate ComIT should continue to invest in applications and migrate some applications to more 
current technology.

Figure 19: TIME Results for 157 Applications

The table below shows the summary of scores from the survey for both the business value and technical value questions. 
Higher scores indicate better value and condition.

Table 4: Summary of TIME Scores

Business Technical

Average 3.47 3.20
Median 3.46 3.22
Mode 3.83 4.56
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Tolerate Quadrant
Of the 157 surveyed applications, 14 fell within the tolerate quadrant. ‘Tolerate’ means that the applications have good tech-
nical condition, but provide less business value. They should continue to be maintained by ComIT and the city.

Figure 20: Applications to Tolerate

The tolerate applications included:

	DAP
	E-Learning
	GeoMedia Professional- GIS Editing
	GeoMedia Transaction Manager- Database Transaction Manager
	HEC-RAS
	LaserFiche
	Occupational Health Manager (OHM)
	RedNMX
	SIM Manager
	Speed Accuracy Test
	SunGard IJS Prosecutor
	TeleCorp Wall Display Plus
	TIMP (Technology Infrastructure Management and Planning)
	Workforce Planning & Development (WorkPAD)
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Invest Quadrant
Of the 157 surveyed applications, 88 fell in the invest quadrant. This is a favorable result and indicates these applications 
provide good business value and are in good technical condition. The city should continue to invest in these applications to 
keep them current.

Figure 21: Applications to Invest In

The invest applications included:

	1099 Pro 	GRM 	Oracle e-Business Suite Payroll
	ACL 	GovMax 	Patron Edge
	Advocate-PAM 	Group1 	Petra Pro
	Advocate-PCC 	Harmony 	Pictometry-Analytics Online 
	Advocate-Utilities 	Helix 	Pictometry-EFS
	Anasazi 	HVAC - Johnson 	PIP
	Animal Control Pet Tags 	HVAC - Judicial 	PowerDMS
	ArcGIS Desktop 	HVAC - Trane Tracer ES 	Project Server 2010
	ArcGIS Server 	Hydrant Defects 	PULab
	Auto RAE Lite 	Hydrant Flow Tests 	ProVal
	AutoAudit 	IAPro 	Pump Station Capacity
	Banner 	Image Trend (EMS RMS) 	Radix
	Bicycle License 	IMPLAN Professional 	Reads
	Business Center Billing 	iPOAD 	Risk Master
	CAD-APCO MEDS 	Jamar TRAXPro 	SharePoint
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	CAD-Push to Talk 	LifeNet 	SREPORTS – Historical SCADA
	CircIT 	LInX 	SSOs
	City Law 	MARS 	Extensis Portfolio
	CMP 	Mercury Marine CDS 	Station Status Map
	Collection Basin Capacity 	Meter Check Out 	StreetPaveMap
	CounterPoint 	MicroMain Key Tracking 	Symphony - SirsiDynix
	DHS Total Recall SQL 	MicroMain Maintenance 	Time Guardian Pro
	EBMS 	MIDAS 	Tow Tracker
	EnCase 	Mitchell On Demand 	Treasurer Miscellaneous Invoices
	Energy Cap Enterprise 	Mobile Phone Examiner 	VBAlert
	ePRO 	MP2 	WaterAdmin
	ERDAS- Remote Sensing 	Oracle e-Business Benefits 	Class
	Fleet Anywhere Billing 	Oracle e-Business Finance 	WAVE
	Fleet Focus FA 	Oracle e-Business HRMS 	WebEOC
	Forensic Toolkit
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Migrate Quadrant
Of the 157 applications surveyed, 31 fell within the migrate quadrant. This indicates that these applications continue to pro-
vide business value, but the technology should be further assessed and upgraded. The city should focus on these applications 
to modernize the technology.

Figure 22: Applications to Migrate

The migrate applications included:

	Accela / Permits & Inspection 	Housing Pro
	AceTrack / AceScore 	HRSPRO
	All Clear 7 	HVAC - Siemens Insight
	Applicant Tracking System [aka Recruit_beta.mdb] 	HVAC - Trane Tracer Summit
	Business License System  MF 	iNovah
	CAD-E-911 	KISPC (Keep it Simple)
	CAD-EMS Two Tone Alerting 	Magic Monitor
	CAD-Time Synch (Digital Clock) 	Mun-Ease - Municipal Bonds Manager
	CAD-Vesta 	PISTOL
	CAD-Vesta View 	ReportBeam - Electronic Incident Reporting
	Concealed Weapons Permit Application 	QuickModules
	Council Chambers Voting Software 	SCADA
	Daily Rental 	TeleStaff
	Envision for BACtalk 	The BEAST
	Guard1Plus 	Veeder-Root
	Hansen (Work Order & Parts Inventory)
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Eliminate Quadrant
Of the 157 applications surveyed, 23 fell within the eliminate quadrant. These applications were scored as having lower busi-
ness value and lower technical condition. ComIT should work with the city businesses to assess whether these applications 
should be replaced with more viable, current solutions. In addition, modernizing the underlying technology, enabling unused 
functionality and enhancing integration may make these applications more valuable to the organization. 

Figure 23: Applications to Consider Replacing

The eliminate applications included:

	Accela / Code Enforcement 	GeoMedia Public Works Manager
	CAD Analyst (Incident Mapping and Analysis) 	Learning Management System (LMS)/Pathlore
	CAD-AVL (Automatic Vehicle Locator) 	MRTG
	CAD-CARS 	OSCAR
	CAD-Fire/Ems Station Alerting 	OSIS - Online Spatial Information System
	CAD-Maverick Mapping 	PPATS (Project Planning & Tracking System)
	CAD-Mobile Client Tiburon MDS 	psAdvance
	CAD-Mobile Mapping 	Secure Messaging Application (SMA)
	CAD-Paging 	Turning Point
	CAFR 2000 	WebQuery/WebCAD
	GeoMedia GIS2GRM-Transfer Parcel and Address 

information form GIS to Government Records
	WMBPTA (Women and Minority Business Participa-

tion Tracking Application)
	GeoMedia Parcel Mapper- Parcel Management 

Module
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Business Value Scoring

From a business value perspective, applications were deemed critical and highly used across the portfolio, but are in siloes 
and require specialized knowledge for efficient use. The assessment survey revealed notable high (positive) and low (nega-
tive) business indicators.

	High indicators

·	 Utilization - 70% use the application on a routine and constant basis

·	 Criticality - 63% believe the application is critical or mission-critical

·	 Security - 62% believe the application security is strong or optimized

	Low indicators

·	 Complexity - 25% feel the application is complex or very complex

·	 Relevance - 19% feel the application is somewhat relevant or irrelevant

·	 Integration - 18% feel that integration is manual or disconnected

The spider diagram below indicates the average score on the business value indicators that the survey measured for all ap-
plications in the portfolio. 

Figure 24: Portfolio Business Value Indicators
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Technical Value Scoring

Technically, applications are found to be performing adequately, but the technical design is constraining. The assessment 
survey revealed notable high (positive) and low (negative) technical indicators.

	High indicators 

·	 Performance - 89% believe the application meets, surpasses or exceeds service levels

·	 Security - 85% believe the application security is sufficient, strong or optimized

·	 Hardware - 76% believe the hardware is recent, current or leading

	Low indicators

·	 Scalability - 28% believe the application is rigid or somewhat scalable

·	 Extensibility - 28% believe the application is somewhat configurable or programmatic

·	 Integration - 21% believe the application is disconnected or manual

The spider diagram below indicates the average score on the technical value indicators that the survey measured for all ap-
plications in the portfolio. 

Figure 25: Portfolio Technical Value Indicators

5.2.3.

Pace Layer Findings
Pace layer findings support the business’ claim regarding the lack of innovation. The city’s portfolio heavily leans toward 
System of Record applications with low to moderate rates of change that are characterized by the following:

	Stable business processes

	Waterfall software development lifecycle and project management

	Capital Investment Processes (CIPs) rather than operations budget funding

	Reporting and historical trending
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Survey findings indicated that 69% of the city’s applica-
tions are Systems of Record, and only 5% of applications 
are Systems of Innovation designed to quickly address a 
problem or take advantage of a business opportunity.

The Gartner survey took the analysis one step further 
and assessed whether ComIT is treating each application 
appropriately for its pace layer. Specific survey questions 
addressed how formally ComIT engages with the customer, 
how application funding is obtained, how well risk is toler-
ated, and other pace layer factors that include the following: 

	Analytics
	Architecture
	Data
	Engagement
	Funding
	Mission Performance
	Risk
	SDLC
	Technology

When assessing the portfolio in terms of pace layer align-
ment, ComIT is implementing a one-size-fits-all applica-
tion management model.  Although most of the city’s 
applications are characterized as Systems of Record, the 
majority of the portfolio is being managed as Systems 
of Differentiation, which may result in increased opera-
tional costs (see Figure 26). As a more customer-focused, 
business-enabling organization, ComIT will need to 
facilitate greater innovation and the appropriate support-
ing processes. 

Figure 26: Application Pace Layer Percentages

Figure 27: Misalignment in Pace Layer Management

The misalignment between the pace layer in which an 
application falls and how it is actually managed, most fre-
quently occurs in how ComIT engages with the customer 
(engagement). ComIT tends to favor a more formal project 
approach when a less formal, more flexible engagement 
approach may be more appropriate and effective. The 
figure below describes the frequency of misalignment for 
each of the pace layer factors. Notice that engagement is 
the most significant area of misalignment.

Figure 28: Rate of Pace Layer Factor Misalignment
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Recommendations
Gartner has provided the following recommendations for improving the health of the application portfolio and employing a 
more strategic approach to application management. The following improvement programs were prioritized based on proj-
ect, high-level financial, service and efficiency benefit. Each factor – customer service, financial, and operational efficiency 
- is weighted equally.

Recommendation 1: Improve Release Management 
Address the software update process and packaging issues. Upgrade software rated as “end-of-life” for vendor support. The 
benefits of this change will include improved customer satisfaction, increased return on investment of maintenance agree-
ments, and improved packaging and image management processes. The spider diagram below reveals the very low technical 
ratings for the indicated applications. ComIT should invest in better release management to keep these applications current.

Figure 29a: Impact of Poor Release Management

ComIT knows there are issues with the time it currently takes to package software to push to workstations and to keep appli-
cations current. As noted in section 5.9.1.11, release management is an immature process for ComIT. The effort to implement 
release policies and processes will help improve scores such as those shown above in the diagram.
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Recommendation 2:  
Mature Application Portfolio Management Capabilities

ComIT needs to continue its investment in maturing the APM organization and processes to ensure repeatability and ef-
ficiency. ComIT needs to set the portfolio vision: “Increase responsiveness for constituent services while stabilizing systems 
of record, guided by an architecture that simplifies and ensures long-term application viability.”

The following tasks should also be performed:

·	 Complete the assessment of all critical business and IT applications

·	 Continuously validate and update the portfolio (annually at a minimum)

·	 Establish a total cost of ownership model

·	 Engage an APM manager in advisory boards

·	 Implement an APM tool and dashboards

·	 Expand business analysis and relationships

Projected benefits include increased responsiveness to customer requirements, prioritized investment guidance and auto-
mated portfolio management processes.

ComIT has designated an application portfolio manager and is in the process of selecting an APM tool. In addition, a second 
round of TIME surveys is scheduled to launch in FY14 Q4. Business analysis practices are being expanded to adopt a more 
business-focused, strategic view of the enterprise. Proactive efforts are underway to apply Gartner’s recommendations.

Recommendation 3: Investigate “Best Fit” Management Practices 
ComIT should embark on an initiative to understand what is working well for applications that were rated highly and seek 
to apply those practices or approaches internally. Leverage successes from high-performing functions/applications, includ-
ing best practices balancing between IT centralization and decentralization (e.g. strength in utilities can be attributed to 
dedicated IT staff, among other things). Projected benefits include improved service via an adaptable management model, 
“right-sized” operational costs and appropriate matching of applications and management processes.

Recommendation 4: Improve Stakeholder Engagement
ComIT should prioritize business engagement in an effort to improve overall portfolio and specific application management. 
The city has an opportunity to improve how business sponsors, stakeholders and users engage in managing applications. The 
business relationship manager (BRM) will be the advocate who partners with customers to optimize their business applica-
tions.  The BRM will ensure ComIT is correctly engaged with the communities of interest, and that application issues and 
needs receive appropriate visibility.

Advisory boards work well to engage stakeholders on Systems of Record. Closer collaboration is needed for less stable, faster 
changing applications (Systems of Innovation). Nearly one in five applications does not have the proper stakeholder engage-
ment approach.

Recommendation 5: Establish Flexible Architecture
ComIT should develop a roadmap to standardize application architecture that is forward-looking, while addressing cost and 
efficiency objectives. ComIT will address integration, scalability, extensibility and complexity to deliver the right capabilities, 
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at the right time, at the lowest cost.  Projected benefits include improved adaptability to customer requirements and user 
experience, reduced cost via improved integration and the ability to extend applications.

·	 Complexity: 25% feel the application is complex or very complex

·	 Scalability: 28% believe the application is rigid or somewhat scalable

·	 Extensibility: 28% believe the application is somewhat configurable or programmatic

·	 Integration: 21% believe the application is disconnected or manual

Recommendation 6: Establish Innovation Framework
ComIT needs to provide a framework that adequately supports new and fluid business processes. ComIT must adopt 
more responsive/agile development practices to deliver more capabilities with faster time to market.  Pace layer factors 
should be managed to promote innovation. Project benefits include the ability to meet demand to accommodate fast-
changing processes and overall organizational agility.

·	 Analytics – predictive, not just descriptive, intelligence

·	 Architecture – build out more “beta” capabilities, focus less on perfecting existing capabilities

·	 Data – better use of unstructured, dynamic information

·	 Engagement – active involvement from business, even doing the work

·	 Funding – full cost of application lifecycle via application sustainment CIP funding

·	 Risk – greater tolerance (and expectations) for innovation

·	 Software Development Lifecycle  – agile, rapid application development (for example, the in house conver-
sion of Team Track to OneVision)

·	 Technology – adopt more leading-edge technologies 

Application Portfolio Assessment Phase 2
ComIT is in the process of conducting a second phase of the applications portfolio assessment. Phase 2 will include bench-
marking a subset of the most important applications to determine what ComIT spends to maintain these applications. Costs 
for each application will be researched to calculate what ComIT spends for FTE and FTC support, licensing and vendor 
support to maintain these assets. Better investment decisions will be possible once the true application support and mainte-
nance costs are known. 

In addition, starting in FY14 Q3 a second round of applications will be surveyed. Approximately 200 business applications 
have been selected for the Phase 2 survey. The results will be used in a similar fashion to the original survey and will help 
the city make investment decisions about the portfolio. After Phase 2, approximately 70% of the city’s applications will have 
been assessed for business and technical value.

 

 

 

 

 

Figure 29b: Business Value and Technical Value Indicators
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5.3.

Oracle Benchmark Assessment (IT Assessment #2)
The city utilizes the Oracle e-Business Application Suite to maintain human resources data and to manage financial data. 
The suite of Oracle applications is more commonly known as InSITE. The city’s Oracle e-Business Application Suite has a 
total of 7,920 named accounts (170 Financials and 7,750 Human Capital Management) and 341 concurrent users. 

The Oracle benchmark assessment focused on the Oracle e-Business suite of applications. The benchmarking compared the 
city’s total cost for Oracle support and maintenance to peer organizations, identified areas of inefficiency and provided rec-
ommendations to address new opportunities. The full Oracle benchmarking report can be viewed at Appendix Oracle ERP 
Final Report.

Activities performed by Gartner included: 

	Planning data collection activities with the city 

	Initiating and supporting data collection for cost, workload and characteristics

	Validating data and identifying peers for comparison basis 

	Performing data analysis and comparison 

	Developing the benchmark report, including recommendations  

Activities performed by ComIT included:

	Identifying staff that support the Oracle applications

	Cross-referencing city staff to Gartner’s consensus model roles

	Documenting loaded salaries for staff, as well as hourly rates for consultants

	Analyzing Project Web Access (PWA) timesheets for recorded time and aggregating the percent of time spent on 
defect repair, minor enhancements, business and operations support, technical upgrades, and other activities

	Aggregating a year of defect counts from Oracle and mapping them to Gartner’s severity levels

	Aggregating a year of defect counts from Heat and mapping them to Gartner’s severity levels

	Providing a narrative on what the Oracle support team does, including lifecycle activities

	The team also obtained:

o Oracle contract information

o Architecture of the Oracle environment

o Licensing information (costs and users) for Oracle 

Methodology
The city’s infrastructure is outsourced to Oracle through an Oracle On-Demand cloud agreement. Oracle On-Demand main-
tains the hardware environment, and the InSITE Program Group maintains software and configuration. The infrastructure 
includes:

	One physical Linux server

	Four operating system instances

	Two Terabytes of useable storage

	Oracle Enterprise Edition Database Management System (DBMS) software
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The Oracle applications benchmark scope was defined by the following criteria, which assume normal and representative 
operating conditions.

	Time frame for the study is 12 months in fiscal year 2013 (July 2012-June 2013)

	Includes general support effort and associated tasks, including enhancement efforts under 10 person-days 

	Excludes the implementation phase, considered to be the first install of Oracle Enterprise Resource Planning soft-
ware, and any major upgrade projects (i.e. the R12 upgrade) after the relevant go-live date

Gartner uses a consensus model for comparing ComIT’s Oracle operating and support costs to peer organizations. The 
consensus model is a standard set of predefined categories or functional areas that define what is included in the benchmark 
with regard to spending, staffing and workload. The consensus model allows valid comparisons between peers from a bench-
mark standpoint.  There are self-contained, independent, fully-functional consensus models for each IT functional area 
measured that are based on functional definitions.  Activities and their cost and supporting staff are mapped accordingly to 
that model in order to provide like-to-like peer comparisons.

The benchmark assessed hardware, software, occupancy and personnel costs to support the Oracle e-Business Application 
Suite. The consensus model includes $2.0M of the city’s IT expenditures and 9.6 full-time equivalent staff in the analysis.

Figure 30: Consensus Model Illustration16

 

Peer Groups
Independent peer groups were selected for each IT functional area based on workload and other characteristics such as 
industry and geography. The spending and support profile of each peer group was used to simulate what the comparative 
group would spend to support the city’s workload.  A composite model representing total IT spending in all areas included in 
the analysis was also created. 

Two peer groups, both public and private sector, are included in the Oracle e-Business benchmark that reflects similar Oracle 
e-Business application installations in terms of named accounts, concurrent users, modules and operating environment. 

The results are displayed with three peer group reference points:

	Average: representing the average for the comparative group

	25th Percentile: representing the lowest quartile for the comparative group. (It is important to note that lower cost 
can be an indicator of either cost efficiency or under-funding).  

	75th Percentile: representing the highest quartile (least efficient) for the comparative group
16Source: Gartner, Inc.  
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Differences in spending and other metrics derived from this analysis provide insight into opportunities for increased cost 
efficiency and reduced risk.

Findings

Functional Area Costs
The city’s IT spending for support of the Oracle e-Business application, infrastructure and operations environments is 12% 
lower than what similar government peers would spend on average to support the same workload, at $2.0M versus $2.3M 
respectively. The higher efficiency level is driven by lower costs for application support.

Figure 31: Total Spending by Functional Area17

17 Benchmark Data Source: Gartner, Inc. 
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Spending by Cost Category
The city’s IT spending for personnel is 26% below the government peer average. Lower staffing levels and lower overall an-
nual, fully burdened cost per FTE for application support are the key drivers. 

	Software costs are 6% lower than the government peer average. 

	Hardware costs are 17% higher than the government peer average.

Oracle On-Demand fees are categorized under hardware, but include hardware, software, facilities and managed services 
for the ERP infrastructure and operations environment.  For the government peer group, hardware also reflects outsourced 
contract pricing for similar services provided by Tier 1 vendors.

Figure 32: Spending Cost by Cost Category18

18 Benchmark Data Source: Gartner, Inc. 
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Spending by Sourcing Type
The city spends a similar amount on insourced resources compared with the government peer average, while spending on 
outsourcing and contractors is lower than the government peer average overall. Compared with the government peer group, 
the city spends less on external resources for application support and more for infrastructure and operations for the Oracle 
e-Business Suite.

For clarification of the sourcing types, the definitions are included below. 

	Insource: Includes the spending and FTE for in-house resources including personnel, software, etc.

	Outsource: Includes the fees for outsource contracts in which outsource is defined as any situation where the full 
operational responsibility for IT services is completely handed over to an external service provider.

	Contractor: Includes the spending and head count for contract labor (FTC) that is supplemental to existing in-
house staff and is “operationally” managed by in-house staff.

Figure 33: Spending Cost by Sourcing Type19

19 Benchmark Data Source: Gartner, Inc. 
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FTE by Functional Area
The city’s IT staffing level for the Oracle e-Business application support, infrastructure and operations is 21% lower than the 
government peer average, at 9.6 versus 12.2 FTEs respectively. Staffing is lower than the government peer average for both 
application support and infrastructure and operations support.

Figure 34: Number of FTEs by Functional Area20

20 Benchmark Data Source: Gartner, Inc. 
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FTEs by Sourcing Type
The city has more internal resources and fewer external contractors and consultants in comparison with the government 
peer group.

Figure 35: FTEs by Sourcing Type21

21 Benchmark Data Source: Gartner, Inc. 
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Oracle ERP Application Support FTEs by Staff Category
Technical and functional Oracle ERP application support staff at the city perform functions that often span multiple staff 
categories. Combined staffing for development, quality assurance & testing, and business analysis & architecture is in line 
with the government peer average, at 8.5 FTEs. The city does not have dedicated quality assurance/testing resources.

Staffing is lower than the government peer average for all other functions including:

	Logical Database Analysis

	IT Process Management

	Project & Program Management

	Services Administration

	Management and Administration

Figure 36: Oracle ERP Application Support FTEs by Staff Category22

22 Benchmark Data Source: Gartner, Inc. 
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Oracle ERP Application Support Cost per FTE
Total annual blended cost per FTE, including both internal staff and contractors, is 18% lower than the government peer 
average, at $97K versus $118K. Cost per FTE for internal staff is 9% lower than the government peer average, at $96K versus 
$106K. Cost per FTE for contractors is significantly lower than the government peer average, at $115K versus $175K.

Note: peer data is not adjusted for geographic cost of living considerations, tenure and skill sets, which can also impact 
compensation comparisons.

Figure 37: Total Blended Cost per FTE23

The figure below presents the same data as above, but displays the difference between insourced employees and contractor 
costs (FTEs versus FTCs).

Figure 38: Cost per FTE by Sourcing Type24

24 Benchmark Data Source: Gartner, Inc. 

23 Benchmark Data Source: Gartner, Inc. 
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Oracle ERP Application Support Service Request Efficiency
The number of service requests (SRs) opened for the fiscal period falls between the average and the 25th percentile of the 
government peer group, similar to the staffing comparisons.  There were 810 service requests opened during the year, and 
819 service requests were closed. This indicates a significant number of work requests were completed and that there is not a 
large backlog of open SRs.

The backlog of open SRs excludes expansion and large project CIPs. Overall, service request efficiency during the study year 
(SRs closed/SRs opened) is 1.01% versus the government peer average of 0.88%. The city has a higher service request close 
rate than peers when comparing the number of closed requests versus those that are still open.

Figure 39: Service Request Efficiency25

25 Benchmark Data Source: Gartner, Inc. 
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Oracle Application Support Defects
The city reported a higher total number of defects when compared with the government peer group. In addition, there are a 
higher number of the most critical and major defects, which have the greatest visibility and impact on the organization. 

ComIT was performing a major system upgrade (R12) during the study period of FY13. This upgrade included significant 
architectural changes and modifications to the finance modules, which contributed to the high number of defects. During 
discussions pertaining to the results, Gartner acknowledged that they normally see a spike in defects when a major upgrade 
of a system was performed during the study time frame. To provide a historical perspective, Figure 40 shows defect counts 
for the past six years.

The figure below shows total number of defects for the study time frame of FY13. 

Figure 40: Total Defects26

The figure below shows a more representative snapshot of the city’s Oracle defect count for the past several fiscal years. 
Spikes in defect counts are due to major upgrade projects within those years. 

Figure 41: Defect Count for Prior Years

26 Benchmark Data Source: Gartner, Inc. 
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The number of incidents by severity or criticality was also assessed.  Gartner’s definitions for incident severity are included 
below for clarification.

Critical: Application will not run, aborts spontaneously or is providing serious data errors or data corruption; it impacts the 
customer.

Major: Application runs, but major data errors are possible or major functionality is unavailable; it may impact the customer.

Minor: Minor data errors are possible or minor functionality is unavailable, with no significant impact on the customer.

Cosmetic: Examples include heading errors, minor fields missing and formatting problems, with little true impact on customer.

Figure 42: Defects by Severity27

27 Benchmark Data Source: Gartner, Inc. 
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Recommendations
Gartner has recommended the following actions and initia-
tives to increase Oracle support efficiency and effectiveness. 

Application Support  
Staffing Levels

Issues: The city has lean staffing and low spending on 
personnel costs for Oracle ERP application production sup-
port and sustainment. Overall, staffing is 16% lower than the 
government peer average and personnel costs are 26% lower 
in comparison with the government peer group average. 

The city was successful in addressing a large volume of 
service requests, and there is a smaller backlog of open ser-
vice requests.  However, staffing is not sufficient to address 
expansion work and will face coverage pressure due to staff 
turnover and as the use of self-service (i.e. open enrollment 
and iLearning) increases. 

In addition to lean overall staffing, there is a high dependen-
cy on key individuals in certain areas, and some significant 
differences between the city of Virginia Beach and the peer 
group in terms of the distribution of the FTEs across the 
various IT functions. 

Staffing is similar to the peer group for direct technical and 
functional job categories, but is lower for indirect functions 
such as database administration, quality assurance and 
testing, and planning and process management.

Recommendation: Obtain additional funding and 
resources to meet expected increase in demand for ongoing 
support, growth and expansion.

	Use the results of this benchmark to build a case 
for balancing resource needs through hiring inter-
nal staff and/or contractors.

	Establish an approach to managing current and 
planning for future personnel resources.

	Identify key skills, roles and positions required to 
support critical initiatives, including technical and 
functional roles, database administration, quality 
assurance & testing, business analysis and archi-
tecture, and planning and process management

	Analyze and evaluate “bench strength” for those 
same efforts, while considering needs that may be 
sourced by external resources.

	Ensure that critical knowledge is documented and 
shared rather than held by specific individuals.

	Take a long-term view to account for emerging 
roles and skills, as well as current and near-term 
needs.

	Monitor backlog and quality levels closely to ensure 
that proper priority is given to those efforts that are 
consistent with business objectives.  

	Engage the businesses in governance and demand 
management to ensure that requests are prioritized 
and assigned appropriately, given resource avail-
ability.

Personnel Costs
Issues: Personnel costs are 26% lower than the peer 
groups overall.  This is driven by a combination of lower 
staffing for application production support and sustain-
ment and lower cost per FTE.  Cost per FTE is lower than 
the peer groups for both employees and contractors.  The 
city’s job specifications and salary structure constrain the 
organization in terms of attracting, hiring and retaining 
ERP resources.  

The city used fewer contractors and consultants for routine 
application production support and sustainment work in 
FY13 in comparison with the government peer group, and 
the low cost per FTC reflects strong negotiation for required 
skill sets. The concern is that organizations unable to pay 
competitive salaries must consider the implications, such as 
an increased reliance on contractors, that typically result in 
higher cost, loss of business knowledge over the long-term, 
and potential project delays due to staff shortages.

Recommendation: Decouple the ERP staff’s salary and 
compensation structures from the city’s norms, and rebase 
compensation in line with market compensation. 

	Perform periodic reviews of competitive compen-
sation. The goal is to be within 10 to 15 percent of 
market rates.  Those organizations where compen-
sation falls below 30 percent of the industry norm 
typically face higher turnover.

	Compensation plans should extend beyond just 
monetary rewards and include elements like holiday 
time, more flexible hours, benefits and training.
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Oracle Infrastructure and  
Operations Support

Issues: Virginia Beach outsources its infrastructure sup-
port through an Oracle cloud services (Oracle On-Demand) 
hosting arrangement. The annual cost for these services ap-
pears 17% higher than what peers would spend to outsource 
an environment that is similar to Virginia Beach’s in size 
and complexity, at $541K versus $464K.  

Note: The peer comparisons are based on current out-
source contracts for similar services provided by “tier 1” 
service providers.

There is little detail in the contract about service provider 
responsibilities, service levels and architecture including 
the software stack and the environment configuration. The 
environment is configured to support a peak of 900 con-
current users which indicates that there may be room for 
growth. There is built-in resiliency through the outsourced 
arrangement, and there are service level agreements (SLAs) 
in the event of a disaster for recovery time of tape backup. 
Virginia Beach reports that storage usage has been rising, 
which may impact contract pricing in the future. The city 
also reports that it takes 6-8 weeks to obtain a new test 
environment.  A goal of using a cloud solution is to have 
flexibility and to provide the developers with an agile envi-
ronment for solution delivery.  

Recommendations: A formal contract evaluation is 
recommended if re-negotiations are an intended outcome.  
Service provider responsibilities, the software stack and 
environment configuration, and service levels can have a 
significant impact on contract pricing.

	Identify vendor versus retained responsibilities, 
detail on the software stack and environment 
configuration, and incorporate operational service 
levels into the contract that are in line with busi-
ness requirements.

	Standard SLAs include system availability, applica-
tion up-time, and resolution time for problems.

	Negotiate with Oracle service levels and potential 
additional extended service fees for faster creation 
of non-production environments for development, 
testing, training and demonstration purposes and 
enhanced refreshes.  

	Establish a storage management strategy that 
includes data storage preferences, redundancy, 
backup, archival and retention based on specific 

city storage policies.

	Prices for storage have been dropping at a rate of 
30% per year.  Consider re-negotiating the con-
tract at the end of its term to reflect current and 
anticipated storage use and competitive pricing.

	Review vendor management processes and 
resource capacity to ensure that there is sufficient 
oversight to manage the relationship with Oracle 
effectively.

Oracle Infrastructure and  
Operations Sourcing

Issues: Virginia Beach is considering its sourcing op-
tions for ERP application infrastructure and operations 
support, i.e., whether to continue to procure Oracle cloud 
services, host the application with an alternate vendor, or 
bring the infrastructure and operations support in-house.

A key benefit of retaining Oracle On-Demand as the in-
frastructure and operations outsourcing partner is access 
to their knowledge base and skills, and thus increased 
efficiency and reduced risk in how the application is man-
aged and maintained.  Conversely, the length of time to 
have changes deployed into production and to obtain non-
production environments and refreshes are clearly issues 
with the current model. ‘Production’ refers to the live 
instance of the application where transactions are taking 
place and master data reside. ‘Non-production’ refers to 
test and development versions of the application that are 
used when making and testing modifications. The ability 
to respond quickly to requests for changes and routine 
lifecycle maintenance is contingent on having easy access 
to non-production environments. 

Recommendations: Determine any incremental costs 
to obtain greater responsiveness from Oracle On-Demand 
for setting up non-production environments.

	Weigh the total costs of the current contract, plus 
any incremental costs, with the service quality in 
terms of flexibility and responsiveness and poten-
tial risks associated with a transition.

	Key considerations when evaluating insourcing 
include:

·	 What are the competitive benefits that can be 
achieved by developing the internal IT exper-
tise necessary to support the ERP infrastruc-
ture and operations environment effectively?
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·	 Does ComIT have the skills and resource ca-
pacity needed to support the ERP operations 
(e.g. database administrator, system adminis-
trator, etc.)?

·	 Is the city willing to invest in establishing 
internal resources and developing the skills 
to manage the ERP infrastructure and opera-
tions?  

·	 When comparing costs between in-house, 
the ERP vendor and a third party vendor, 
factor in cash flows from personnel, software 
infrastructure (e.g. database, middleware), 
licenses and maintenance, hardware and 
hardware maintenance, networking services, 
facilities, and disaster recovery.

	When evaluating sourcing alternatives, investi-
gate critical areas including pricing mechanisms 
and demand management, architectural specifi-
cations and limits, impact on application software 
licenses, transition in and out, contract terms and 
conditions, security, compliance, auditing, and 
risk management.

Quality
Issues: The city reported a higher total number of 
defects* in the production environment when compared 
with the government peer group.  In addition, there are 
a higher number of the most critical and major defects 
which have the greatest visibility and impact on the 
organization. The city does not have dedicated quality 
assurance and management staff.  A component of quality 
management is test management which is performed by 
applications support and applications development. IT is 
responsible for unit and system testing, and line-of-busi-
ness SMEs are responsible for user acceptance testing.

Recommendations: Focus on reducing the number 
of defects in the production environment by improving 
the understanding of defect drivers and addressing root 
causes which in turn affords reductions in cost and im-
provements in productivity and satisfaction. 

	Review available information on accumulated 
defects (i.e. incident and event logs, metrics and 
reporting). 

	Categorize defects by module and type (e.g. major 
one-time incidents, frequent incidents, events, 
call backs, duration of incidents, any incidents 

that have automation or training opportunities).

	Identify repetitive problems and opportunities to 
improve service quality.

	Establish a set of key metrics for critical and ma-
jor defects; measure, track and improve perfor-
mance over time.

Explore the establishment of a shared Quality Assurance 
Resource Center. Dedicated quality assurance/testing 
staff is a best practice.

ComIT was performing a major system upgrade (R12) 
during the study period of FY13. This upgrade included 
significant architectural changes and modifications to the 
finance modules, which contributed to the high number 
of defects. During discussions pertaining to the results, 
Gartner acknowledged that they normally see a spike in 
defects when a major upgrade of a system was performed 
during the study timeframe. 

Value
Issues: Organizations realize that without a robust 
enterprise resource planning (ERP) backbone, the orga-
nization effectively stops working.  Yet, many users and 
business leaders wish their ERP would better serve the 
business and the users within the organization

One of the primary complaints that users have about 
ERP applications is that they cannot get the information 
they need to do their jobs.  Many organizations believe 
that getting all the data into the ERP and using standard 
reporting tools in the ERP will meet the business needs.  
However, in order to make it easier to get better informa-
tion, it is crucial to bolster business intelligence (BI) and 
analytic capabilities as part of the overall ERP strategy. 

Recommendations: Establish an ERP strategy that is 
aligned with business intelligence, analytics and perfor-
mance management strategies.

	Evaluate business intelligence and analytic capa-
bilities that can be leveraged as part of the ERP 
vendor solution or from a third-party provider.

	Establish a budget and funding for investments in 
business intelligence and analytic capabilities.
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5.4.

Infrastructure and  
Operations Benchmark  
(IT Assessment #3)
ComIT engaged with Gartner to perform an infrastructure 
and operations (I&O) benchmarking assessment. ComIT 
must replace its technology and vendor-driven strategy 
with a more business-aligned strategy and plan, including 
creating a regional or national brand as an innovative public 
sector IT leader. 

The objective of this benchmarking assessment is to com-
pare the city’s total cost of IT infrastructure and operations 
to that of similarly sized and complex peer organizations. 
The results of the benchmarking assessments identify areas 
of perceived inefficiency and provide recommendations to 
address improvement opportunities, including roadmap 
activities. The full Gartner benchmark report, with addi-
tional charts and graphs, can be viewed in Appendix I&O 
Benchmark Report.

Activities performed by Gartner included: 
	Planning the data collection activities with ComIT 

	Initiating and supporting data collection for cost, 
workload and other characteristics

	Validating data and identify peers for comparison 
basis 

	Performing data analysis and comparison 

	Developing the benchmark report, including  
recommendations 

Deliverables provided by Gartner included: 
	Benchmark report, including cost baseline, peer com-

parison, recommendations, and roadmap activities

	Benchmark scope includes end-user computing, IT help 
desk, mainframe (cloud price comparison), Windows 
servers, storage, voice network, and Local Area Net-
work (LAN) and Wide Area Network (WAN).

Methodology
The benchmarking analysis covers a 12-month study time-
frame, representing fiscal year FY13 (July 1, 2012 through 
June 30, 2013). IT functional areas studied include:

	End-User Computing

	Enterprise Computing – Mainframe and Windows

	Storage

	IT Service Desk (ITSD)

	Data Networks – Wide-Area Data Network, Local-
Area Network

	Enterprise Telecom - Voice Premise (Local), Wide-
Area Voice (Long-Distance)

The scope of the analysis includes spending and staffing 
for the workload supported by ComIT. Forty-four percent 
($13.3M of $29.9M) of the city’s IT expenditures and 39% 
(71.2 of 178.5) full-time equivalent staff (FTEs and FTCs) 
are included in the consensus models for the portions of Ap-
plications Support, Systems Support, Technology Services, 
and Telecommunications included in this analysis.

Gartner uses a consensus model for comparing ComIT’s 
operating and support costs to peer organizations. The con-
sensus model is similar to a chart of accounts that defines 
what is included in the benchmark with regard to spending, 
staffing and workload so that valid comparisons between 
peers can be provided from a benchmark standpoint. There 
are self-contained, independent, fully-functional consensus 
models for each IT functional area measured that are based 
on functional definitions.  Activities and their cost and sup-
porting staff are mapped accordingly to that model in order 
to provide like-to-like peer comparisons.

Peer Groups
Independent peer groups were selected for each IT technol-
ogy area (Windows, mainframe, network, etc.) based on 
workload and other characteristics such as industry and 
geography. When available, a second data point from the 
Gartner database is added for reference. The spending and 
support profile of each peer group was used to simulate 
what the comparative group would spend to support the 
Virginia Beach’s workload.

Virginia Beach’s results are displayed in comparison with 
three peer group reference points:

	Peer – Average: representing the average for the 
comparative group

	Peer – 25th Percentile: representing the lowest 
quartile (lowest cost) for the comparative group. 
(It is important to note that lower cost can be an 
indicator of either cost efficiency or under funding). 

	Peer – 75th Percentile: representing the highest 
quartile (highest cost) for the comparative group 
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	When available, a second data point from the Gart-
ner database is added for reference

For peer groups that include two or more public adminis-
tration (government) peers, an additional comparison has 
been provided for those data observations. Differences in 
spending and other metrics derived from this analysis pro-
vide insight into opportunities for increased cost efficiency 
and reduced risk.

 

End-User Computing IT Function-
al Area
The End-User Computing IT functional area includes the 
provisioning of the full life cycle management of desktop, 
laptop, tablet, thin-client, hand-held and peripheral assets 
including acquisition, deployment, maintenance, change 
management and disposal. The figure below depicts the 
entire set of variables contained within this IT functional 
consensus model.

Figure 43: End-User Computing28

End-User Computing IT  
Functional Area - Peer  
Comparison Demographics

Gartner selected comparably sized peers from a propri-
etary database that most closely resembled the existing 
ComIT environment.  Each IT functional area is looked 
upon individually and, thus a different peer group is 
selected from the database for each functional area. Peers 
within this IT functional area were predominantly se-
lected from various industries within North America and 
Western European organizations. The workload charac-
teristics of the city of Virginia Beach and the End-User 
Computing peer groups are as follows:

IT Functional  
Area

Workload  
Metric

Virginia 
Beach

Peer  
Average

End-User  
Computing

Personal  
Computing Devices  

(Desktops and  
Laptops)

5,461 5,741

The peer group consisted of seven organizations within 
the following industries: 

■	 1 Public Administration

■	 3 Professional Services

■	 2 Insurance

■	 1 Chemical/Pharmaceutical

  

Findings
During the FY13 study timeframe, Gartner identified 
that Virginia Beach End-User Computing costs were 23% 
higher than the peers. The largest gap in spending cen-
tered on the personnel category. The personnel category 
contains both the Full Time Equivalency (FTE) and Full 
Time Consultancy (FTC) sourcing types.

28 Source: Gartner, Inc. 
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Actions Taken
In FY14, ComIT reduced operational expenditures within the End-User Computing area by $1,041,362. This reduction in-
cluded the elimination of 4 FTCs which coincided with the completion of the WIN7 upgrade project, 1.38 FTEs, and changes 
in city stand-by policies. 

In FY15, ComIT will be eliminating 2 additional FTCs within the Tier 1 support group and with further reductions antici-
pated for stand-by, an additional reduction of $173,965 is expected. At this time, ComIT will be in alignment with regard to 
operational spending, but will still be dependent on more contractors than its peers within this IT functional area.

The figure below shows IT spending by cost category for the End-User Computing IT functional area for the study timeframe 
(FY13). It also shows corresponding results of actions taken in FY14 and actions forthcoming in FY15 as compared to peers.

Figure 44: End User Computing Cost by Category29

29 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the End-User Computing IT functional area for the 
study timeframe (FY13). It also shows corresponding results of actions taken in FY14 and actions forthcoming in FY15 as 
compared to peers.

Figure 45: End User Computing Total Adjusted Personnel30

30 Benchmark Data Source: Gartner, Inc. 
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Enterprise Computing IT Functional Area
The Enterprise Computing IT functional area includes the provisioning of the full life cycle management of processing/host-
ing services on both mainframe and midrange (Unix, Windows, Linux, iSeries, etc.) platforms including acquisition, deploy-
ment, maintenance, change management and disposal. The figure below depicts the entire set of variables contained within 
this IT functional consensus model.

Figure 46: Enterprise Computing Consensus Model31

 

Enterprise Computing:  
Mainframe IT Functional Area - Peer Comparison Demographics
Gartner selected comparably sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each area. Peers within this IT functional area were selected from various industries within North America. The work-
load characteristics of the city of Virginia Beach and the Enterprise Computing - Mainframe peer groups are as follows:

IT Functional Area Workload 
Metric

Virginia 
Beach

Peer  
Average

Government  
Average

Enterprise Computing: 
Mainframe

Installed 
MIPS

22 53 696

 *Note: MIPS = Million of instructions per second.

The peer group consisted of five organizations within the following industries: 

■	 2 Public Administration

■	 1 Utilities

■	 1 Retail

■	 1 Insurance
31 Source: Gartner, Inc. 
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Findings
During the FY13 study timeframe, Gartner recognized that Virginia Beach outsources its mainframe services to Alicomp out of 
New York. The mainframe was outsourced in FY12 to avoid costly replacement of unstable and aging hardware. 

The largest gap identified in this technology area is within the personnel and outsourced categories as depicted in the figures 
below.   

Actions Taken
In FY14, ComIT reduced operational expenditures within the Enterprise Computing Mainframe IT functional area by 
$58,797. This reduction was the direct result of eliminating 0.95 of an FTE.

ComIT also has an active project that will implement a Windows-based business revenue and personal property (BR/PP) ap-
plication, thus enabling the retirement of the mainframe. The anticipated completion of the BR/PP project and elimination 
of the mainframe is FY17. 

The figure below shows IT spending by sourcing type for the Enterprise Computing - Mainframe IT functional area for the 
study timeframe (FY13).  It also shows corresponding results of actions taken in FY14.

Figure 47: Mainframe Spending Sourcing Type32

28 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the Enterprise Computing - Mainframe IT functional 
area for the study timeframe (FY13). It also shows corresponding results of actions taken in FY14.

Figure 48: Mainframe Total Adjusted Personnel33

 

Enterprise Computing: Windows Servers IT Functional Area -  
Peer Comparison Demographics

Gartner selected comparable sized peers from a proprietary database that most closely resembled the existing ComIT en-
vironment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the data-
base for each area. Peers within this IT functional area were predominantly selected from various industries within North 
America and Western European organizations. The workload characteristics of the city of Virginia Beach and the Enterprise 
Computing - Windows Servers peer groups are as follows:

IT Functional Area Workload Metric Virginia Beach Peer Average Government 
Average

Windows OS Instances 564 614 577

The peer group consisted of 10 organizations within the following industries: 

■	 4 Public Administration

■	 3 Financial Services

■	 2 Insurance

■	 1 Utilities 

33 Benchmark Data Source: Gartner, Inc. 



ComIT Master Technology Plan  |  City of Virginia Beach82

Findings
During the FY13 study timeframe, Gartner identified that the city’s overall spending is 29% lower than the peer and govern-
ment average. This is a direct result from lower expenditures within the hardware (67%), software (40%-45%) and con-
nectivity categories. On the personnel side, costs and staffing levels are higher than the peer average. Gartner indicated that 
this scenario indicates Windows Server support is very “manual” in nature, and the requirement for higher staffing levels 
are being driven by aging equipment and the lack of sufficient monitoring and management tools to support the Windows 
environment.

Gartner recommended that the city should continue its virtualization efforts and investments into IT management tools. 
Gartner also strongly recommended that the city not pursue the immediate elimination of vacant positions or a haphazard 
reassignment of ComIT staff.  Instead, the realignment of ComIT’s organizational structure and staffing must be founded on 
a well-thought-out transition plan that includes an approach to best utilize existing resources.

This transition process is outlined in a set of roadmap initiatives focused on improving ComIT’s service delivery capabilities, 
but it essentially includes the following key steps:

	Developing a transition plan

	Repurposing positions to areas of need

	Reviewing the roles and responsibilities of our job descriptions

	Conducting a staff skills assessment to determine our readiness for change

	Training staff members

	Communicating change to internal and external stakeholders

 

Actions Taken
In FY14, ComIT has invested into a new suite of IT management tools from SolarWinds. These tools address a variety of IT 
management issues including network management, server and application management, virtualization management, stor-
age management, and IT service desk management. These tools provide a transparent single pane of glass for ComIT staff 
members to monitor systems across traditional “siloed” divisional boundaries. This, in turn, is creating a more collaborative, 
efficient and proactive operational culture that is critical in providing effective IT service delivery. 
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The figure below shows IT spending by cost category for the Enterprise Computing - Windows IT functional area for the 
study timeframe (FY13). 

Figure 49: Windows Spending by Cost Category34

The figure below shows total adjusted personnel by sourcing type for the Enterprise Computing - Windows IT functional 
area for the study timeframe (FY13). 

Figure 50: Windows Total Adjusted Personnel35

35 Benchmark Data Source: Gartner, Inc. 
34 Benchmark Data Source: Gartner, Inc. 



ComIT Master Technology Plan  |  City of Virginia Beach84

Storage IT Functional Area
The Storage IT functional area includes the provisioning of the full life cycle management of storage services utilizing on-
line, near-line and offline technologies including acquisition, deployment, maintenance, change management and disposal. 
The figure below depicts the entire set of variables contained within this IT functional consensus model.

Figure 51: Storage Consensus Model36

Storage IT Functional Area - Peer Comparison Demographics
Gartner selected comparably sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each functional area. Peers within this IT functional area were predominantly selected from various industries within 
North America and Western European organizations. The workload characteristics of the city of Virginia Beach and the 
Storage peer groups are as follows:

IT Functional 
Area

Workload Metric Virginia Beach Peer Average Government 
Average

Storage Installed TB 374 338 338

The peer group consisted of 11 organizations within the following industries: 

■	 3 Public Administration

■	 2 Utilities

■	 2 Financial Services

■	 2 Retail

■	 1 Professional Services

■	 1 Oil & Gas 

28 Source: Gartner, Inc. 
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Findings
During the FY13 study timeframe, Gartner identified the total cost for storage is comparable to the peer average and slightly 
above the government peer. The largest gaps are in personnel and software, where the city is spending slightly more in 
personnel and slightly less in software. Gartner notes that an environment spending less on software tools will often have 
a more manual environment and thus realize increases in personnel costs. Gartner also noted that the city was spending 
significantly less in regard to disaster recovery compared to its peers.

Actions Taken
In FY14, ComIT saw a further reduction in Storage staffing by 0.35 FTEs, reducing operating expenses by $28,765.

The figure below shows IT spending by cost category for the Storage IT functional area for the study timeframe (FY13). It 
also shows corresponding results of actions taken in FY14.

Figure 52: Storage Spending by Cost Category37

37 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the Storage IT functional area for the study timeframe 
(FY13). It also shows corresponding results of actions taken in FY14.

Figure 53: Storage Total Adjusted Personnel38

38 Benchmark Data Source: Gartner, Inc. 
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IT Service Desk IT Functional Area
An IT Service Desk is defined as any single location that evenly distributes the receipt and/or placement of technical sup-
port calls or contacts to a pre-determined group of support staff. The IT Service Desk functional area assessment examines 
IT efficiency and effectiveness with respect to the provisioning of remote Tier 0/Tier 1 support provided to end-users by the 
technical support centers (e.g. network, data center, PC and consolidated). The figure below depicts the entire set of variables 
contained within this IT functional consensus model.

Figure 54: IT Service Desk Consensus Model39

IT Service Desk IT Functional Area - Peer Comparison Demographics
Gartner selected comparable sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each functional area. Peers within this IT area were selected from various industries within North America. The work-
load characteristics of the city of Virginia Beach and the IT Service Desk peer groups are as follows:

IT Functional Area Workload Metric Virginia Beach Peer Average

IT Service Desk Handled Contacts 26,801 27,508

First Contact Resolution 27% 53%

The peer group consisted of six organizations within the following industries: 

■	 2 Utilities

■	 2 Financial Services

■	 1 Consumer Goods

■	 1 Oil & Gas
39 Source: Gartner, Inc. 
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Findings
During the FY13 study timeframe, Gartner identified that total cost for IT Service Desk is slightly higher (15%) than the peer 
average. The largest gap in spending is within the personnel category, which is 23% higher than the peer average.

Actions Taken
In FY14, ComIT reduced its staffing level within this IT functional area by 1 FTC and .35 FTE, which reduced overall opera-
tional spending by $113,708. This reduction has reduced the total operational spending to slightly below the peer average, 
although the total personnel still remains slightly higher as depicted in the Figures below.

As indicated in the Windows Server functional area, ComIT has invested in the SolarWinds IT management suite of tools. 
Within this suite is ComIT’s new IT Service Desk tool which went live in February 2014. In May, this tool will provide end-
users a self-service portal to resolve common issues like password resets, while providing them the ability to open and track 
incident and technology requests without calling the IT Service Desk. This level of transparency is important as ComIT pro-
gresses toward becoming an efficient service provider and should free up support staff to resolve more difficult and complex 
issues in a timely manner.

The figure below shows IT spending by cost category for IT Service Desk IT functional area for the study timeframe (FY13). 
It also shows corresponding results of actions taken in FY14.

Figure 55: Service Desk Spending by Cost Category40

40 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the IT Service Desk IT functional area for the study 
timeframe (FY13). It also shows corresponding results of actions taken in FY14.

Figure 56: Service Desk Total Adjusted Personnel41

41 Benchmark Data Source: Gartner, Inc. 
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Wide Area Data Network IT Functional Area
The Wide Area Data Network (WAN) IT functional area includes connectivity and transmission of business-critical data 
between enterprise locations and business partners. The figure below depicts the entire set of variables contained within this 
IT functional consensus model.

Figure 57: WAN Consensus Model42

Wide Area Data Network IT Functional Area -  
Peer Comparison Demographics

Gartner selected comparably sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each functional area. Peers within this IT functional area were selected from various industries within North America. 
The workload characteristics of the city of Virginia Beach and the WAN peer groups are as follows:

IT Functional Area Workload Metric Virginia Beach Peer Average

Wide Area Data Network Devices 7,663 7,828

The peer group consisted of nine organizations within the following industries: 

■	 3 Utilities

■	 2 Professional Services

■	 1 Insurance

■	 1 Oil & Gas

■	 1 Transportation

■	 1 Retail 

42 Source: Gartner, Inc. 
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Findings
During the FY13 study timeframe, Gartner identified that the city’s total cost for Wide Area Data Network (WAN) is signifi-
cantly lower than the peer average (63%). Costs are lower across all categories with the largest gap being in transmission 
costs. Gartner also notes that older equipment can put the city at risk with regard to network reliability and availability. They 
also comment that lower spending is not an indication of cost efficiency, but rather a sign of under-investing in this founda-
tional technology.

Actions Taken
In FY14, ComIT developed a business case based on cost savings/cost avoidance. The creation of a Next Generation Network 
(NGN) will integrate and expand the existing Intelligent Traffic System (ITS) fiber to an additional 66 sites throughout Virginia 
Beach. The return on investment with a payback within year 5 was derived by avoiding an increase in the cost of leased services 
to solve existing issues of inadequate capacity and network performance at the identified remote sites. The NGN will improve 
connectivity and reliability, have a life expectancy of 30 years, and enable present and future technologies.

This approach was submitted as a CIT-CIP for FY15 which resulted in the NGN being unanimously voted the top priority (#1) 
CIP project. It was submitted as part of the city manager’s budget proposal for further consideration. The figure below shows 
IT spending by cost category for the WAN IT functional area for the study timeframe (FY13).

Figure 58: WAN Spending by Cost Category43

43 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the WAN IT functional area for the study timeframe (FY13).

Figure 59: WAN Total Adjusted Personnel44

44 Benchmark Data Source: Gartner, Inc. 
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Local Area Data Network IT Functional Area
The Local Area Network (LAN) IT functional area includes accounts for the provisioning of communications and connec-
tivity to critical business systems within enterprise sites and campuses. The figure below depicts the entire set of variables 
contained within this IT functional consensus model.

Figure 60: LAN Consensus Model45

Local Area Data Network IT Functional Area - Peer Comparison Demo-
graphics

Gartner selected comparable sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each area. Peers within this IT functional area were selected from various industries within North America. The work-
load characteristics of the city of Virginia Beach and the Local Area Data Network peer groups are as follows:

IT Functional Area Workload Metric Virginia 
Beach

Peer Average Government 
Average

Local Area Data Network Active Ports 9,829 8,997 10,023

The peer group consisted of seven organizations within the following industries: 

■	 2 Public Administration

■	 2 Retail

■	 1 Utilities

■	 1 Manufacturing

■	 1 Chemical/Pharmaceutical 

45 Source: Gartner, Inc. 



ComIT Master Technology Plan  |  City of Virginia Beach94

Findings
During the FY13 study timeframe, Gartner identified that the city’s total costs for Local Area Data Network (LAN) were 
lower than the peer average. The largest gap in costs was in the personnel category where lower staffing levels were identi-
fied. Lower costs in hardware and software also indicated older equipment and a lack of investment in tools that enable the 
automation of routine operational tasks.

Actions Taken
In FY14, ComIT is reviewing its existing infrastructure and developing modernization plans to replace legacy systems. The 
city’s migration to a Next Generation Network will facilitate technology convergence (matching current industry trends) 
of data and voice networks, allowing the replacement and/or retirement of legacy systems.  Divergent legacy systems will 
be consolidated into a centralized unified communications (UC) platform.  This new UC infrastructure and system(s) will 
streamline operations, administration and maintenance of the systems, while enhancing business capabilities.

The skill sets required to maintain these emerging unified communications systems differ from those required to support 
the legacy systems today.  The telecommunications team will receive training in these areas and will eventually be merged 
into one UC support team.  These newly acquired skills will position ComIT to better support customers and the network 
and services of the future.  

The figure below shows IT spending by cost category for the LAN IT functional area for the study timeframe (FY13).

Figure 61: LAN Spending by Cost Category46

46 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the LAN IT functional area for the study timeframe (FY13).

Figure 62: LAN Total Adjusted Personnel47

47 Benchmark Data Source: Gartner, Inc. 
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Long Distance Voice Network IT Functional Area:
The Long Distance Voice Network IT functional area includes traditional outbound domestic long distance and inbound (toll 
free) voice services. The figure below depicts the entire set of variables contained within this IT functional consensus model. 

Figure 63: Long Distance Consensus Model48

48 Source: Gartner, Inc. 
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Long Distance Voice Network IT Functional Area -  
Peer Comparison Demographics

Gartner selected comparable sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each functional area. Peers within this IT area were predominantly selected from various industries within North Amer-
ica and Western European organizations. The workload characteristics of the city of Virginia Beach and the Long Distance 
Voice Network peer groups are as follows:

IT Functional Area Workload Metric Virginia Beach Peer Average

Long Distance Voice Network Minutes 1,012,752 23,000,213

The peer group consisted of nine organizations within the following industries: 

■	 5 Utilities

■	 1 Public Administration

■	 1 Education

■	 1 Financial Services

■	 1 Retail 

Findings
During the FY13 study timeframe, Gartner identified that the city’s total cost for Long Distance Voice is higher when com-
pared to the peer average. The largest gap is in personnel, where the costs and staffing levels are higher. Higher staffing levels 
are primarily being driven by the administrative overhead of billing internal customers and utilizing multiple long-distance 
providers. 

Actions Taken
ComIT will continue to look for ways to increase efficiencies and reduce operational spending, while redirecting staff as ap-
propriate to functional areas of greater need.
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The figure below shows IT spending by cost category for the Long Distance Voice IT functional area for the study timeframe 
(FY13). 

Figure 64: Long Distance Spending by Cost Category49

49 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the Long Distance Voice IT functional area for the 
study timeframe (FY13).

Figure 65: Long Distance Total Adjusted Personnel50

50 Benchmark Data Source: Gartner, Inc. 
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Voice Premise Technology (VPT) IT Functional Area
The Voice Premise Technology (VPT) IT functional area includes local voice services such as voicemail and all move/add/
change activity associated with local voice equipment (e.g. switches, circuits and handsets) and local (i.e. not long distance) 
calling.  The figure below depicts the entire set of variables contained within this IT functional consensus model. 

Figure 66: VPT Consensus Model51

The Voice Premise Technology (VPT) IT Functional Area - Peer Com-
parison Demographics

Gartner selected comparable sized peers from a proprietary database that most closely resembled the existing ComIT envi-
ronment. Each IT functional area is looked upon individually, and thus a different peer group is selected from the database 
for each functional area. Peers within this IT functional area were selected from various industries within North America. 
The workload characteristics of the city of Virginia Beach and the Voice Premise Technology (VPT) peer groups are as fol-
lows:

IT Functional Area Workload Metric Virginia Beach Peer Average Government  
Average

Voice Premise 
Technology

Extensions 5,330 5,867 6,962

The peer group consisted of eight organizations within the following industries: 

■	 4 Utilities

■	 2 Public Administration

■	 1 Professional Services

■	 1 Financial Services 

51 Source: Gartner, Inc. 
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Findings
During the FY13 study timeframe, Gartner identified that the city’s total costs for Voice Premise Technology (VPT) are 9% 
lower than the peer group average. Hardware, software and occupancy costs are similar to the peer. Higher personnel costs 
are being driven by higher staffing levels. Higher staffing levels are primarily being driven by the complexity of supporting 
multiple phone systems throughout the city, multiple carrier providers and multiple support tools. Transmission costs, which 
include local calling trunks, are 69% lower than the peer average. 

 Actions Taken
In FY14, ComIT is reviewing its existing infrastructure and developing modernization plans to replace legacy systems. As of 
today, more than 90% of the city’s voice equipment is more than nine years old and has reached end-of-life.  Infrastructure 
supporting this technology has reached end-of-life as well.  

The city’s migration to a Next Generation Network and modernization plans will further facilitate technology convergence 
(matching current industry trends) of data and voice networks, allowing the replacement and/or retirement of legacy sys-
tems.  Divergent legacy systems will be consolidated into a centralized unified communications (UC) platform.  This new UC 
infrastructure and system(s) will streamline operations, administration and maintenance of the systems while enhancing 
business capabilities.

The skill sets required to maintain these emerging unified communications systems differ from those required to support 
the legacy systems today.  The telecommunications team will receive training in these areas and will be eventually merged 
into one UC support team.  These newly acquired skills will position ComIT to better support the customers, network and 
services of the future.  

50 Benchmark Data Source: Gartner, Inc. 
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The figure below shows IT spending by cost category for the Voice Premise Technology (VPT) IT functional area for the 
study timeframe (FY13).

Figure 67: VPT Spending by Cost Category52

52 Benchmark Data Source: Gartner, Inc. 
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The figure below shows total adjusted personnel by sourcing type for the Voice Premise Technology (VPT) IT functional area 
for the study timeframe (FY13).

Figure 68: VPT Total Adjusted Personnel53

53 Benchmark Data Source: Gartner, Inc. 
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5.5.

Organizational Assessment (IT Assessment #4)
The CIO is in the process of transitioning ComIT from an asset-based model to a service-based model. This will be an 
ongoing process, and full transition will require a year or more to achieve. Gartner is partnering with ComIT to design the 
optimal organizational structure and will continue to assist in the transition, as a significant maturation will be required to 
transform from the “as is” asset-based model to the desired “to be” service-based model. 

The Gartner service maturity model is illustrated below. 

Figure 69: Gartner Service Maturity Model54

Current Organizational Structure
ComIT is comprised of seven divisions, with multiple teams within those divisions.

·	 Applications Support ·	 Systems Support
·	 Business Center ·	 Technology Services 
·	 GIS ·	 Telecommunications
·	 Multimedia Services

The current ComIT structure is comprised of siloes of functions, as shown in the figure below. Divisions and the teams 
within them are focused on providing specific types of services and maintaining specific types of assets. Cross-coordina-
tion between divisions and teams is hampered by this structure. As an example, the COTS team in Systems Support may 
be performing maintenance work on an application, but Applications Support is unaware of the work. Communications 
between teams in different divisions is infrequent and not spontaneous.

Divisions and teams are typically located in separate buildings on the city campus, which contributes to the insular culture 
in ComIT.  Applications Support personnel are located in the courthouse, Building 1, Building 2 and Building 19. Systems 
Support personnel are located in Building 17. Telecommunications personnel are located in Building 22, Building 30 and 
other field locations. Multimedia Services is located off-campus at the Advanced Technology Center (ATC).

54 Source: Gartner, Inc. 

*IT Service Management, Colleen Young, Vice President Distinguished 
Analyst, Gartner
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The different divisions and teams maintain separate siloes of data and working relationships with customers. Institution-
alized knowledge is required to know where to access information maintained by another team or division. An outsider 
perspective may make the assumption that ComIT is indeed separate departments because the different divisions and teams 
work so autonomously and exclusively within their respective siloes. Communities of interest and leadership group inter-
views have consistently provided their view of ComIT as a confusing and disjointed organization. The figure below shows the 
complexity of the ComIT structure.

Figure 70: Current ComIT Organizational Structure
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Organizational Assessment: Current State Recommendations
Gartner provided the following current-state observations and recommendations for transitioning the ComIT organization.

Current State Assessment Desired Future State Recommendations 

1. Historically, other city depart-
ments have not regarded ComIT to be 
customer-centric in delivery of IT ser-
vices.  Part of this perception is based 
on long-held discontent from depart-
ments that were required to cede IT 
resources to ComIT.  Additionally, 
ComIT did not always place appropri-
ate value on understanding customer 
needs and expectations. 

IT is focused on active management 
of customer relationships and opti-
mizing customer experience.

	Clearly segment customer groups

	Analyze customer needs and man-
age knowledge

	Assign business relationship man-
agers to each business segment to 
enhance knowledge of business 
issues and needs and overall com-
munication and collaboration

	Strengthen existing front office 
competencies, including financial 
and business analysis

	Manage demand centrally
2. ComIT’s organization structure 
seems complex and disjointed and 
tends to be organized around the 
assets that IT supports.  There is 
limited process maturity and process 
automation to support ComIT’s work 
today.

A progression from asset-based 
structures, to process-oriented, to 
service-optimized structures.

	Create an organizational structure 
that aligns resources to the process 
model that drives work 

	Ensure process goals and work-
flows dictate organizational design

	Enhance operational efficiency 
and productivity through business 
process automation, improved ac-
cess to data, cross-departmental 
information transparency, tighter 
financial controls, personnel 
management, and automated risk 
management tools (e.g. Oracle Gov-
ernance, Risk and Compliance)

3. Resources are largely organized 
around skills into functional and 
technology silos, and there are in-
creasing opportunities and need to 
work across traditional silos.

Elements of IT are team-based with 
integrated, multidisciplinary teams.

	“Silo-bust” in favor of multi-disci-
plinary, cross-trained teams

	Adjust culture from skill-based 
individual rewards to team-based 
recognition systems

	ComIT needs to be reorganized to 
break down silos that make it diffi-
cult and confusing for departments

	Facilitate enhanced communication 
within ComIT
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Current State Assessment Desired Future State Recommendations 

4. Activities in functions are not logi-
cally aligned around services, pro-
cesses or skills.

Elements of IT are aligned around 
services and delivery of those ser-
vices.

	Develop and apply clear design 
principles to assess which organiza-
tional design option(s) is the best fit 
to meet ComIT’s multiple goals

	Create an organizational role with 
clear responsibility for service port-
folio management

	Develop capability to conduct mar-
ket research on services and man-
age  services through a life cycle

5. ComIT lacks robust resource and 
knowledge management capabilities 
and staff skills often are not aligned 
with current job descriptions and/or 
current needs.

Project and portfolio management 
processes across the organization are 
poorly defined.

ComIT may be overly reliant on con-
tractors to compensate for inability to 
hire/retain FTE staff.

IT has the capability to manage 
itself like a business.

	Mature the PMO and improve IT 
demand governance

	Improve transparency and commu-
nication between divisions

	Centralize resource management 
decision-making

	Strengthen and centralize vendor 
management function

	Consider alternative sourcing mod-
els for lower-value activities

	Centralize IT management and 
administration activities

6. Activities to support sourcing are 
spread throughout the organization; 
resource capacity is constrained and 
necessary capabilities are varied.    

IT is designed to support a multi-
sourced environment.

	Consolidate and align resourcing 
service management and service 
delivery activities in corresponding 
functions

	Create dedicated performance 
management resource(s) and de-
velop to meet required capabilities

7. ComIT’s performance measure-
ment approach has been highly varied 
with no clear accountability.  Impact 
analysis across the organization is 
inconsistently performed.

IT is designed to facilitate perfor-
mance measurement and account-
ability.

	Provide open and simpler access to 
data to enable management, evalua-
tion and reporting of city programs

	Create measurement capabilities 
and accountabilities for vendor/
partner, staff, project and opera-
tional performance

	Institutionalize a culture of mea-
surement
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Organizational Realignment and Reclassification
ComIT has started to strategically reclassify and reassign vacancies to align positions with new technology initiatives and 
to improve under-performing operational areas as identified by Gartner. Some of the reassignments under consideration 
include the following:

	In the Technology Services Division, a microcomputer systems analyst II position will be transitioned to be the IT 
vendor/grant manager.

	In the Systems Support Division, a systems analyst II and a systems engineer III will be transitioned to the asset 
manager and operations manager roles respectively.

	In the Telecommunications Division, two electronics operation technicians will be transitioned to two unified com-
munications engineers I/II/III positions.

New Position Descriptions
ComIT will work with Human Resources to develop position descriptions for new roles and move personnel (as described 
above) or recruit new hires to these new positions. Position descriptions for the following roles are forthcoming, and this 
document will be updated when descriptions have been finalized.

	Business Relationship Manager

	Next Generation Network Engineer

	Mobile Applications Developer

	Project Portfolio Manager

	Oracle Database Engineer

	IT Vendor/ Grant Manager

	IT Asset Manager

	IT Operations Manager 

5.6.

IT Governance and PMO/PPM Assessment 
(IT Assessment #5)
Gartner partnered with ComIT to assess the current state of IT governance, the Project Management Office and project port-
folio management practices for potential impacts to ComIT’s strategic vision.  Governance can be defined as the rules and 
the norms that dictate a process or organization, and how actions are sustained and regulated. Governance is how ComIT 
‘does business’ in a consistent, transparent and predictable manner. The full Gartner report can be viewed in Appendix IT 
Governance and PMO/PPM Assessment.

Although project management processes are structured, there remains room for growth and improvement in this core IT 
discipline.  The current-state findings for governance and project management that negatively impact IT strategy will be ad-
dressed through the strategic initiatives in Section 6.0 in this document.  The table below describes the key findings.
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IT Governance and PPM/PMO Assessment:  
Current State and Recommendations

Current State Desired Future State Recommendations 

1. ComIT’s project portfolio consists of 
more projects that can be reasonably 
managed with existing resources – 
little or no process is in place for man-
aging citywide demand for IT projects. 

Customers may believe that their proj-
ects will be initiated once approved 
– yet in reality many projects are 
deferred until relative priorities within 
the portfolio change and resources can 
be assigned.  Currently, ComIT is add-
ing all projects to the portfolio that are 
approved by the city, without regard to 
resource availability.

The city’s IT project portfolio is com-
prised of initiatives that have been 
reviewed, approved and prioritized 
by a representative group of business 
leaders after appropriately considering 
the related resource and cost implica-
tions.  

Project funding will include opera-
tional and maintenance costs being 
added to future operating budgets to 
support and sustain the technology 
investments.

	Establish an Investment Review 
Board (IRB), led by the MLT and 
department directors, to review, 
approve and prioritize proposed 
work.

	Establish a portfolio project man-
agement (PPM) function within 
ComIT 

	Develop the capability to analyze, 
plan and manage IT resources 
across the organization – and not 
solely within current departmen-
tal silos.  

	Leverage tools to support capacity 
planning and management within 
ComIT.

2. The city does not require a business 
value justification for proposed IT CIP 
projects.  Additionally, funding for 
long-term operational expenses asso-
ciated with new applications and simi-
lar technology investments approved 
as IT CIP projects are frequently not 
considered or funded.

Without appropriate analysis of the 
benefit of proposed IT projects, the 
city may be investing in IT solutions 
that offer questionable business value 
(time or cost savings, improved pro-
ductivity).  

Additionally, when the total cost of 
ownership of a proposed technology 
investment is not considered, ComIT 
can be unreasonably burdened with 
higher operational costs. 

The decision to approve and prioritize 
any initiative proposed for inclusion in 
the city’s IT project portfolio is made 
on the basis of a formal business case 
that includes an explanation of the an-
ticipated benefits, costs and projected 
return on investment.

Operational maintenance costs (in-
cluding personnel costs) to support 
technology investments are added to 
the operational budget for IT sustain-
ment.

	A business case should be re-
quired to justify any proposed IT 
capital investment and for any 
approved CIP project that has 
not yet begun. At a minimum, 
the business case should include 
an explanation of the project’s pro-
posed benefits/value, the total cost 
of ownership and the projected 
return on investment. 

	 As a recent Gartner research 
report states, “an investment 
management team that approves 
the initial project investment is 
automatically committing the 
enterprise to ongoing costs that 
are probably more than 10 times 
greater than the initial invest-
ment.” 
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Current State Desired Future State Recommendations 

3. ComIT’s project management team 
(PMT) regularly meets to review the 
status of the top ten ongoing IT proj-
ects. But, often PMT members don’t 
have the authority or “big picture” 
details necessary to make informed 
decisions as to how or when to repri-
oritize and/or resolve critical issues/
risks with these projects.

An IRB (or similar group) is given au-
thority and responsibility to review the 
status of all IT projects (with ComIT’s 
input) and make decisions to address 
identified issues/risks.  

	Reports on the status of ongoing 
IT projects should be presented 
to the IRB, with sufficient detail 
to allow the IRB to resolve critical 
issues, review/approve change 
requests, and suspend or cancel 
troubled projects when warranted. 

	ComIT should play a support role 
in the project status reporting 
process, providing project detail 
necessary for the IRB to make 
ongoing IT investment decisions

4. Project managers lack authority to 
commit resources to assigned project 
tasks.  Resource capacity planning and 
execution capabilities across ComIT 
are weak.

Project resources may not be available 
for assigned, scheduled tasks, result-
ing in potential delays and customer 
dissatisfaction. 

Cross-functional groups and col-
laboration are the norm within the IT 
organization.  Project and program 
staff views themselves as reporting 
to the project first and to their home 
department second.

	Develop the capability to analyze, 
plan and manage IT resources 
across the organization – and not 
solely within current departmen-
tal silos.

	Leverage tools to support capacity 
planning and management within 
ComIT.

	Reorganize ComIT to better sup-
port cross-functional support and 
collaboration.

5. Departments do not have visibility 
into the cost of projects that are staffed 
by internal ComIT resources.  This 
results in a misconception of rela-
tive project costs when compared to 
projects where external consultants 
are leveraged.

Estimates of project costs are shared 
with customers at time of approval.  
Ongoing actual costs are routinely 
captured, forecast and communicated 
to all parties. 

	Develop status reports, and 
ultimately online dashboards, 
that provide current and accurate 
estimates of planned, current and 
forecast project costs.

6. Simple application upgrades must 
be scoped, submitted, reviewed and 
approved as a project and are often 
relegated to a lower priority within Co-
mIT’s project portfolio. Departments 
are reportedly one or more versions 
behind on upgrades to their business-
specific applications.

Costs for routine application upgrades 
are considered when new systems 
are proposed and included in future 
budgets.

	Consider the resource implica-
tions and total cost of ownership 
(TCO) for application upgrades 
when implementing new systems, 
and include future maintenance 
and support costs in annual bud-
gets.
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Current State Desired Future State Recommendations 

7. The city’s current IT project port-
folio may not sufficiently consider an 
appropriate balance between initia-
tives required to “run” the business vs. 
those designed to “grow and trans-
form” the business. 

As a result, the city may not be invest-
ing sufficiently in core infrastructure 
improvements needed to support other 
IT investments.  

In approving initiatives for inclusion in 
the city’s IT project portfolio, the IRB 
ensures that adequate investments are 
made in underlying IT infrastructure 
and utility improvements. 

	Continue balancing the city’s IT 
project portfolio to ensure ad-
equate investment in core infra-
structure and utility improve-
ments.  Gartner IT Key Metrics for 
SLG organizations (2012) suggests 
an average 75 percent spend for 
“run” initiatives vs. 25 percent for 
“grow/transform” initiatives. 

8. ComIT’s project management team 
reviews, approves and prioritizes IT 
projects requested by other depart-
ments using well-defined criteria, 
processes and tools/documentation.  
Business owners from city depart-
ments are not involved in this process.

The decision to approve and priori-
tize initiatives in the city’s IT project 
portfolio is made by an IRB or similar 
group representing the organiza-
tion’s business interests.  IT provides 
support, as required to support IRB 
decision-making.

	An IRB, comprised of individu-
als representing the city’s busi-
ness leadership and led by the 
MLT, should be established to 
1) review and approve proposed 
investments in new or enhanced 
business applications/solutions; 
2) decide the relative priority of 
each approved investment within 
the city’s IT project portfolio; 3) 
monitor the status of each project; 
4) review and approve proposed 
changes to ongoing projects; 5) 
recommend funding levels for the 
IT project portfolio. 

	ComIT should assume a support-
ing role in this process

9. ComIT has adopted a technical 
design review process for evaluating 
the degree to which proposed applica-
tions/solutions comply with the city’s 
technical design standards. However, 
process documentation, including 
roles and responsibilities for those 
conducting these reviews, appears 
dated and incomplete. Further, IT ar-
chitecture standards are not routinely 
reviewed, updated and documented.

IT architecture governance processes 
are in place to help ensure compli-
ance with defined technical standards, 
which are regularly reviewed and 
updated as necessary.  An Architecture 
Review Board (ARB) or similar group 
is established to maintain the city’s IT 
architecture standards and to review 
proposed IT projects for compliance 
with these standards.

	Establish formal documented 
IT architecture standards and 
processes.

	Establish an ARB to help define 
and maintain IT architecture 
standards and to evaluate pro-
posed IT projects for compliance 
with these standards; develop a 
charter to define ARB roles and 
responsibilities. 
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Additional Recommendations
The ComIT executive team has included the following additional recommendation for better controlling requested work. 
ComIT will realize the benefits of greater flexibility and agility by changing the mindset of performing work operationally 
versus as a formalized project. Unconventional use of project methodologies can provide control over new processes.

Revise Definition of a Project
ComIT’s executive management team should redefine the criteria for a project versus operational work to meet the city’s unique 
needs. The Project Management Institute (PMI) has a standard definition of a project, but ComIT and the city will be better 
supported through more selective use of project methodologies, depending on the work at hand. Per PMI, a project is defined 
as “a temporary group activity designed to produce a unique product, service or result. A project is temporary in that it has a 
defined beginning and end in time, and therefore defined scope and resources. And a project is unique in that it is not a routine 
operation, but a specific set of operations designed to accomplish a singular goal.”

Some work that meets PMI’s definition of a project can be performed operationally. As an example, moderately sized applica-
tion upgrades that are routine can be performed without benefit of a project manager and a formalized project plan. Requiring 
a project manager can actually slow down the work if none are available to lead the work effort. Resources are already familiar 
with the application and the upgrade process, and it makes better sense to expedite the work in an operational manner.

On the other hand, work that appears operational in nature may be better executed with more formal project methodologies in 
order to maintain resource control, priority and focus. Project methodologies for some operational work can overcome institu-
tional bottlenecks (such as the software packaging process) and establish repeatable processes where none exist yet.  As an ex-
ample, ComIT will start planned technology refresh schedules to methodically replace aging assets such as radios, desktops or 
servers. Although this type of work seems operational in nature, the first refresh activities may be better executed as a project. 
The project should include tasks that deliver refined processes that ensure the operational sustainability of this activity in the 
future.  A project manager and formalized plan will help control the budget and schedule, and ensure resources are prioritized 
to focus on the refresh. This type of work may benefit from a project methodology until the work becomes familiar and routine, 
at which point it could transition to operational work. ComIT should be selective when deciding whether work is handled as a 
project.  

5.7.

Public Safety Radio System Assessment  
(IT Assessment #6)
As part of the overall IT assessment, the Virginia Beach asked Gartner to conduct a high-level assessment of the public 
safety radio current state and the city’s future plans. The full Gartner report can be viewed in Appendix Public Safety Radio 
Assessment. This assessment included a review of city-provided radio system data and stakeholder interview workshops. 
Representatives interviewed included members of the Police, Fire, EMS, Emergency Communications and Citizens Services 
(ECCS), and ComIT departments. The assessment covered:

	Process and Services

	Governance and Policy

	Technology and Tools
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Background
The city of Virginia Beach has a number of systems that support public safety and public services:

• 700/800 Megahertz (MHz) Digital Trunked Radio • 800 MHz Analog Trunked Radio
• Motorola Astro 25 • Motorola SmartNet
• 700 MHz Regional Interoperability (5 Channels) • 10 Channels
• 800 MHz City Use (14 Channels) • 2500 subscribers
• 3000 subscribers • 6 sites
• 7 sites

The city is considering a significant investment in radio infrastructure over 16 years. The plan includes the following ele-
ments:

	y Transition of 10 SmartNet analog channels to the Astro25 system

	y Addition of six tower sites to increase coverage

	y Addition of Geospatial Positioning System (GPS) tracking and text messaging capabilities

	y Public Safety subscriber units (initial upgrades and ongoing refresh)

	y Non-Public Safety subscriber units (initial radios and ongoing refresh)

	y System maintenance and support
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Radio Assessment: Current State and Recommendations 
 

Current State Assessment Desired Future State Recommendations 

1. Aside from the monthly regional 
ORION interoperability meetings, radio 
system planning meetings are not held 
with stakeholders.  Stakeholders have 
noted they do not feel a part of the plan-
ning process. 

If stakeholder needs are not adequately 
represented in planning, investments 
may not align with enterprise needs; 
potentially requiring additional future 
investments to achieve goals. 

Stakeholders are fully engaged in the 
process of specifying, evaluation and 
deciding investments made to improve 
the city’s public safety radio system. 

	Establish a formal gover-
nance framework to solicit 
stakeholder input and guide 
decision-making for public 
safety radio system invest-
ments.

	Establish a charter to define 
roles and responsibilities and 
develop a communications 
plan.

2. The budget process is described as 
a caucus model.  Stakeholders often 
submit decentralized capital investment 
requests for their own radio system 
needs.

Radio system investments are coordi-
nated with stakeholder groups.  The city 
is realizing contract leverage opportuni-
ties and maximizing enterprise-wide 
capabilities.

	Leverage the governance 
framework that is approved 
by the IRB to identify oppor-
tunities for sharing the cost 
and benefits of common radio 
system investment needs 
across the city

3. A detailed alternatives analysis and 
business case has not been developed for 
the city’s proposed system upgrade plan.

All viable upgrade options available to 
the city are vetted.  The due diligence 
approach to determining the optimal 
upgrade strategy achieves buy-in among 
all stakeholders, business executives and 
oversight agencies.

	Develop a detailed analysis on 
radio system upgrade alterna-
tives

	Establish operational value, 
technical value, risk and cost 
criteria as a means for com-
paring alternative approaches

	Include stakeholders in 
reviewing analysis results, 
and collaborate with all public 
safety agencies in developing 
a strategic recommendation to 
gain funding approval.

4. Many radio subscriber units have 
reached end-of-life and have significant 
costs when submitted to Motorola for 
repair.  Staff has been deferring repair-
ing many radios due to cost.

Radio units are managed on a lifecycle 
cost basis and replaced when main-
tenance costs exceed the total cost of 
ownership for replacement units.

	Formalize radio system 
service management pro-
cesses; track and report actual 
performance vis-à-vis defined 
service levels.

	Develop service improvement 
strategy focused on cost-effec-
tive maintenance and support.



City of Virginia Beach    |    ComIT Master Technology Plan      115

Current State Assessment Desired Future State Recommendations 

5. The city’s existing Astro25 radio sys-
tem has coverage gaps.  Recent building 
development has degraded coverage.  
Also, in-building radio coverage is lack-
ing in 40% of city buildings (e.g. school 
safety officers in city schools).  

System coverage and availability is suffi-
cient to reliably support the needs of first 
responders throughout the city.

	Perform coverage predic-
tions to determine the impact 
of adding new tower sites to 
improving exterior and in-
building coverage.

	Evaluate stakeholder claim 
that in-building coverage 
decreased with the transi-
tion to the digital system (e.g. 
fringe coverage areas are less 
forgiving)

	Evaluate likely coverage 
improvements as a factor in 
the alternative analysis for the 
new radio system.

6. System redundancy is lacking.  It is 
dependent on a single monopole antenna 
at the Public Safety Answering Center 
(PSAC) location, which is insufficient 
for system and public safety reliability 
standards.

The city’s radio system is available at 
all times – particularly during weather 
emergencies and other extreme condi-
tions.

	ComIT should follow through 
on plans to install an ad-
ditional site. Redundancy is 
especially important for users 
who depend on the radio 
system during extreme condi-
tions (e.g. hurricanes).
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5.8. 

IT Tools and Technology Assessment  
(IT Assessment #7)
The Gartner assessment included a review of the tools ComIT uses to manage assets, resources and work. The assessment 
findings indicate that ComIT and the city have not invested in tools that provide ComIT visibility and control over daily 
operations. ComIT currently has plans underway to evaluate and purchase some of these tools. 
 
 

Tools and Technology Assessment:  
Current State and Recommendations

Current State Assessment Desired Future State Recommendations 

1. ComIT does not utilize a complete and 
current set of tools to effectively and ef-
ficiently support the following key internal 
processes: 

	Application portfolio management

	Application lifecycle management

	Configuration management

	Resource capacity management,

	Business continuity management

	Application development 

	Service level management

The lack of application management tools 
will inhibit ComIT’s ability to efficiently 
and effectively manage its current portfolio 
and quickly respond to the city’s require-
ments. Delivery of projects in a timely and 
cost-effective manner will be hampered 
by the lack of a resource management and 
tracking tools.

Most IT processes and services are 
well-defined/documented, and an 
integrated set of tools is leveraged to 
help support effective service deliv-
ery capabilities. 

	Assess ComIT’s internal pro-
cesses and determine areas 
where tools/applications may 
help automate and streamline 
internal service delivery capa-
bilities. 

	IT processes and services must 
be defined first before these tools 
can be selected and purchased.  

	Leverage Gartner research 
reports and analysts to help 
identify tools best suited to the 
departments’ evolving process 
and service management needs 
and capabilities.
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5.9. 

IT Processes and Services Assessment  
(IT Assessment #8)
An information technology infrastructure library (ITIL) is a set of practices that guides IT operations and the management 
of services. Many organizations consider ITIL as the standard framework for planning, delivering and supporting IT service 
management. Gartner’s assessment of ComIT included a review of standard ITIL processes during the Infrastructure and 
Operations (I&O) benchmarking exercise. The findings were identified separately from I&O benchmark results in order to 
give them emphasis. ComIT will greatly increase control and maturity by following the process and service recommenda-
tions stated later in this section.

 

Process and Service Definitions
The following describes the ITIL service processes that ComIT’s evaluation was based upon.

 

IT Asset Management
Per Gartner:

“IT asset management (ITAM) is a framework and set of processes for strategically tracking and managing the financial, 
physical, licensing and contractual aspects of IT assets through their lifecycle.

Effective ITAM enables IT asset managers to account for IT asset management costs and associated risks in a transparent 
and dependable way. The flow of that information into IT financial management programs enables organizations to make 
sound funding and architectural decisions about IT sourcing from a business perspective. Gartner clients that successfully 
execute ITAM as a discipline typically achieve 30% cost savings in the first year of their initiatives, and at least 5% cost sav-
ings in each of the subsequent five years. Given that software and hardware spending often accounts for 20% of IT budgets, 
this is a crucial discipline to master. ITAM can also significantly reduce the compliance risks associated with recent increas-
es in the number and intensity of software audits.” 

The asset management process maintains procurement and depreciation details of assets above a certain value. It may 
include information on description, values, current ownership and location of assets in a register or database, but will not 
record the relationship between assets as the configuration management database does. Asset management is generally 
focused on financials. ComIT’s assessment score for asset management was a 1, indicating little process rigor. 

 

Business Relationship Management
Business relationship management (BRM) is the process of developing and nurturing relationships with business customers 
and serving as an advocate for the customers’ business and technology needs. Business relationship managers must continu-
ally publicize and reinforce the message of business and IT alignment. They must represent business views and needs to the 
rest of IT, while generating synergy with their business unit customers by improving information flows, communication and 
synergy with supplier services. The BRM role will have extensive knowledge of the business customers and be highly famil-
iar with:

	Desired future state

	Ongoing initiatives

	Project status and tracking

	Service requests status

	Status of assets
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	Service level management performance

	Issues and risks

	Legal and regulatory mandates

	Business processes

	Customer application inventory

Business relationship management maturity is an essential component of IT organizational maturity. BRM both enables and 
drives a proactive business-level dialogue and a performance management approach that is focused on maintaining a ser-
vice culture and delivering value. ComIT’s assessment score for BRM was a 2, indicating there is room for improving BRM 
processes and services. 

 

Capacity Management
The capacity management process ensures that adequate resource capacity is available at all times to meet the requirements 
of the business. The process balances business demand with IT supply. In order to achieve this, a capacity plan is closely 
linked to the business strategy, and plans are produced and reviewed on a regular basis covering business, service and 
resource capacity management. Common activities within these areas include performance management (are targets being 
met), workload management (are resource being utilized wisely), demand management (balancing demand with resource 
supply) and application sizing and modeling. ComIT’s assessment score for capacity management was a 2, indicating there is 
room for improvement. 

 

Change Management
Change management is a single, centralized process designed for the efficient and effective handling of changes, which is 
vital to the successful operation of any IT organization. Changes must be carefully managed throughout their entire lifecycle 
from initiation, authorization, scheduling, building, testing, implementation, and review and closure. In ITIL, one of the key 
deliverables of the process is the schedule of changes that is agreed-upon by all relevant areas including the business, and is 
based on business impact and urgency.

IT change management (ITCM) governance should provide succinct guidance when IT introduces a change to the produc-
tion environment that could affect client service. The fundamental strategy for ITCM process governance is to ensure that IT 
implements all changes without any negative impact on customer service in a timely manner. Effective change management 
must balance impacts to the customer with maintaining currency, stability and security of systems. Objectives include: 

	Identifying and apply best practices in defining common processes for change throughout an organization

	Developing common change management processes within an organization, including roles and responsibilities by 
functional group and the governance group for managing strategic direction

	Allowing change, while maintaining or improving system availability

	Determining whether the amount of lead time affects the success or failure of non-disruptive changes

	Identifying sensitive types and volumes of changes to reduce disruptions when lead time is important

	Reducing the number of changes requiring “back-out” due to inadequate preparation or defects

	Providing complete change documentation to shorten problem determination risk time

	Determining a better method of identifying and categorizing changes into levels of risk

	Displaying the number and types of changes planned in the short and long term

	Increasing the accuracy of predictions regarding the impact of change
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	Ensuring that every change record has technical and management accountability to provide a compliance audit trail

	Establishing a process to ensure that change requests are consistently reviewed for technical merit and business 
readiness, while allowing for flexibility based on business needs

	Avoiding conflicts by managed scheduling

ComIT’s assessment score for change management was a 2, indicating there is room for improvement.

 

Configuration Management
Configuration management provides the foundation for successful IT service management and underpins other ITIL 
processes. The fundamental deliverable is the configuration management database which details all the components of 
the IT infrastructure and associated assets, including people and documents (known collectively as configuration items). 
Each configuration item is linked or related to other items, and this interconnectivity or interdependence is defined within 
the configuration management database. Example configuration items also include incidents, problems, known errors and 
changes within ITIL definitions. ComIT’s assessment score for configuration management was a 2, indicating there is room 
for improvement.

 

Demand Management
Demand management is defined as the practice of reducing resource requirements via reducing demand, while maintain-
ing the ability to fully meet organizational needs. This approach can yield significant cost-saving opportunities by reducing 
resource requirements.

This process covers the activities that influence business customer demand for IT services and the provision of capacity to 
meet these demands. At a strategic level, demand management can involve analysis of patterns of business activity and user 
profiles. At a tactical level, it can involve use of differential charging to encourage customers to use IT services at less busy 
times. It is usually underpinned by a formal review process in partnership with the business to agree on strategic business 
imperatives and priorities. The review process is also used to allocate resources to competing projects and services and to 
monitor work progress. ComIT’s assessment score for demand management was a 1, indicating little focus on a demand 
management discipline. 

 

IT Financial Management/Chargeback
The IT financial management process provides the basis for running IT as a business and for developing a “cost conscious” 
and “cost-effective” organization. The principle activities consist of understanding and accounting for the costs of provision-
ing each IT service or business unit, and the forecasting of future IT expenditures. This also covers the implementation of 
a charging strategy, which attempts to recover the costs of IT from the business in a fair and equitable manner. ComIT’s 
assessment score for financial management was a 2, indicating there is room for improvement. 

 

Incident Management
According to the ITIL definition “An incident is any event which is not part of the standard operation of the service and 
which causes, or may cause, an interruption or a reduction of the quality of the service. The objective of incident manage-
ment is to restore normal operations as quickly as possible with the least possible impact on either the business or the user, 
at a cost-effective price.” 

The incident management process is responsible for the management of all incidents from detection and recording through 
to resolution and closure. ComIT’s assessment score for incident management was a 2, indicating there is room for improve-
ment. 
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Information Security Management
Information security management ensures the confidentiality, integrity and availability of the organization’s assets, infor-
mation, data and IT services. Security management usually forms part of an organizational approach to overall security 
management, which has a wider scope than the IT service provider. It may include handling of documents, building access, 
and phone calls for the entire organization.

Information security management details the process of planning and managing a defined level of security for IT informa-
tion and services including the response to security incidents, judgment of risks and vulnerabilities, and the implementation 
of cost-justifiable countermeasures. ComIT’s assessment score for information security management was a 3, which is in 
alignment with the government peers. Although ComIT’s score was acceptable for the characteristics of the organization, the 
city’s security posture must continue to keep pace with the changing threat landscape.

 

Problem Management
The goal of problem management is to minimize the adverse impact of both incidents and problems on the business. Simply 
put, the goal of problem management is to seek out root causes of common incidents and eliminate the cause.  A ‘problem’ 
is an underlying issue which is generating many incidents. Resolving the problem will also resolve the resultant incidents. 
Problem management implements permanent structural solutions wherever possible. It also analyzes and trends incidents 
to proactively prevent the occurrence of repeat or associated incidents and problems. ComIT works to resolve incidents as 
they become known, but does not have a process in place to determine the underlying issue and resolve it for all customers. 
ComIT’s assessment score for problem management was a 1, indicating little process discipline.

In FY14 ComIT implemented a new service desk tool that will greatly improve problem management process maturity. The 
tool will allow related incidents to be associated to each other, and also tied to an overarching problem that is causing the 
multiple incidents. Problems can be escalated for visibility and priority in the troubleshooting and resolution process. After 
resolving and closing a problem, the associated child incidents can be automatically closed as well. This new service desk 
functionality will improve the efficiency and effectiveness of problem management as well as incident management.

 

Release Management
The release management process takes a holistic view of changes to IT services, considering all aspects of a release, both 
technical and non-technical. It is responsible for all legal and contractual obligations for all hardware and software in use 
within the organization. In ITIL, and to protect the IT assets of the organization, it establishes secure environments for both 
hardware in the definitive hardware store and software in the definitive software library.

Per Gartner, “Through 2016, a lack of effective release management will contribute up to 80% of production incidents in 
large organizations with complex IT services.”57

An effective release management process gives IT a way to improve the speed and quality of changes to the production envi-
ronment. IT leaders can institute this process to reduce incidents and emergency rollbacks and improve the value delivered 
to the business. ComIT’s assessment score for release management was a 1, indicating little process rigor. 

57  How IT Operations Can Set Up an Effective, Centralized Release Management Process. Rep. Gartner, June 2013. Web.
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IT Service Continuity Management
Service continuity is responsible for managing risks that could seriously impact IT services. It describes the way recovery 
plans are designed to ensure that IT services are provided to an agreed-level within an agreed schedule following any major 
incident causing or potentially causing disruption of the service. It should be recognized that IT service continuity or disas-
ter recovery is only one component of a broader business continuity plan. IT service continuity management ensures that 
the IT service provider can always provide minimum agreed service levels by reducing the risk to an acceptable level and 
planning for the recovery of IT services. IT service continuity management should be designed to support business continu-
ity management.

ComIT’s assessment score for service continuity was a 1, indicating in the past little has been done to address disaster recov-
ery. A disaster recovery plan is currently being defined to remediate risk to city operations.

 

Service Level Management
According to the ITIL definition: 

Service level management (SLM) is the process for finding a realistic compromise between the customers’ needs and expec-
tations and the costs of associated services, such that these are acceptable to both the customer and to the IT organization.

Service Level Management must:

	Document all the IT services offered. 

	Present the services in a way that is comprehensible to the customer. 

	Focus on the customer and the customer’s business and not the technology. 

	Work closely with the customer to propose realistic IT services that match the customer’s needs. 

	Establish the necessary agreements with customers and suppliers in order to offer the services required. 

	Define the key IT service performance indicators. 

	Monitor the quality of the agreed services with the overall goal of improving them at a cost acceptable to the customer. 

	Prepare reports on the quality of service and service improvement plans.

The SLM process is used to prevent misunderstandings between business and IT by formally defining services and mea-
surable service performance targets, such as availability, hours of operation and response time. The BRM will mediate 
and monitor the service level management processes. They will serve as an advocate for the business and ensure ComIT is 
responding appropriately and within negotiated timelines. 

Organizations use the SLM process to drive continual improvement of both the IT services and the business-IT relation-
ship. IT operations uses the SLM process to negotiate service-level targets (SLTs), document service level agreements (SLAs), 
monitor and report on actual performance, and identify opportunities for improvement. ComIT’s assessment score for ser-
vice level management was a 0 (zero), indicating no focus at all on an SLM discipline. 
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IT Process and Service Maturity Score
The Gartner assessment of infrastructure processes and overall maturity indicated the city scored 1.54 on the maturity scale 
(out of 5.0). A score of 1.54 represents the average of all process scores combined. The figure below describes ComIT’s matu-
rity score compared to peers for the thirteen IT processes that were defined above. In some areas, ComIT scored relatively 
equally to peers, but other areas indicated very little process maturity. 

Figure 71: Infrastructure Process Maturity Scores

The city’s lowest scores (<=1) are in:

 Problem Management

 Demand Management

 Release Management

 IT Service Continuity Management

 Service Level Management

 IT Asset Management
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The summary of ComIT’s process maturity scores compared to peers and Gartner’s overall average is presented in the table 
below for a clearer view.

Table 5:  Summary of Process Maturity Scores

Process Virginia Beach Government Avg. Gartner Database Avg.

IT Asset Management 1.0 1.6 2.4

Business Relationship Management 2.0 1.7 2.7

Capacity Management 2.0 1.5 2.1

Change Management 2.0 3.4 3.4

Configuration Management 2.0 2.0 2.4

Demand Management 1.0 2.8 2.9

Financials Management 2.0 2.2 2.7

Incident Management 2.0 2.4 3.2

Information Security Management 3.0 3.0 3.2

Problem Management 1.0 2.5 2.6

Release Management 1.0 2.6 2.6

IT Service Continuity Management 1.0 2.2 2.9

Service Level Management 0.0 1.6 2.2

The figure below describes the process maturity levels.

Figure 72: ComIT Process Maturity Score

City of VA Beach Rating 1.54
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Processes and Services Assessment:  
Current State and Recommendations
Gartner has made the following recommendations in order to improve IT process maturity.

Current State Assessment Desired Future State Recommendations 

ComIT has formalized some IT process-
es; however, there are many areas where 
little or no process definition exists today. 

The city’s overall average process matu-
rity is 1.54 (on a scale of 1-5), indicating 
that most processes are ad hoc and not 
well defined.

Not coincidentally, poorly defined prob-
lem management processes are negatively 
impacting ComIT’s ability to quickly 
resolve service desk issues, while weak 
release management processes have con-
tributed to ComIT’s inability to quickly 
test and deploy software updates (pack-
age issue). 

Within the next five years, ComIT 
should aspire to attain Level 4 in 
the Process Capability Maturity 
Model.  At this “Managed” level, 
processes are monitored and mea-
sured and controlled to continu-
ously provide good practice.

Defining effective IT processes is 
fundamental to developing effective IT 
services.  If ComIT’s goal is to suc-
cessfully support a customer-centric 
service delivery model, process defini-
tion and overall improvements in IT 
service management will be critical.  
As indicated in Gartner’s related Infra-
structure and Operations Benchmark 
study, the following processes are least 
mature within ComIT:

 Problem Management

 Release Management

 IT Service Continuity Manage-
ment

 Service Level Management

 IT Asset Management
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Strategic 
Initiatives6

The result of the Gartner and ComIT analyses, benchmarking, findings and recommendations are actionable, measurable 
and specific initiatives that will transform ComIT to a service optimized partner to the city businesses. Although there are 
many initiatives, they can be summarized into four high-level objectives, or foundational pillars, as identified below. The 
pillars support the effective delivery of city services, which in turn supports the businesses and citizens of Virginia Beach. A 
fifth objective addresses an initiative linked to the Oracle enterprise resource planning. Each of the 32 initiatives is more 
fully described in the following pages. Additional details, including key activities, resource implications, estimated costs, 
assumed duration, responsibility, risks and dependencies are included.

1. Transforming Service Delivery: (7 Initiatives) Evolving to a fully customer-centric and service-optimized IT organiza-
tion is a challenging journey that requires fundamental changes in the way ComIT relates to its customers, how work is 
performed and how ComIT is organized and staffed. Ultimately it involves a commitment to defining and delivering quality 
technology services and measuring performance to ensure that ComIT consistently meets the expectations of customers. 
(S1 – S7)

2. Building Better Business Solutions: (11 Initiatives) Getting smarter in the way ComIT manages business systems and
applications means leveraging the solutions already owned on an enterprise level to benefit a greater number of users. It also 
involves looking at applications as a portfolio and looking at ways to keep the cost of development and support down, while 
increasing quality and user satisfaction. (B1 – B11)

3. Strengthening Governance:  (6 Initiatives) ComIT will actively involve departments and other city leaders in decid-
ing how to direct and manage the limited capital funding available for investments in new or enhanced business solutions.  
This also requires considering the business benefit and total cost of ownership of all proposed business solutions – and the 
resources ComIT has available to support them. (G1 – G6)

4. Improving Infrastructure and Operations: (8 Initiatives) Improving the processes and technologies used to store,
manage, protect and access the city’s data and communicate with each other is fundamental to the vision to make informa-
tion available to customers anytime and anywhere. This also involves looking at ways to create a next generation network to 
increase network bandwidth, reduce the cost of operations, and ensure critical systems are operational and accessible when 
needed the most. (I1 – I8)

5. Obtain positions for Oracle Database Engineer and Quality Assurance Analyst. Gartner recommends that the city obtain
additional funding and resources to meet expected increase in demand for on-going Oracle support, growth and expansion. 
ComIT should obtain positions for an analyst to perform quality assurance and testing functions and an Oracle database 
administrator to effectively manage and administer the Oracle ERP. (R1)
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Figure 73: Strategic Initiatives

Business Relationship Manager (S-1)

Strategic Role and Responsibility 
The BRM role will provide delivery of “full value IT” to the city’s business organizations. The BRM will serve as the advocate 
for the lines of business to facilitate the understanding of each respective business operation, identify potential process and 
technology opportunities, and improve overall organizational value. The BRM will work collaboratively with ComIT staff in 
planning, designing, deploying and enhancing IT applications and services to help address issues and problems. These part-
nerships will drive optimization of the organization’s IT return on investment (ROI) and help to establish ComIT as a value 
center within the organization.

The BRM function fulfills two important organizational roles: the relationship manager and a highly business-focused stra-
tegic analyst.  There are four key responsibility areas that the BRM will support in ComIT.  

1. Business Processes - Optimize quality, efficiency and controls.  In addition, create requirement sets for specific 
solutions.

2. Business Functions - Align, coordinate and integrate identified solutions and define management tools for commu-
nicating information about various initiatives.

3. Business Value Chain - Utilize and leverage innovation in various processes to add value to the customer. 

4. Business Process Network - Collaborate with all city departments to create shared solutions for the organization[1]

[1] Cassio Dreyfuss “Business Relationship Management Progresses Toward Increased Value”, Gartner, Inc., November 28, 2012



City of Virginia Beach    |    ComIT Master Technology Plan      127

The ability of the BRM to successfully engage with the business will require the BRM to develop excellent rapport with 
all city departments.  While this role requires business and technical acumen to deliver these key areas of responsibility, 
the textbook-defined business analyst will not meet the demands of this function.  The BRM role will develop a deep 
understanding of the current and future needs of each city department and work with ComIT customers to identify scope, 
and justify and implement potential technology solutions.  

The BRM will also identify opportunities and leverage them with enterprise technology to address common business needs 
through the organization.  And finally, the BRM must provide support to ComIT in developing adjustments to its strategic 
plans to ensure that it can meet the needs of the city departments now and in the future.  

 

BRM Leadership 
The BRM manager, under the auspices of the ComIT executive management team, is responsible for establishing, managing, 
and maintaining strategic relationships with the various city departments and divisions.  This lead position will interface regu-
larly with ComIT organizational leadership to communicate and clarify department and division issues and needs.  In addition, 
they will investigate and resolve customer relationship problems and may participate in RFP contract negotiation and adminis-
tration. 

BRM plays an important role in integrating, sharing, and in some cases, driving results for business initiatives for other man-
agement processes like project portfolio management, application portfolio management, and resource planning management.  
These management areas provide the conduit for which city customers and ComIT can collaborate.   

Operationally, the BRM team will be responsible for analyzing and determining the operational and financial impact of new 
products and services that may be required by the city.  The team will work on proposed changes and solutions to products and 
services to optimize efficiencies of business and ComIT results.  There may be opportunities for the team to assist in processes, 
assessments, and defining enterprise specifications and requirements, recommending business solutions that align with cur-
rently implemented technologies, and satisfying customer needs by facilitating requirements and testing.

Additional funding is requested in the FY15 budget for 2.0 FTEs (Systems Analyst II), with ComIT repurposing two vacancies 
to create four BRM positions.  Gartner has indicated that ComIT needs to undertake service transformation to align IT and 
business needs.  This new request addresses a portion (4 of 8 FTEs) of the BRM role as recommended by Gartner for the city of 
Virginia Beach.
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Table 6: S-1 BRM Strategic Initiative

Initiative  S-1 Create a Business Relationship Management (BRM) function within ComIT

Overview The proposed BRM role would be a new position within ComIT. The BRM will be a technology advocate for the 
businesses. Individuals in this role would proactively engage with other city departments to learn their respec-
tive business issues and problems and work collaboratively with ComIT staff in planning, design, deployment 
and enhancement of IT applications and IT services to help address departmental issues and problems. The BRM 
function is a common role within IT organizations that desire to transition to a more service-oriented, customer-
focused delivery model. 

Key Activities 1. Define role of a proposed new business relationship manager position

2. Develop job descriptions for new BRM role

3. Determine BRM workload (across the city)

4. Develop strategy for filling new BRM positions and setting up education/training 

5. Consider a pilot where BRM’s are assigned to defined communities of interest (i.e., groups of individuals 
representing agencies with similar functions, such as public safety, Economic Development, Public Utilities, 
etc.)

6. Promote or transition existing city staff to fill some or all of these new roles; hire new staff as necessary if 
qualified internal resources are not available to meet initial demand.

Resource  
Implications

The city should create positions and job specifications for up to eight new BRM roles.  The BRMs should be as-
signed to ComIT.  However, these individuals can move into this new role from within ComIT, or may come from 
one of the city’s other departments. These roles may also be filled by new hires. 

Cost Summary The five-year cost summary splits the request for eight BRMs with four requested in Year 1 and the final four in 
year 4.  No annual raises or cost-of-living adjustments were considered in developing these estimates.

Est. Costs Year 1: $412.6K Year 2: $397.6K Year 3: $810.2K Year 4: $806.2K Year 5: $806.2K

Duration Up to 1 year to develop and receive approval for the new BRM 
position; another 6 months to interview, hire and orient indi-
viduals selected to fill these new positions.  

Owner: Information Services  
Administrator

Risks and/or  
Dependencies

1. There may be a reluctance by the city to approve new positions

2. Need to develop job specifications and determine appropriate reporting relationship within the target IT 
organization model for ComIT

3. ComIT also needs to mature its business relationship management processes and services

Business Relationship Manager Justifications
The Gartner and ComIT engagement findings, imperatives and recommendations support the need for the BRM role as a 
liaison between ComIT and the businesses. Most notably, feedback from focus groups and city leadership indicated a belief 
that ComIT does not understand the businesses and does not maintain close relationships with the departments. A dedi-
cated resource or liaison between ComIT and the individual departments would bridge this gap and foster stronger relation-
ships. 

The results from the application portfolio assessment indicated that ComIT does not engage with customers in the correct 
manner approximately 18% of the time on application-related projects or work efforts. This represents the greatest area of 
misalignment found in the assessment. Customer engagement misalignment was the most frequent form of misalignment 
discovered during the application portfolio assessment. The BRM role would mitigate that finding by ensuring ComIT is 
responding in an appropriately agile or formal fashion to work requests.

The BRM will:

	Become the technology advocate for the departments
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	Develop deeper understanding of the current and future business needs of each city department, and assist ComIT’s 
customers in identifying, scoping, justifying and implementing potential technology solutions

	Recognize opportunities to leverage enterprise technology solutions to address common business needs

	Provide support to ComIT in developing updates to its strategic plans/roadmap 

Define IT Processes and Services (S-2)
Well-defined IT processes and services are critical for ComIT to reliably establish, communicate and meet the performance 
expectations of the city’s numerous internal and external customers.  This initiative involves a significant maturation in all 
processes and services, but especially in release management (software package updates) and incident and problem manage-
ment.

Table 7: S2 - IT Processes and Services Strategic Initiative

Initiative  S-2 Define IT Processes and Services

Overview Well-defined IT processes and services are critical for ComIT to reliably establish, communicate and meet the 
performance expectations of the city’s numerous internal and external customers.  This initiative involves a 
significant maturation in all processes and services, but especially in the following functions:

1. Release Management (the process of developing, testing and deployment of new software releases)

2. Incident and Problem Management (to capture more detailed metrics to enable analysis of the infrastruc-
ture and applications environments and support root cause analysis)

3. IT Asset Management (the process of maintaining procurement and depreciation details of assets, as well 
as the description, values, current ownership and location of assets in a register or database)

4. IT Service Level Management (the process of working with ComIT’s customers to mutually define busi-
ness service requirements and targets, within service level requirements and service-level agreements)

Key Activities This initiative involves the following key activities to transition ComIT from an asset-centric to service-centric 
delivery model (see Gartner Research Report G00213536 “Service Management, ITIL and the Process-Opti-
mizing IT Delivery Model” for more details):

1. Fill ComIT’s vacant asset manager role (reclassification of an existing FTE)

2. Clearly define and communicate ComIT’s vision to migrate to a customer-centric service delivery model

3. Define and segment the city’s internal market for IT services

4. Define ComIT’s service portfolio 

5. Create a process to service map

6. Establish process improvement priorities and create the transition plan
Resource  
Implications

Performing the activities listed above will not require additional ComIT staff.  However, the work will require 
a significant amount of time for existing resources at all levels of the organization.  Consulting services may be 
leveraged to facilitate the transition and develop required documentation – including a service catalog.

Cost Summary No cost impacts are associated with this initiative as it assumes ComIT will undertake this as operational tasks 
using existing resources.

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 2 years without consulting services; 1.5 years if using consult-

ing services 
Owner: Office of the CIO

Risks and/or  
Dependencies

1. A related roadmap initiative has been defined to identify, acquire and implement tools to help automate 
ComIT’s IT processes

2. Improvements in process maturity will also be contingent upon adopting a more effective organization 
structure and staffing model
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IT Processes and Services Justification
The Gartner and ComIT engagement findings, imperatives and recommendations support the initiative to mature and for-
malize ComIT’s processes and services.  The processes and services assessment revealed very low levels of process maturity 
and discipline. On the Gartner maturity scale, ComIT achieved a score of less than one on the following processes:

	Problem Management

	Release Management

	IT Service Continuity Management

	Service Level Management

	Asset Management

Feedback from focus groups and city leadership indicated that ComIT is poor at release management and keeping ap-
plications current. Feedback also indicated that ComIT can make improvements in incident and problem response. Asset 
management is a very immature discipline in ComIT. This is supported by the volume of aging assets and lack of a refresh 
schedule.

Figure 74: Aging Assets in the City

Note: Asset ages are as of March 2014. Miscellaneous category includes UPS, whiteboards, cameras, projectors and other 
small peripherals. Computing Equipment category includes desktops and laptops.
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Acquire Tools (S-3)
A suite of IT Service Support Management (ITSSM) tools can help enable the effective and efficient delivery of ComIT’s 
evolving process and service capabilities.  The suite should include IT self-service tools. ComIT’s initial focus for tool acquisi-
tion will include the following.

	Release Management Tools
	Active Directory Password Reset Self Service
	Dameware Assistance
	SolarWinds Web Help Desk
	SolarWinds Asset Management Tools

o Network Configuration Manager
o Network Performance Monitor
o Netflow
o Server and Application Monitor
o Storage Manager
o Virtualization Manager
o VoIP and Network Quality Manager
o User Device Tracker
o Internet Protocol (IP) Address Manager
o Firewall Security Manager
o Web Performance Monitor

Table 8: S-3 - Acquire Tools Strategic Initiative

Initiative  S-3 Acquire tools to help enable implementation of IT processes and services

Overview A suite of IT service support management (ITSSM) tools can help enable the effective and efficient delivery of 
ComIT’s evolving process and service capabilities.  The suite should include IT Self-Service tools.  A set of potential 
solutions is presented in Gartner’s Magic Quadrant for ITSSM Tools (Report G00231576, dated August 2012).  

Key Activities 1. Define IT process and services (see Initiative S-2)

2. Consult with Gartner Research analysts to help assess and select an appropriate ITSSM tool suite

3. Deploy ITSSM functionality as necessary to support ComIT’s processes and service offerings as they are 
developed 

Resource  
Implications

Limited resource implications.  ComIT may require consulting services to help configure and deploy an ITSSM 
solution – but, once deployed these tools can help to reduce staff time and effort involved in IT service delivery.

Cost Summary ITSSM tools will be acquired in FY14. The source of funding and associated costs for sustainment for this initia-
tive has yet to be determined. 

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0

Duration Initial deployment could be completed in 3 months, while addi-
tional functionality could be configured and deployed as services 
are defined and delivered.

Owner: Office of the CIO

Risks and/or De-
pendencies

1. A related roadmap initiative has been defined to define ComIT’s IT processes and services

2. Improvements in process maturity will also be contingent upon adopting a more effective organization struc-
ture and staffing model
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Acquire Tools Justification
The Gartner and ComIT engagement findings, imperatives and recommendations support the initiative to acquire quality 
self-service and IT tools to empower customers and reduce IT staff costs of performing basic support functions. A compre-
hensive suite of tools would also facilitate the strategic initiative to standardize and formalize processes and services such as 
asset management and portfolio management. Gartner’s findings included the following.

1. The lack of application management tools will inhibit ComIT’s ability to efficiently and effectively manage the current 
portfolio and quickly respond to the city’s requirements. Delivery of projects in a timely and cost-effective manner will be 
hampered by the lack of resource management and tracking tools.

2. The lack of lifecycle management regarding the internal toolset may have implications on the ability to adequately main-
tain business applications.

3. The lack of integration and continued underutilization of tools are resulting in operational inefficiencies and investing in 
duplicative technologies. These impact ComIT’s operational costs and leave fewer funds for innovation.

Reorganize ComIT (S-4)
ComIT’s current organization structure needs be aligned to support a service-centric and customer-focused model.  This 
change in organizational structure must be implemented to enable other service-related transformation initiatives involving 
resources and improvement in internal processes.

Figure 75: Gartner Organizational Maturity55

55 Source: Gartner, Inc. 
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Table 9: S-4 - Reorganize ComIT Strategic Initiative

Initiative  S-4 Reorganize ComIT to support a service-oriented business model

Overview ComIT’s current organization structure needs be aligned to support a service-centric and customer-
focused model.  This change in organizational structure must be implemented to enable other service-
related transformation initiatives involving resources and improvement in internal processes.

Key Activities This initiative involves the following key activities:

1. Define roles and reporting relationships for all positions defined in the functional organization chart 

2. Determine required workload

3. Conduct skills assessment for current staff

4. Conduct gap assessment to match current ComIT skills to each role

5. Identify additional staffing needs (in-house or contract)

6. Translate the functional organization chart to a detailed organization chart (with positions aligned to 
roles)

7. Define implementation plan and communication strategy to facilitate ComIT reorganization.
Resource  
Implications

Completing the activities listed above will not require additional ComIT staff.  However, the outcome of 
this initiative may indicate a skills and/or workload imbalance or gap that will require additional staff. 

Cost Summary

Funding is expected from the Business Continuity CIP. ComIT may elect to hire a vendor to conduct the 
skills assessment, define roles and workload requirements and provide guidance in implementing the 
transition plan to target organization model. Engaging consulting services may be the impartial ap-
proach to obtaining a fair assessment.

Est. Costs Year 1: $350,000 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 9-12 months to complete the initial activities outlined above.  

Another year or more to implement the transition plan to the 
target organization model

Owner: HR Director and Office of 
the CIO

Risks and/or 
Dependencies

1. Significant organizational change management issues

2. Challenge in creating new job descriptions

3. Challenge in hiring new staff to address skills/role gaps

Reorganization Justification
Gartner’s current-state findings for ComIT organizational structure support the need for a departmental reorganization to 
better support service delivery.

1. Historically, other city departments have not regarded ComIT to be customer-centric in delivery of IT services. Part 
of this perception is based on long-held discontent from departments that were required to cede IT resources to 
ComIT.  Additionally, ComIT did not always place appropriate value on understanding customer needs and expecta-
tions.   

2. ComIT’s organization structure seems complex and disjointed and tends to be organized around the assets that IT 
supports. 

3. There is limited process maturity and process automation to support ComIT’s work today.

4. Resources are largely organized around skills into functional and technology silos, and there are increasing oppor-
tunities and need to work across traditional silos.
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5. Activities in functions are not logically aligned around services, processes or skills.

6. ComIT lacks robust resource and knowledge management capabilities, and staff skills often are not aligned with 
current job descriptions and/or current needs. 

7. Project and portfolio management processes across the organization are poorly defined.

8. ComIT may be overly reliant on contractors to compensate for inability to hire and retain FTE staff.

9. Activities to support sourcing are spread throughout the organization; sourcing capacity is constrained and neces-
sary capabilities are varied.

10. ComIT’s performance measurement approach has been highly varied with no clear accountability.

11. Impact analysis across the organization is inconsistently performed.

Organizational transformation will align skills and staffing levels to more effectively and efficiently meet ComIT’s current 
and future service delivery expectations. A new structure will support the PMO more effectively in the planning and delivery 
of projects in the city’s IT project portfolio, and ComIT will be able to forecast and manage in-house and contract staffing 
costs more accurately.

Develop Resource Capacity Planning and 
Management (S-5)
ComIT needs to develop the capability to analyze, plan and manage resources across the organization and not solely within 
current departmental silos.  This competency will allow the department to better balance its workload with available re-
sources, which in turn will help ComIT meet project commitments and the service-level expectations of its customers. 

The capacity management process ensures that adequate capacity is available at all times to meet the requirements of the 
business by balancing business demand with IT supply.  In order to achieve this, a capacity plan is closely linked to the 
business strategy, and plans are produced and reviewed on a regular basis, covering business, service and resource capac-
ity management. Common activities within these areas include performance management, workload management, demand 
management and application sizing and modeling.
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Table 10: S-5 - Develop Resource Capacity Planning Strategic Initiative

Initiative  S-5 Develop stronger resource capacity planning and management capabilities

Overview ComIT needs to develop the capability to analyze, plan and manage resources across the organization 
– and not solely within departmental silos.  This competency will allow the department to better bal-
ance its workload with available resources, which in turn will help ComIT meet project commitments 
and the service-level expectations of its customers.  A related objective of this initiative is to determine 
if ComIT’s current staffing levels and skills are sufficient to meet present and future demands in infra-
structure and applications support functions. 

Key Activities This initiative involves the following key activities: 

1. Conduct a skills inventory for current ComIT staff and update at least once annually

2. Establish baseline staffing levels, based on defined IT services and SLAs and agreed IT project 
portfolio funding levels; modify baseline staffing levels as IT service requirements change or if the 
size of the IT project portfolio is increased/decreased.

3. Acquire an enterprise resource planning tool and provide training and support to users within 
ComIT

4. Develop formal governance processes to make resource assignment decisions at an enterprise 
level and track regularly

a. Confirm individuals/groups to be involved in resource assignments 

b. Determine process for reviewing and confirming resource assignments for proposed IT 
projects (including assessment of impact on current ComIT operations and other approved 
projects)

c. Identify need for short-term contract hires, if required

5. Advise the IRB concerning resource impacts to the ComIT operations and current IT projects 
related to proposed new IT projects; manage IT project portfolio in accordance with IRB project 
approval and prioritization decisions

Resource Implications No additional staff is required to support this work – other than the proposed project portfolio man-
ager (or back-filling position vacated if role is filled via promotion from within ComIT).  Setting up 
the tool and processes to strengthen resource capacity planning and management within ComIT will 
require a modest commitment of time by department leadership.  

Cost Summary
Cost for RPM software licenses, hardware and services are included in the acquisition of an APM tool 
(initiative B-2). RPM is a module that is included in the APM solution.  Year 3 costs are for a significant 
upgrade or major RPM modification.  

Est. Costs Year 1: $0 Year 2: $0 Year 3: $250K Year 4: $0 Year 5: $0
Duration 9-12 months to stand up and begin leveraging resource 

capacity management tools and processes.
Owner: Office of the CIO

Risks and/or  
Dependencies

1. Need to implement other PMO, PPM and governance recommendations – especially establishing 
a project portfolio management function within ComIT

2. Resistance from ComIT staff to share resources assigned to their own organizational units.

 

Resource Capacity Management Justification
The Gartner assessment confirmed that ComIT does a poor job proactively planning for work demands and resource avail-
ability and communicating resource requirements to stakeholders.  Other city departments do not have awareness of - or 
visibility to - the ongoing demands imposed by daily operational work. Operations work (‘keeping the lights on’) is non-nego-
tiable work that is, by definition, high priority work that must be performed. This work tends to not be highly visible to stake-
holders, and they may underestimate the work demands and necessity. From their perspective, it may appear that ComIT 
has bandwidth to accomplish more project work than is feasible.
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ComIT requires a tool and a resource capacity management discipline to ensure operational work has visibility and resourc-
es are dedicated to performing high value project work. True resource availability must be transparent to project manag-
ers and resource managers so that project work can be realistically scheduled and executed. Until true resource capacity 
management is an instilled discipline, ComIT will continue to defend its ability to perform work according to the unrealistic 
expectations of customers and stakeholders.

 Modernize IT Job Specifications (S-6)
ComIT must work with Human Resources to define new, up-to-date job titles and specifications that meet the needs of a 
service-oriented IT organization. Existing staff should be transitioned to the appropriate new job specification that aligns 
with their skills and role in ComIT.

Table 11: S-6 - Modernize IT Job Description Strategic Initiative

Initiative  S-6 Modernize IT job classes and specifications 
Overview Nearly half of ComIT’s technical workforce is working under a set of systems analyst or programmer 

analyst job specifications that have not been revised since 1990.  Additionally, most of the city’s current IT 
job classifications/series are radically misaligned with roles needed in a service-optimized and customer-
centric IT organization.  Both of these issues will continue to negatively impact ComIT’s ability to attract 
and retain IT staff in a competitive regional market.

Key Activities This initiative involves the following key activities:

1. Reference roles defined in the target organizational structure identified in Initiative S-4 and define job 
classification series that are aligned with the proposed new model

2. Develop new job families and job descriptions

3. Develop recommended salary ranges for new job families/specification using both public sector and 
private sector employment data

4. Develop approach for reclassifying current staff into new job classes/roles

5. Work with Human Resources and other city officials to obtain approval for new job classes/specifica-
tions and reclassification approach

6. In coordination with Initiative S-4, implement approved plan for reclassifying existing employees to 
new roles and retaining new employees or contract resources to address skills or workload gaps.

Resource Implications Completing the activities listed above will not require additional ComIT staff; however, the outcome of 
this initiative may indicate a skills and/or workload imbalance that will require the city to hire new staff in 
selected positions.  

Cost Summary The incremental cost to complete this initiative should be minimal, assuming ComIT and Human Re-
sources can perform the activities above with in-house resources.

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 1-2 years to develop new job families and descriptions and 

obtain approvals necessary to hire or reclassify staff within the 
new organizational structure.

Owner: HR Director and 
Office of the CIO

Risks and/or  
Dependencies

1. Includes new business analyst job specification/family defined in Initiative S-6

2. Implement in coordination with initiative to develop and transition ComIT to a new target organiza-
tional structure.

3. ComIT will encounter significant organizational change management issues, as well as challenges in 
gaining approval for new job series/descriptions
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IT Job Specifications Justification
Nearly half of ComIT’s technical workforce is working under a set of systems analyst or programmer analyst job specifica-
tions that have not been revised since 1990.  Additionally, most of the city’s current IT job classifications/series are radically 
misaligned with roles needed in a service-optimized and customer-centric IT organization.  Both of these issues will con-
tinue to negatively impact ComIT’s ability to attract and retain IT staff in a competitive regional market.

Most of the city’s current job descriptions do not provide meaningful detail to describe the work involved in many critical IT 
jobs that ComIT needs to fill today.  In addition to these positions, ComIT may need staff to support IT strategy initiatives 
around business relationship management and mobile applications development. 

The city’s out-of-date job titles and descriptions do not project the image of an innovative, leading-edge technology environ-
ment and may discourage experienced, highly qualified individuals from the recruiting process. The figure below represents 
Gartner’s assessment of how ComIT jobs align to current and common IT positions and their position description. The posi-
tions below are the most highly recruited IT positions and how ComIT job descriptions align to them.

Figure 76: Degree of Alignment to Top IT Positions56

Top IT Positions Recruited –  
from Gartner/Mercer Survey

Relative Degree of Alignment with  
City of VA Beach Job Specifications

•	 IT Analyst Moderate

•	 Project Manager Weak

•	 IT Security Analyst Weak

•	 Database Administrator Weak

•	 Network Engineer Moderate

•	 Data Architect Weak

•	 IT Program Manager Weak
•	 Web Applications Devel-

oper Moderate

•	 Network Architect Weak

•	 Data Warehousing Analyst Weak

•	 Enterprise Architect Weak

•	 Solutions Architect Weak

  56 Source: 2012 Gartner/Mercer IT Workplace Practices, Top IT Jobs Recruited (March 2011-February 2012)
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6.7 

Mobile Strategy (S-7)
Virginia Beach has a growing need to embrace mobile applications and mobility now more than ever before.  The city has an 
increasing number of users accessing city web services through mobile applications. The city is lagging behind many gov-
ernment organizations today and needs to commit to a mobile strategy that will enable community engagement and create 
efficiencies within the workforce.

Table 12: S-7 - Mobile Application Strategic Initiative

Initiative  S-7 Create a Sustainable Mobile Applications Strategy and Development function within ComIT

Overview Virginia Beach has a growing need to embrace mobile applications and mobility now more than ever before.  The city has 

a growing number of users accessing city web services through mobile applications.  In February 2012, there were 45,000 

visits to VBgov.com from mobile devices.  In February 2013, the number increased to 72,000.  This increase shows that 

the city has a large pool of users on mobile devices that they must start supporting.

In order to balance between time-to-market requirements, emerging functional requirements and integration require-

ments, ComIT has proposed a hybrid approach to mobile applications deployment that will include the purchase of a 

commercial off-the-shelf (COTS) product that will enable standard services such as citizen requests for services and 

reports of service outages, as well as custom development for other mobile applications that target key strategic and 

operational initiatives within the city.

As many as five resources will be required to develop, manage and support mobile applications development, deployment 
and sustainment of both COTS and custom-developed applications.  ComIT has reassigned one existing FTE with mobile 
application development experience to lead this new team.  Virginia Beach funded the proposed Mobile Applications 
Strategy and Development function in FY14.  The funding model included three software engineers, one systems analyst, 
software and hardware for development.  This initiative was divided into two phases - funding three of the four positions 
in FY14 (two software engineers and one systems analyst) along with a portion of the software and hardware costs.  The 
fourth position – the third software engineer along with the remaining software and hardware costs would be funded in 
FY15.

Key Activities 1. Define role and responsibilities of the mobile applications development team

2. Modify current/emerging job descriptions for the software engineers to include mobile applications development 

3. Determine mobile applications workload (across the city). 

4. Develop strategy for mobile portal for all Virginia Beach applications

5. Develop strategy for COTS procurement and mobile applications support

6. Implement a pilot where the portal is deployed and an initial developed application is included (Public Works).

7. Promote existing city staff to fill at least one of the new roles; hire new staff as necessary if qualified internal re-
sources are not available to meet initial demand.

Resource Implications The city should create positions and job specifications for up to five new mobile application development roles.  The mo-
bile applications software engineers and analysts should be assigned to ComIT.  

Cost Summary

This is a new service area for Virginia Beach, and there are very limited skill sets in the city that can meet the require-
ments for this service area.  For cost estimation purposes, the city will promote one resource with the requisite experi-
ence and will need to hire four positions at an annual salary of $90,000 for the engineers and $80,000 for the analysts 
with fringe benefit rate of 37.85 percent. No annual raises or cost of living adjustments were considered in developing 
these estimates.

Est. Costs Year 1: $291.6K Year 2: $110.9K Year 3: $110.9K Year 4: $110.9K Year 5: $110.9K

Duration Up to 1 year to develop and receive approval for the new mobile ap-
plication positions; another 6 months to interview, hire and orient 
individuals selected to fill these new positions.  

Owner: Applications Support 
Coordinator

Risks and/or  
Dependencies

Sourcing the development and sustainment of a fully capable mobile application function within ComIT.
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Mobile Strategy Justification
In February 2012, there were 45,000 visits to VBgov.com from mobile devices.  In February 2013, the number increased to 
72,000.  This increase shows that the city has a large pool of users on mobile devices that they must start supporting. 

Mobile solutions enhance the citizens’ experience with government by providing quicker access to services and information. 
Citizens’ and visitors’ mobile applications can be integrated with existing line-of-business applications to enable end-to-end 
processes. Mobility also drives operational efficiencies and garners better business and taxpayer value.

Mobile solutions allow the workforce to connect with government systems and resources while in the field and during non-
business hours. Mobility provides real-time collaboration across the enterprise, supports telecommute work models and 
business continuity and sustainment efforts. 
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6.8 

Formalize Business Analysis (B-1)
ComIT needs to formally develop guidelines and standards for interacting with its customers to define, document and 
validate business processes and requirements.  By establishing this business analysis framework, ComIT can more clearly 
identify the stated and unstated business needs of its customers and more ably address these requirements in the business 
solutions it develops. 

ComIT developed an initial version of the business analysis (BA) framework that provides guidance and structure to ana-
lysts when performing BA assessments and working with customers on strategic initiatives. Accompanying templates also 
assist the analyst prepare documents with a common format and consistent sections of information. The BA framework will 
be socialized with ComIT analysts and management and established as the standard set of guidelines for analysis work.

Table 13: B-1 - Business Analysis Strategic Initiative

Initiative B-1 Formalize business analysis and documentation processes

Overview ComIT has recently invested time and effort to improving processes and capabilities in business analysis.  
To further improve in this area, ComIT needs to finalize guidelines and standards for interacting with its 
customers to define, document and validate business processes and requirements.  By formally establishing 
the business analysis framework defined in this initiative, ComIT can more clearly identify the stated and 
unstated business needs of its customers and more ably address these requirements in the business solutions 
it develops.   

Key Activities Defining a repeatable process to capture and collaboratively assess and manage department business pro-
cesses – including:

1. Interview guides to elicit “as is” and “to be” processes and requirements

2. Guidelines in preparing use cases, process flows and other related documentation 

3. Training materials and/or reference materials for business analysts

4. Definition of roles/responsibilities for business analysts (and possibly new job specifications), BRMs and 
customer agencies

5. Education and communication protocols

6. Leveraging SharePoint and other tools to file/share documents/artifacts

7. Process for ensuring continuous assessment and improvement in business analysis and documentation 
processes

Resource Implications This initiative will require a modest investment in time and effort for existing ComIT staff to develop and 
maintain artifacts/documentation described above.

Cost Summary ComIT should be able to complete the above activities with existing staff resources – without any appreciable 
additional costs to the city.

Est. Costs Year 1: $0 Year 2: $0 Year 
3:

$0 Year 4: $0 Year 5: $0

Duration 6-9 months to develop initial set of guidelines, training mate-
rials and business analysis job specifications.

Owner: Applications Support 
Coordinator

Risks and/or Depen-
dencies

New business analyst job specification/family should be defined (see Initiative S-7)
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Business Analysis Justification
ComIT has been pursuing a business analysis framework and standardized document templates for more than a year now. 
The first version of the framework and accompanying document templates has been released and are being reviewed by 
ComIT leadership. This initiative requires no additional capital, but will bring substantial benefits to the business as ComIT 
seeks to better understand strategic objectives and fulfill departmental business needs. 

The BA framework will help business analysts, BRMs and ComIT understand the customer’s business and position them 
for success. The framework goes far beyond traditional BA tasks such as requirements analysis; its purpose is to enable an 
understanding of the current and desired future state, perform strategic assessments and evaluate requested work for true 
business value.

6.9  

Mature Application Portfolio Management 

Capabilities (B-2)
The application portfolio management (APM) initiative is focused on maturing ComIT’s APM organization and processes 
to ensure repeatability and efficiency in the department’s application development work.  The anticipated benefits include 
increased responsiveness to customer requirements, prioritized guidance and automated portfolio management processes.

APM provides managers with an inventory of the organization’s software applications and related metrics to illustrate the 
business value (or lack of) for each application. ComIT is actively seeking an APM tool and expects to implement it in FY15. 
The APM tool will be a repository for application information. It will track attributes such as vendor, version, server names, 
supporting resources, user departments and lifetime costs. The APM tool will also maintain the application lifecycle road-
map, tracking information such as past upgrades, and future planned work.

Table 14: B-2 - Mature APM Capability Strategic Initiative

Initiative B-2 Mature Application Portfolio Management (APM) capabilities 

Overview This initiative is focused on maturing ComIT’s APM organization and processes to ensure repeatability and 
efficiency in the department’s application development work.  The anticipated benefits include increased 
responsiveness to customer requirements, prioritized guidance and automated portfolio management pro-
cesses.

Key Activities This initiative involves the following key activities (as documented in Gartner’s APM Final Report):

1. Assess all critical business and IT applications

2. Continuously validate and update application portfolio standing (at least once a year)

3. Establish a total cost of ownership model in coordination with Management Services

4. Engage the APM manager in advisory boards

5. Acquire, configure and deploy an APM tool and use to facilitate APM processes
Resource Implica-
tions

ComIT may require consulting support to assist in-house staff in assessing applications.  

Cost Summary ComIT will acquire the APM tool in FY14. Costs in year 2 through year 5 are for annual software mainte-
nance/support fees.  ComIT will determine how year 1 support funds will be obtained.

Est. Costs Year 1: $0 Year 2: $20K Year 3: $20K Year 4: $20K Year 5: $20K
Duration 9-12 months to establish APM organization and process ele-

ments.  Subsequent validation and update of the portfolio to be 
conducted annually.

Owner: Applications Support Coordina-
tor

Risks and/or Depen-
dencies

May involve creation of new application portfolio manager job specification/family (ref. Initiative S-6)
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Application Portfolio Management Justification
Application portfolio management is a core discipline and process for maturing IT organizations. Currently, ComIT’s APM 
processes are immature. Lack of APM processes is one reason why ComIT engages with stakeholders in a misaligned man-
ner approximately 18% of the time – the greatest area of misalignment found in the Gartner Application Portfolio Assess-
ment. Lack of an APM tool and process is one of the reasons why ComIT uses a one-size-fits-all approach to application 
projects and work. The release management process, which is poorly executed, would be improved through the use of an 
APM by allowing for proactive planning for application releases (upgrades).

ComIT and the city don’t have one centralized source for maintaining application information. The Systems Support and 
Applications Support divisions maintain separate repositories of application information. Multimedia Services has their 
own set of applications, as does Telecommunications and the Center for Geospatial Information Services. Existing applica-
tion lists include obsolete applications that have not been used in years. Application attributes, such as technology platform 
information, vendor contact information, support personnel, cost history and supporting documentation, is not maintained 
in one location.

In addition to lacking a centralized information repository, ComIT does not have a process and consistent way to plan an 
application’s lifecycle, including routine and major upgrades and technology architecture refresh. This causes ComIT to react 
to customer demands instead of proactively planning for application maintenance. 

ComIT does not have a way to evaluate the business value an application brings to the organization. Customer departments 
may be tolerating a marginal application because they don’t have anything to replace it. Time, money and resources should 
be devoted to high-value work, and poorly performing applications should be identified and replaced or brought to current 
technology standards. ComIT allows obsolete technology platforms, such as SQL Server 2003, to linger because there isn’t a 
way to objectively assess value and provide justification for spending time and resources to replace obsolete technology.

6.10  

Best Fit Application Management (B-3)
The best fit management initiative involves reviewing results from ComIT’s initial application portfolio assessment to un-
derstand what is working well for applications that were highly rated.  By leveraging lessons learned about high-performing 
functions and applications, ComIT can improve service delivery – via an adaptable management model, “right-sized” opera-
tional costs and appropriate matching of applications and management practices. Best fit management is the concept that 
ComIT cannot employ a one-size-fits-all management approach to all applications. The application’s characteristics should 
drive how ComIT engages with their customers.
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Table 15: B-3 - Best Fit Application Management Strategic Initiative

Initiative B-3 Investigate “Best Fit” Application Management Practices

Overview This initiative is focused on reviewing results from ComIT’s initial application portfolio assessment to 
understand, in detail, what is working well for applications that were highly rated.  By leveraging lessons 
learned about high-performing functions and applications, ComIT can improve service delivery – via an 
adaptable management model, “right-sized” operational costs and appropriate matching of applications 
and management practices

Key Activities This initiative involves the following key activities (as documented in Gartner’s APM Final Report):

1. Prepare interview guides and conduct in-depth discussions with owners of budgeting, utilities and 
face-to-face (e.g., Patron Edge, CounterPoint) applications

2. Document findings 

3. Incorporate lessons learned in future APM and application architecture activities
Resource Implications This task requires a minimal commitment of ComIT resources to conduct interviews and document and 

apply findings.
Cost Summary No additional costs anticipated
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration Up to 3 months to prepare for and conduct interviews and 

document results
Owner: Applications Support 

Coordinator
Risks and/or  
Dependencies

Outcomes from this task should be used in defining or revising ComIT’s application architecture (ref. 
Initiative G-6)

 Best Fit Application Management Justification
Best fit is the degree to which the way the application is managed aligns with its designated pace layer - the stated rate of 
change. The pace layer should determine the management approach for applications. For example, systems of record change 
infrequently, and a waterfall project approach with CIP funding is appropriate. For systems of differentiation, a less-man-
aged hybrid project approach with more flexible funding is appropriate. For systems of innovation, agile project approaches 
with readily-available funding is appropriate.

As stated earlier in the application portfolio assessment section, although most of the city’s applications are characterized 
as systems of record, the majority of the portfolio is being managed as systems of differentiation, and this may be resulting 
in increased operational costs. As a more customer-focused, business-enabling organization, ComIT will need to facilitate 
greater innovation and the appropriate supporting processes.

This initiative requires little justification because of the common sense nature of the recommendation. ComIT mindset, 
work and project processes must adopt a more flexible posture and evaluate an application’s pace layer before selecting a 
management approach.
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6.11.  

Application Innovation Framework Strategic Initiative (B-4)
This initiative is focused on developing a framework that adequately supports new and fluid application development 
processes.  The anticipated benefit is a stronger capacity for ComIT to fulfill customer requirements and to accommodate 
fast-changing processes and overall organizational agility. ComIT and the customers should engage more rapidly and fluidly, 
adopt leading-edge technology, and accept more risk in developing innovative applications.

Table 16: B-4 Application Innovation Framework Strategic Initiative

Initiative B-4 Establish an Application Innovation Framework

Overview This initiative is focused on developing a framework that adequately supports new and fluid application de-
velopment processes.  The anticipated benefit is a stronger capacity for ComIT to accommodate fast-changing 
processes and overall organizational agility.

Key Activities This initiative involves investigating the factors below, identifying gaps and revising the current application 
management framework to support adoption of more responsive/agile development practices:

1. Stakeholder engagement – active involvement from businesses 

2. Risk – greater tolerance (and expectations) for failure

3. Data – better use of unstructured, dynamic information

4. Technology – adoption of more leading-edge technologies

5. Software Development Lifecycle – use of more agile and rapid application development

6. Architecture – build out of more “beta” capabilities, less focus on perfecting existing capabilities

7. Analytics – leveraging predictive, and not just descriptive intelligence
Resource Implica-
tions

This task requires a modest commitment of ComIT resources to continually assess the above factors and docu-
ment and apply findings.

Cost Summary No additional costs anticipated
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 12-18 months to conduct analysis and document recommenda-

tions
Owner: Applications Support 

Coordinator
Risks and/or Depen-
dencies

Outcomes from this task should be used in defining or revising ComIT’s application architecture (ref. Initiative 
G-6)

  
Application Innovation Framework Justification
Customer feedback obtained during the CIO assessment supported the application portfolio assessment finding that ComIT 
does not facilitate innovation. ComIT typically employs a standardized waterfall approach to application modification, de-
velopment and implementation. This approach is risk-adverse and does not support rapid execution to take advantage of new 
opportunities and ideas. Developing an innovation mindset and framework will allow ComIT to better partner with other 
departments and satisfy technology needs.

The application portfolio assessment discussed in prior sections revealed that out of 157 applications surveyed, only 5% - or 
approximately eight applications - are systems of innovation. (Follow-up with survey respondents about responses may put 
this figure even lower.) Clearly ComIT and the departments can do a better job leveraging strategic business opportunities by 
instituting a mindset of innovation and risk-taking. During interviews with customer focus groups and city leadership, the 
theme of innovation was repeated as an improvement opportunity for ComIT

.
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Figure 77: Innovation Pace Layer Findings
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6.12  

Departmental Analysis and Reporting (B-5)
Departmental analysis is an enterprise-wide initiative that would allow employees across the city to more easily access 
existing information systems to conduct their own analysis and reporting.  The anticipated benefits would be savings in em-
ployee time and effort for analysis and reporting activities, as well as more timely access to information required to support 
decision-making.  A critical element of this scope is improved analysis and reporting for information in the city’s Oracle ERP 
system; however, users of other city applications also indicated a need for improved analysis and reporting functionality.

Table 17: B-5 - Departmental Analysis Strategic Initiative

Initiative B-5 Improve capability for Departments to conduct their own analysis and reporting

Overview This is an enterprise-wide initiative that would allow employees across the city to more easily access existing 
information systems to conduct their own analysis and reporting.  The anticipated benefits would be savings 
in employee time and effort for analysis and reporting activities, as well as more timely access to information 
required to support decision-making.  A critical element of this scope is improved analysis and reporting for 
information in the city’s Oracle ERP system; however, users of other city applications also indicated a need for 
improved analysis and reporting functionality.

Key Activities This initiative involves the following activities:

1. Conducting interviews with individuals in all communities of interest to understand unique analysis and 
reporting requirements and assess capabilities available in existing systems

2. Assess opportunities to leverage GIS to meet preliminary requirements

3. Documenting requirements and assessing potential solution strategies – including business intelligence 
and reporting functionality available in existing city systems

4. Defining the recommended solution strategy and preparing a business case to document alternative 
analysis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

5. Submitting the business case for approval by the architecture review board, and resource and prioritiza-
tion review by the project portfolio manager, and ultimately, review, approval and priority assignment in 
the city’s project portfolio by the IRB

6. Preparing a statement of work and identifying consulting resources required to assist with selected tasks 

7. Defining detailed requirements and conducting design, development/configuration, testing and deploy-
ment activities

Resource Implica-
tions

This task requires a significant commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluate current analysis and reporting capabilities available in 
existing systems 

2. Developing business case, statement of work and procurement documents

3. ARB and PPM reviews of the proposed project

4. Project management oversight and internal ComIT resources for statement of work (SOW) tasks

Cost Summary Costs below are estimates for external consulting services to implement the scope of work.  Software/hard-
ware costs not included

Est. Costs Year 1: $0 Year 2: $320K Year 3: $200K Year 4: $200K Year 5: $200K
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: Applications Support 

Coordinator
Risks and/or Depen-
dencies

1. Data quality and data integrity issues may need to be mitigated to ensure successful implementation 

2. Implementing governance initiatives could help facilitate the evaluation and approval of the appropriately 
scoped solution 
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Departmental Analysis Justification
When departments cannot obtain data on a self-service basis, they must rely on ComIT to develop the required reports. This 
over-reliance on IT resources hurts both the customer and ComIT by making ComIT the choke point for delivering services 
in a timely manner.  Departments that cannot obtain the information they need from applications also use work-arounds, 
such as Access databases, to track the desired data. Just-in-time, self-service access to data would greatly improve the cus-
tomer’s ability to make timely and well-informed decisions. 

Feedback from customer focus groups further supports this initiative. Customers need improved reporting capabilities; spe-
cific areas include payroll and overtime, and the tools to intuitively manipulate and analyze data. Customers also reported 
concern regarding lack of tools that enable real-time access to data.



ComIT Master Technology Plan  |  City of Virginia Beach148

6.13 

Leverage Existing Application Functionality (B-6)
The scope of this initiative includes configuring and deploying modules in selected COTS systems that the city already owns 
in order to automate business processes that are largely manual and paper-based.  Possible examples include code enforce-
ment and plan review workflow capabilities in Accela and work order management functionality available in Hansen.  Ad-
ditionally, the city may be able to expand its existing Oracle ERP footprint to automate accounts payable processes, provide 
employee performance management and automated workflow and enterprise content management functionality. 

Table 18: B-6 - Leverage Application Functionality Strategic Initiative

Initiative B-6 Leverage functionality in existing systems to automate key business processes

Overview The scope of this initiative is to configure and deploy modules in selected COTS systems that the city already 
owns in order to automate business processes that are largely manual and paper-based.  Possible examples 
include code enforcement and plan review workflow capabilities in Accela and work order management func-
tionality available in Hansen.  Additionally, the city may be able to expand its existing Oracle ERP footprint 
to automate accounts payable processes and possibly provide employee performance management and/or 
automated workflow and enterprise content management functionality.  

Key Activities This initiative involves the following activities:

1. Conducting interviews with current users of the city’s Oracle ERP, Accela, Hansen and SharePoint ap-
plications to identify opportunities to leverage untapped functionality available in these applications to 
automate business processes

2. Documenting requirements and conducting a high-level fit-gap to determine capabilities of existing 
systems

3. Developing a proposed high-level statement of work (SOW) and preliminary cost estimates to configure, 
test and deploy additional modules 

4. Defining the recommended solution strategy and preparing a business case to document alternatives 
analysis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

5. Submitting the business case for approval by the architecture review board, and resource and prioritiza-
tion review by the project portfolio manager, and ultimately, review, approval and priority assignment in 
the city’s project portfolio by the IRB

6. Identifying consulting resources required to assist with selected tasks 

7. Defining detailed requirements and performing requisite configuration, testing and deployment activi-
ties

Resource Implications This task requires a moderate commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluating functionality available in existing systems 

2. Developing business case and statement of work and procurement documents (if required)

3. ARB and PPM reviews of the proposed project

4. Project management oversight and internal ComIT resources for statement of work (SOW) tasks
Cost Summary Costs below are estimates for external consulting services to support implementing the above scope of work.  
Est. Costs Year 1: $0 Year 2: $0 Year 3: $750K Year 4: $750K Year 5: $150K
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: Office of the CIO

Risks and/or  
Dependencies

1. Data quality and data integrity issues may need to be mitigated to ensure successful implementation 

2. Implementing governance initiatives could help facilitate the evaluation and approval of the appropri-
ately scoped solution

3. Having the appropriate personnel and expertise to accomplish the work
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Leverage Functionality Justification
The city and ComIT essentially waste money when application functionality is already owned, but not used. Money is wasted 
performing manual reporting and other tasks that an application can perform, but has not been configured to do so. Re-
source capacity limitations are usually the culprit when making trade-offs in prioritizing and executing work. Consulting 
services may be required to overcome this limitation and implement unused features, modules and functionality that the 
city already owns.

Leveraging existing but unused functionality was a recurring theme during interviews with focus groups and city leadership 
regarding opportunities for IT improvement. Customers reported that SharePoint, as currently deployed, is limiting, and its 
current design does not provide sufficient opportunities for sales, advertising, marketing and other business development 
functions.  Customers also reported that the Hansen application should be enhanced; the asset management functionality 
needs to be deployed.
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6.14

Implement a Customer Relationship  
Management Solution (B-7)
An enterprise customer relationship management (CRM) solution would help provide a 360-degree view of any citizen who 
contacts a city department requesting information or services.  Integration with other city systems could also support auto-
mated routing of work orders and follow-up responses to citizens when a service request is fulfilled.

Typically, CRM solutions are associated with private sector businesses as a way to attract, maintain and reward customers. 
Public sector CRM is a way to improve interactions between citizens and government. CRM imparts the ability to provide 
efficient and cost-effective service to constituents while empowering them to have a stake in their government. There are 
technical components to CRM, but more importantly, CRM is a strategy to understand the customers (citizens) and their 
needs as well as and provide effective, efficient services to address those needs.
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Table 19: B-7 - CRM Strategic Initiative

Initiative B-7 Implement an enterprise-wide citizen/customer relationship management (CRM) solution

Overview An enterprise CRM solution would help provide a 360-degree view of any citizen who contacts a city depart-
ment requesting information or services.  Gartner recommends that the city consider a single, consolidated 
contact center to streamline this function.  Integration with other city systems could also support automated 
routing of work orders and follow-up responses to citizens when a service request is fulfilled.  ComIT has 
already initiated a mobile application strategy that helps support this routing and follow-up functionality.  See 
Gartner Research Report G00251937, “Magic Quadrant for the CRM Customer Engagement Center” dated 
May 2013, for more details on potential solutions.

Key Activities This initiative involves the following activities:

1. Interviewing individuals who currently receive 311 contact center calls to understand “as is” processes and 
identify process improvements

2. Documenting requirements and conducting a high-level fit-gap to determine capabilities of potential solu-
tions

3. Developing a proposed high-level statement of work (SOW) and preliminary cost estimates to develop/con-
figure, test and deploy a recommended solution 

4. Defining the recommended solution strategy and preparing a business case to document alternatives 
analysis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

5. Submitting the business case for approval by the architecture review board (ARB) and resource and 
prioritization review by the project portfolio manager (PPM), and ultimately, review, approval and priority 
assignment in the city’s project portfolio by the investment review board (IRB).

6. Preparing a request for proposal (RFP) and evaluating, selecting and negotiating a contract with the best 
qualified system integration vendor

7. Analyzing and defining detailed requirements and performing requisite system configuration, testing and 
deployment activities

Resource Implica-
tions

This task requires a moderate commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluating functionality available in existing systems 

2. Developing business case and statement of work 

3. ARB and PPM reviews of the proposed project and IRB approval

4. Project management oversight and internal ComIT resources for SOW tasks

Cost Summary Costs below are estimates for hardware, software and external consulting services to support project work, fol-
lowed by an estimated cost for annual software/hardware maintenance and support.

Est. Costs Year 1: $0 Year 2: $3.5M Year 3: $1.5M Year 4: $700K Year 5: $700K
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: MLT and Office of the CIO

Risks and/or Depen-
dencies

1. Challenge in defining requirements for a common enterprise solution among multiple departments 

2. Integration with other solutions to enable work order routing and follow through (e.g., Hansen, Accela)
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CRM Justification
The city currently faces several challenges when tracking and managing citizen interactions with departments and divi-
sions. Each department or division uses a different method when tracking citizen requests, and concerns and information 
is not shared. As an example, a citizen may initiate a request with the Planning department and then subsequently contact 
Permits to complete the transaction or request. But because Planning and Permits track the requests differently, they do not 
know the requests are related. The citizen rightly perceives the uncoordinated process as ineffective and is justified in their 
frustration with city departments that do not appear to communicate and share information. 

The city needs one source of customer information that serves as a repository of the history of transactions and interactions 
with citizens. Customers will have a single point of contact for city services, and contact center representatives will have a 
more complete and current historical view of all customer interactions with the city. Constituents and city staff will save 
time in responding to customer requests for information or services.

A customer relationship management tool to facilitate citizen access to government services was a consistent theme during 
interviews with focus groups and city leadership. Interview participates identified several ways a CRM will help the city at 
the recreation centers, public safety locations, treasurer’s offices, Housing and other departments and locations that support 
a high level of citizen interaction.

6.15

Citizen Access to Government (B-8)
Citizens and businesses increasingly demand that the city become more open and transparent in sharing financial and op-
erational performance information.  Similarly, they expect the city to run more like a modern business, with opportunities 
to make payments and submit service requests online.  This initiative is focused on improving VBgov.com to provide both 
interactive capabilities and enhanced search functionality – via online and mobile access options.
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Table 20: B-8 - Citizen Access to Government Strategic Initiative

Initiative B-8 Provide citizens with better access to city services and information

Overview Citizens and businesses are increasingly demanding that the city become more open and transparent in sharing 
financial and operational performance information.  Similarly, they expect the city to run more like a modern 
business, with opportunities to make payments and submit service request online.  This open data initiative is 
focused on improving VBgov.com to provide both interactive capabilities and enhanced search functionality – 
via online and mobile access options.  

Key Activities This initiative involves the following activities:

1. Conducting focus group meetings with citizens and businesses to understand financial and operational 
details that could be made publicly available via VBgov.com; also discuss other opportunities for improving 
access to city services/information

2. Conducting interviews with departments that receive business/citizen payments and requests for informa-
tion to understand “as is” processes and identify opportunities for process automation

3. Documenting requirements and developing a high-level solution strategy

4. Developing a proposed high-level statement of work (SOW) and preliminary cost estimates to develop/con-
figure, test and deploy recommended solution 

5. Defining the recommended solution strategy and preparing a business case to document alternatives analy-
sis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

6. Submitting the business case for approval by the architecture review board and resource and prioritization 
review by the project portfolio manager, and ultimately, review, approval and priority assignment in the 
city’s project portfolio by the IRB

7. Identifying consulting resources required to assist with selected tasks 

8. Defining detailed requirements and performing requisite configuration, testing and deployment activities
Resource Implica-
tions

This task requires a moderate commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements, high-level design and SOW for the proposed solution 

2. Developing business case and conducting ARB and PPM reviews of the proposed project

3. Project management oversight and internal ComIT resources for SOW tasks

Cost Summary Costs below are estimates for external consulting services to support work activities outlined above.  Software/
hardware costs not included.

Est. Costs Year 1: $0 Year 2: $250K Year 3: $250K Year 4: $75K Year 5: $75K
Duration Up to 18 months (including time to secure project approval and 

funding)
Owner: Information Services 

Administrator
Risks and/or Depen-
dencies

1. Implementation of this initiative will require citywide process changes and policy decisions to facilitate 
open access to data

2. Resistance from city departments that are reluctant to share financial and/or operational data with the 
public

3. Complexity in setting up options for debit/credit card payments

4. Integration with back office systems (e.g., Oracle, Hansen, Accela)

5. Appropriate security precautions will need to be in place to ensure city information and systems won’t be 
compromised
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Citizen Access Justification
Enhanced citizen access to government services was a consistent theme during interviews with focus groups and city offi-
cials. The citizen access initiative is a proactive effort to establish openness and transparency to government data. Data such 
as the following could be available for citizen and member access:

	Performance metrics

	City expenditures

	Generated revenue

	Citizen requests and concerns

	Real Estate value

	Public safety data 

	Emergency Communications and Citizens Services (ECCS) call statistics

	Public Works and Public Utilities data 

Openness and transparency to city data will enable citizens, businesses and staff to use self-service reporting and perform 
independent research. Data will be made available in a format that is consumable by reporting tools and applications. Open 
data may reduce citizen contacts to 311, Economic Development, public safety and other departments.

One source of data will eliminate data version issues so that only one source of authoritative, current data will be shared 
with the public. Each department that is a data ‘owner’ will be responsible for ensuring citizen access to the most current 
version of data. For example, only Occupational Health will provide open access to workplace injury information, and only 
Public Utilities will provide data on water consumption by residents. While openness is a goal, some data will not be shared 
if it contains personal information. 

6.16 

Build Interfaces (B-9)
Much of the data that departments require for operational and reporting purposes is maintained in other city applications 
or in systems maintained by the state or other external entities. Building interfaces between these internal and external 
systems could significantly reduce the manual and paper-based exchange of information, while also improving the currency 
and quality of data.
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Table 21: B-9 - Build Interfaces Strategic Initiative

Initiative B-9 Design and build interfaces between internal and external systems

Overview Much of the data that departments require for operational and reporting purposes is maintained in other city 
applications – or in systems maintained by the state or other external entities. Building interfaces between 
these internal and external systems could significantly reduce the manual and paper-based exchange of infor-
mation, while also improving the currency and quality of data. Potential interfaces include:

·	 Between Accela and GIS web services (to help automate city planning business processes)

·	 Between city and state systems to support automated reporting and data sharing

·	 Between courts and public safety agencies

·	 Between mobile applications and Hansen and Accela work order systems
Key Activities This initiative involves the following activities:

1. Conducting interviews with system owners to understand requirements, as well as potential technical and 
political issues/risks.

2. Documenting requirements and developing high-level statement of work (SOW) and preliminary cost 
estimates to develop/configure, test and deploy recommended interfaces 

3. Defining the recommended interface strategy and preparing a business case to document estimated costs, 
anticipated benefits, ROI, resource implications, schedules and risks

4. Submitting the business case for approval by the architecture review board and resource and prioritization 
review by the project portfolio manager, and ultimately, review, approval and priority assignment in the 
city’s project portfolio by the IRB

5. Developing a MOA or other agreements between system owners to ensure integrity of systems/data

6. Identifying consulting resources required to assist with selected tasks 

7. Defining detailed requirements and performing requisite configuration, testing and deployment activities
Resource Implica-
tions

This task requires a moderate commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements, high-level design and SOW for each proposed interface 

2. Developing business case and conducting ARB and PPM reviews of the proposed project

3. Project management oversight and internal ComIT resources for SOW tasks

Cost Summary Costs below assume an estimated $150K each for design, development, testing and deployment of up to three 
interfaces, as well as $15K per year for maintenance/support for each interface

Est. Costs Year 1: $0 Year 2: $300K Year 3: $180K Year 4: $45K Year 5: $45K
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: Applications Support 

Coordinator
Risks and/or Depen-
dencies

1. Interface complexity and potential issues in executing supporting agreements/MOAs could impact project 
schedules

2. Current solution configurations and customizations may limit integration options

3. Interfaces will need to be updated when packaged solutions are upgraded
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Build Interfaces Justification
Constitutional officers of the city identified a weakness in how data is shared between judicial offices, public safety offices and state 
agencies. The courts, Police, Sheriff’s office and Human Services often provide services to the same client base. These departments 
have a need to fluidly share data with each other as well as with state agencies.

Currently, sharing client data between these departments is largely a manual, paper process that interjects opportunities for delay 
and error. Automation of data exchange between these entities would alleviate resources from performing manual processes.

6.17 

Provide End User Training (B-10)
The functionality and utility of the city’s enterprise applications may not be efficiently or effectively leveraged if end users 
aren’t well-versed in how to use these applications.  Providing training in how to best use these enterprise applications helps 
ensure that the city is maximizing the value of its IT investments. 

Table 22: B10 - End User Training Strategic Initiative

Initiative B-10 Provide appropriate training to end-users of the city’s enterprise applications

Overview A good deal of the functionality and utility of the city’s enterprise applications may not be efficiently or effective-
ly leveraged if end users aren’t well-versed in how to use these applications.  Providing training in how to best 
use these enterprise applications helps ensure that the city is maximizing the value of its IT investments. 

Key Activities This initiative involves the following activities:

1. Conducting a survey of city staff to identify critical system training needs

2. Gathering training requirements based on priorities identified in the survey

3. Assessing training options, including:

a. Developing in-house training programs/curriculum to meet user needs

b. Identifying external training classes or online resources 

4. Defining funding needs for options cited above, as well as any recommended supporting applications 

5. Identifying resources within HR or ComIT to dedicate to ongoing user training (may require new hires)
Resource Implica-
tions

1. May need to hire 1-2 additional training resources, depending on demand identified in the user survey

2. City may elect to contract with external resources to deliver training

Cost Summary
Costs below assume that the city will hire two additional training FTEs ($65K salary + 37.85 percent fringe 
benefit rate) and/or contract with external consulting resources to assist in developing and/or delivering train-
ing programs

Est. Costs Year 1: $165K Year 2: $165K Year 3: $180K Year 4: $180K Year 5: $180K
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: Information Services 

Administrator
Risks and/or Depen-
dencies

This initiative should be coordinated with deployment of the Oracle Learning Management system, which 
would provide the city with the means to better record, track and report staff training and professional develop-
ment activities for city employees

 
User Training Justification
Customers have reported that they need more training in some applications such as InSITE, and they rely on work-arounds 
such as Access databases to produce required data. Better and more widely available training was a recurring theme during 
interviews with focus groups and city leaders regarding opportunities for IT improvement. Training in the areas of Share-
Point, Oracle, and other important applications where frequent requests from interviewees.
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6.18 

Enterprise Content Management Solution (B-11)
Today, various city departments still create and manage a significant number of paper records and forms, largely us-
ing manual processes to route, review and file these documents.  Some departments are using microfiche solutions to file 
selected documents.  An enterprise content management (ECM) solution could significantly streamline the city’s document 
management processes. Converting selected files to digital records and forms, scanning documents and leveraging automat-
ed workflow will facilitate much quicker review and approval cycles.  An ECM solution could dramatically improve internal 
work processes as well as client-facing interactions.  See Gartner Research Report G00253757, “Magic Quadrant for Enter-
prise Content Management” dated September 2013, for more details on potential solutions.

Table 23: B-11 - Enterprise Content Management Strategic Initiative

Initiative B-11 Implement a citywide Enterprise Content Management Solution

Overview Today, various city departments still create and manage a significant number of paper records and forms, 
largely using manual processes to route, review and file these documents.  Some departments are using micro-
fiche solutions to file selected documents.  An enterprise content management (ECM) solution could signifi-
cantly streamline the city’s document management processes – by converting selected files to digital records 
and forms, scanning other documents and leveraging automated workflow to facilitate much quicker review and 
approval cycles.  An ECM solution could dramatically improve internal work processes as well as client-facing 
interactions.  See Gartner Research Report G00253757, “Magic Quadrant for Enterprise Content Management” 
dated September 2013, for more details on potential solutions.

Key Activities This initiative involves the following activities:

1. Conducting interviews with users from various city departments to document requirements

2. Conducting a high-level fit-gap to determine capabilities of potential solutions

3. Developing a proposed high-level statement of work (SOW) and preliminary cost estimates to develop/con-
figure, test and deploy the recommended solution 

4. Defining the recommended solution strategy and preparing a business case to document alternatives 
analysis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

5. Submitting the business case for approval by the architecture review board and resource and prioritization 
review by the project portfolio manager, and ultimately, review, approval and priority assignment in the 
city’s project portfolio by the IRB

6. Preparing an RFP and evaluating, selecting and negotiating a contract with the best qualified system inte-
gration vendor

7. Analyzing and defining detailed requirements and performing requisite system configuration, testing and 
deployment activities

Resource  
Implications

This task requires a moderate commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluating functionality available in existing systems 

2. Developing business case and statement of work 

3. ARB and PPM reviews of the proposed project

4. Project management oversight and internal ComIT resources to support the SI vendor’s work

Cost Summary
Costs below are estimates for external consulting services to support the above scope of work, including soft-
ware, hardware and consulting services to implement the proposed solution and to back-scan selected existing 
historic paper documents.  Year five costs are for maintenance and support of installed hardware and software.

Est. Costs Year 1: $0 Year 2: $0 Year 3: $2.5M Year 4: $2.5M Year 5: $300K
Duration 24-32 months (including time to secure project approval and 

funding)
Owner: MLT and Office of the CIO

Risks and/or Depen-
dencies

1. Challenge in defining requirements for a common enterprise solution among multiple Departments 

2. Potential integration with other solutions to support workflow requirements
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Enterprise Content Management Justification
The city lacks a cohesive content management system on an enterprise level. Some departments use an older version of the 
document management application Laserfiche, which is currently being upgraded on a per-department basis.  The city re-
quires a secure, automated solution to share documents across the enterprise. 

Without a robust document management system, city staff resort to duplicating both paper and electronic files which results 
in multiple copies and versions of a document. Continued growth of paper and electronic document storage is outpacing the 
ability to store them. 

Funding used to pay for duplicative document storage is not good stewardship of tax-payer dollars. The city’s public records 
manager provided some examples of costs incurred for maintaining paper documents. Document and storage costs include, 
but are not limited to, the following.

• On-site Storage: $32.50 per cubic foot annually	
• Off-site Commercial Storage: $1.50 to $3 per cubic foot	
• Microfilm Conversion: $174 per cubic foot
• Digital Image Conversion: $366 per cubic foot
• Misfiles $125 per incident

The inability to meet the capacity requirements is resulting in risky and policy-violating practices.  Due to the restrictions on 
email and network storage, a significant number of departments are relying on external hard drives, portable flash drives, 
non-cataloged DVDs and CDs to complete their day-to-day operations.

Document inaccessibility and reliance on paper is hampering productivity. The process to locate and retrieve paper or mis-
filed electronic documents is slow and inefficient, and institutional knowledge of document locations cannot be relied upon 
as a solution. There is an emerging operational requirement to use mobile technology for document retrieval, but the current 
technology environment does not fully support this need.  

In 2001, Zylab Technologies1 published a white paper referencing Gartner estimates and projections for document storage 
costs. Some interesting document storage heuristics are as follows.

	85% of documents never leave the filing cabinet until destruction.

	The average document is copied, either physically or electronically, nine to 11 times at a cost of $24.58.

	Documents cost about $27.31 to file.

	25% of physical documents are misfiled.

6.19 

Investment Review Board (G-1)
An investment review board (IRB), led by the MLT and comprised of individuals representing the city’s business leadership, 
should be responsible for:

	Reviewing and approving proposed investments in new or enhanced business applications/solutions

	Deciding the relative priority of each approved investment within the city’s IT project portfolio

	Monitoring the status of each project

	Reviewing and approving proposed changes in ongoing projects 

Currently, ComIT and the project management team prioritize projects for execution based on resources that are available. This 
decision-making responsibility will be transitioned to the IRB, and ComIT will assume a supporting role in the process.

1 Zylab Technologies. Know the Costs of Filing Your Paper Documents. N.p.: Zylab Technologies, 2001. Print.
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Table 24: G-1 - Investment Review Board Strategic Initiative

Initiative  G-1 Establish an Investment Review Board (IRB) 

Overview An investment review board (IRB), comprised of individuals representing the city’s business leadership, 
should be responsible for 1) reviewing and approving proposed investments in new or enhanced business ap-
plications/solutions; 2) deciding the relative priority of each approved investment within the city’s IT project 
portfolio; 3) monitoring the status of each project; 4) reviewing and approving proposed changes in ongoing 
projects; 5) recommending funding levels for the IT project portfolio. ComIT should assume a supporting role 
in this process.

Key Activities This initiative involves the following key activities: 

1. Develop charter for the IRB – defining mission and objectives, membership, roles/responsibilities, 
decision-making protocols and overall governance supporting the review and approval of IT projects in 
the city

2. Develop communication strategy and materials to present and win MLT and Council support for the 
formation and operation of the IRB

3. Identify initial members (7-10) from among city departments and rotate membership periodically; mem-
bers should include a senior-level budget/financial representative and the city CIO.  A member of the MLT 
should also be included and should serve as chairperson

4. Conduct kick-off meeting to ensure that IRB members understand roles/responsibilities

5. Develop mechanism for openly sharing/communicating IRB decisions
Resource Implica-
tions

This initiative requires little additional resource commitment on behalf of ComIT.  Individuals selected to 
serve as IRB members will need to invest 8-16 hours each month to prepare for, and participate in, IRB meet-
ings

Cost Summary There is no additional cost to ComIT or the city in implementing this initiative
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration Setting up the IRB could require 3-6 months to organize and 

set schedules.  
Owner: MLT and Office of the CIO

Risks and/or  
Dependencies

1. Investment decisions should be based on detail provided in business case documentation prepared by 
department sponsors with review and input from IT.  Business cases must include an estimate of the total 
cost of ownership and the projected business benefit.

2. ComIT’s architecture review board, project management team and project portfolio manager would con-
duct an initial review of proposed IT investments and make recommendations to the IRB.

3. The format of project status reports would need to be modified to provide actionable information to IRB 
members

4. There may be possible political resistance to changing the city’s current process for funding and selection 
of IT projects.

IRB Justification
Feedback from interview sessions with customer focus groups and city leaders identified opportunities for improving the 
project approval and prioritization process. An IRB would serve as the vehicle for making these improvements. This initia-
tive requires little justification because it puts the decision-making responsibility on a committee of city leaders, not ComIT.

Key features of the IRB concept will deliver significant benefits to the organization.

	Assigning responsibility for selecting and prioritizing IT projects to a group of senior leaders who best understand 
the city’s business needs – and how technology can optimally support these needs

	Agreeing to program only those IT projects that the city can reasonably fund and implement with available in-house 
or contract resources

	Ensuring greater visibility into the status, risks and issues related to ongoing IT projects
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6.20 

Business Case Development (G-2)
A business case should be required to justify any proposed IT capital investment and for any approved CIT CIP project that 
has not yet begun. A business case, when properly prepared and evaluated, helps ensure that the city invests only in IT capi-
tal projects that have a legitimate ROI, or other business benefit, and considers the long-term total cost of ownership the city 
would incur to develop, maintain and support the proposed investment. The business case becomes part of the package of 
information the IRB reviews when making decisions about project approval and prioritization. The business units must start 
developing business cases to support their technology initiative requests. ComIT business analysts and BRMs can provide 
support and assist the departments with creating these important documents.

Table 25: G-2 - Business Case Strategic Initiative

Initiative  G-2 Require business case justification for IT investments 

Overview A business case should be required to justify any proposed IT capital investment and for any approved CIP 
project that has not yet begun. A business case, when properly prepared and evaluated, helps ensure that the 
city invests only in IT capital projects that have a legitimate ROI, or other business benefit, and considers the 
long-term total cost of ownership the city would incur to develop, maintain and support the proposed invest-
ment. 

Key Activities This initiative involves the following key activities: 

1. Develop a business case template for proposed IT projects

2. Develop communication strategy and materials:

a. To present and win MLT and council support for using this template for all proposed IT projects

b. To educate other city departments on use of the template

3. Use the business case document as a resource for the PMT and Management Services to review cost and 
technical details, and for the IRB to assess and prioritize among competing IT investments

4. Identify resources within ComIT to assist departments in developing and finalizing business case docu-
mentation 

5. Assess anticipated and actual ROI/business benefits following project completion

6. Maintain a library of templates and completed business cases on SharePoint for reference
Resource Implica-
tions

ComIT should identify business relationship managers  or other staff to assist departments in developing 
business case documentation.  

Cost Summary There is no additional cost to ComIT or the city in implementing this initiative
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 3-6 months to develop business case template and communi-

cate new documentation requirements to other Departments
Owner: Office of the CIO

Risks and/or Depen-
dencies

1. The business case for a proposed IT investment should be developed in coordination with proposed 
new business relationship managements to ensure all necessary details are provided for review by the 
IRB

2. There may be political opposition/resistance to changing the city’s current process for review and 
selection of IT projects

3. ComIT’s architecture review board, project management team and project portfolio manager would 
conduct a review of detail provided in business case documentation and make recommendations to the 
investment review board
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Business Case Justification
A business case is an invaluable tool for objectively assessing whether requested work will provide lasting value to the city. 
Currently, work is added to the project queue without a thorough evaluation of the anticipated benefits it will produce. Fund-
ing and resource availability are the only factors now considered when deciding what work to execute. Highly vocal stake-
holders, or those who have their own funding sources, will be more likely to have their work prioritized for execution, even 
though the business value might be less than other proposed projects and initiatives.

The investment review board (IRB) will be the target audience for reviewing the business case. The IRB will make invest-
ment decisions based on quantitative and qualitative benefits, including process improvements, revenue generation, cost 
savings, return on investment, and net present value. This common sense approach requires little justification beyond an 
explanation of the benefits of the business case. ComIT analysts will work with customers to develop business cases prior to 
presentation to the IRB for further consideration.
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6.21 

Project Portfolio Management Function (G-3)
The project portfolio management role would support the IRB, CIO and project management office in prioritizing and man-
aging the city’s portfolio of IT projects.  As a new role in the organizational realignment, this function is critical to establish-
ing sound governance; this role would provide enterprise-wide visibility into the actual costs and benefits of the city’s IT 
projects and support the IRB in prioritizing and managing current details and status for approved IT projects.  

Table 26: G-3 - PPM Strategic Initiative

Initiative  G-3 Establish a Project Portfolio Management function within ComIT
Overview The project portfolio management role within ComIT would support the IRB, CIO and project management 

office in prioritizing and managing the city’s portfolio of IT projects.  This function is critical to establishing 
sound governance – the individual in this role would provide enterprise-wide visibility into the actual costs 
and benefits of the city’s IT projects and support the IRB in prioritizing and managing current details/status 
for approved IT projects.  This individual would also facilitate ComIT’s new resource capacity planning and 
management activities.

Key Activities This initiative involves the following key activities: 

1. Create project portfolio manager role within ComIT (develop and submit new job specification for HR 
approval; a reclassification of an existing FTE)

2. Analyze project portfolio and work with CIO, PMO and PMT to recommend project prioritization to the 
IRB based on agreed criteria.  

3. Balance the project portfolio on the basis of:

a.  ComIT resource capacity

b.  Run/Grow/Transform segmentation

4.  Monitor the budget and schedule status of ongoing projects and the program as a whole

5.  Work with others in ComIT and other city departments to measure the actual business benefits realized 
for completed IT projects

6.  Analyzes historic program/project data to support future IT investment decisions
Resource Implications ComIT could promote from within to fill this new role, but would also need to back-fill the resulting vacancy.

Cost Summary There would be no additional cost to ComIT or the city in implementing this initiative, unless a new position 
was created.

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 6-9 months to draft the job description and win approvals for 

creating this new role 
Owner: Information Services 

Administrator
Risks and/or  
Dependencies

1. Coordinate with creation of new application portfolio management role

2. Coordinate with creation of new target organization structure (Initiative S-4) and development of new 
job families/specifications (Initiative S-7)

3. Creation of this new role is critical to support decision making by the IRB

4. ComIT should acquire and deploy the Integrated IT portfolio analysis tool (Initiative S-5) to enable the 
PPM to perform resource capacity planning and management tasks associated with this role
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PPM Justification
Customer feedback from interviews with focus groups and city leaders indicated that ComIT customers perceived the need 
for better project portfolio control. ComIT and the city don’t have a means to assess and manage the project portfolio to 
ensure that only high-value, strategically aligned projects are being executed. There is no process by which city officials 
outside ComIT decide which projects will be placed in the project queue. Currently, when a technology initiative request 
(TIR) is received, it is review by the project management team (PMT) comprised of the ComIT Project Management Office 
(PMO) and ComIT leadership. If approved by the PMT, the request is forwarded to the business systems team to develop the 
business concept document. The business concept provides a high-level evaluation of a project request’s value to the city and 
overall risk. (The business concept does not provide the degree of thorough evaluation that a true business case would.) This 
document is presented to the PMT for a decision on whether or not to proceed. If approved, the new project is moved to the 
portfolio and remains in a pending status until it can be resourced. A TIR is rarely declined, and no representation outside 
ComIT contributes to project prioritization.

ComIT’s project portfolio consists of more projects that can be reasonably managed with existing resources – little or no 
process is in place for managing demand for IT projects.  Customers may have a belief that their projects will be initiated 
once approved – yet in reality many projects are deferred until relative priorities within the portfolio change and resources 
can be assigned. ComIT is adding all projects to the portfolio that are approved by the PMT without regard to resource avail-
ability.

In addition to a PPM role, a PPM tool is justified because it will help recommend the correct balance of projects that achieves 
the greatest strategic value utilizing actual resource availability. A PPM tool will consider the required resource types (roles 
and skill sets) when assessing which projects can reasonably be performed within a specified time frame. Only projects that 
are actually considered or planned for execution should be included in the PPM tool.

A PPM discipline and tool will drive better management of the city’s IT project portfolio in a logical and objective fashion, 
following guidelines approved by the IRB. It will also allow for greater visibility into the status of all IT projects – both pro-
posed and approved. ComIT will have the ability to report the costs and benefits of the millions of dollars the city invests in 
IT annually.
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Establish Architecture Review Process (G-4)
ComIT will set up an architecture review board (ARB) to work with the chief technology officer (CTO), Information Security 
and Privacy Office, applications support coordinator and the CIO to develop and/or refine the city’s conceptual architecture 
and architecture principles, as well as review proposed changes to the enterprise architecture. The ARB can help ensure that 
proposed new solutions are compliant with approved enterprise architecture, and consequently ensure that the city invests 
in solutions that ComIT can effectively support and maintain.

Table 27: G-4 - Architecture Review Process Strategic Initiative

Initiative  G-4 Establish an Architecture Review Process

Overview This initiative entails creation of a new architecture review board (ARB) and an ongoing architecture review 
process.  The ARB would work with the CTO, director of applications and the CIO to develop and/or refine the 
city’s conceptual architecture and architecture principles, as well as review proposed changes to the enter-
prise architecture (EA). The ARB would also review proposed IT investments to assess the degree to which 
proposed solutions are aligned with the EA – and make recommendations whether proposed solutions should 
be approved (for consideration by the IRB).  The department’s current design review board is partially provid-
ing an ARB function today – this work could be leveraged in implementing this initiative.

The ARB can help ensure that proposed new applications/solutions are compliant with approved enterprise 
architecture, and consequently, ensure that the city invests in solutions that ComIT can effectively support 
and maintain.

Key Activities This initiative involves the following key activities: 

1. Develop a charter for an architecture review board and selecting individuals to perform the following 
functions:

a. Recommend conceptual architecture and architecture principles for review/approval by CIO or 
CTO

b. Review and adopt application architecture standards (see Initiative G-6)

c. Review proposed IT projects to assess compliance/fit with approved enterprise architecture 
(EA)

d. Recommend changes to the EA, when warranted

2. Conduct initial kickoff meeting and establish schedule for subsequent review meetings

3. Maintain a library of current architecture documentation/artifacts and review meeting results on Share-
Point for reference

Resource 
Implications

There is a considerable amount of work required to define the city’s conceptual architecture and principles.  
However, this work could be done with existing internal resources.

Cost Summary There would be no additional cost to ComIT or the city in implementing this initiative.
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 9-12 months to define architecture framework, develop sup-

porting documentation and set up the ARB and related review 
procedures.

Owner: CTO and Applications 
Support Coordinator

Risks and/or Depen-
dencies

1. This initiative will be most effective if implemented in concert with implementation of Initiatives G-1 
(IRB) and Initiative G-2 (Business Case Documentation)

2. There may be resistance from other city departments whose proposed IT investments/solutions do not 
comply with the approved EA. 
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Architecture Review Process Justification
ComIT previously adopted a technical design review process for evaluating the degree to which proposed applications or so-
lutions comply with the city’s technical design standards. The Design Review Board (DRB) fulfills the function of evaluating 
whether a specific technology initiative complies with technical standards. This is an important gate check for a project, but 
an overarching process is missing - the process of defining the enterprise architecture standards and keeping them updated 
and documented.

IT architecture governance processes will help ensure compliance with defined technical standards.  This in turn can help 
reduce the complexity and cost of solution maintenance and support if standards and processes are clearly defined and peri-
odically reviewed and updated.

The ARB would be composed of ComIT leadership and technical subject matter experts. Membership of the ARB would 
be limited to ComIT as they have ultimate accountability for supporting and maintaining technology. The ARB role would 
include recommending architecture standards and new technology solutions, and routinely reviewing, updating, document-
ing and socializing these standards.
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6.23 

Broaden Project Status Reporting (G-5)
Providing project status updates to business owners is a critical function of the Business Relationship Manager. Reports on 
the status of ongoing IT projects should be presented to the Investment Review Board and should include actionable infor-
mation regarding the cost, schedule, work complete, risks, and issues for each project in the approved IT project portfolio.  
Details should be sufficient to allow the IRB to resolve critical issues, review or approve change requests, and suspend or 
cancel troubled projects when warranted. Establishing a reporting process reflected in a dashboard system would be a sig-
nificant improvement over current paper processes. Online dashboards could be developed to present the status of active IT 
projects at any time.

Table 28: G-5 - Broaden Project Status Reporting Initiative

Initiative  G-5 Broaden Project Status Reporting

Overview Reports on the status of ongoing IT projects should be presented to the IRB and should include actionable 
information regarding the cost, schedule, work complete, risks, issues, etc. for each project in the approved IT 
project portfolio.  Details should be sufficient to allow the IRB to resolve critical issues, review/approve change 
requests, and suspend or cancel troubled projects when warranted. On line dashboards could be developed 
later to present the status of active IT projects at any time.

Decisions regarding the ongoing execution of projects in the IT project portfolio should be made by the city’s 
business leaders to ensure capital investments optimally support the city’s overall business strategy.  All costs 
should be budgeted, managed and reported. ComIT should play a support role in the project status reporting 
process, providing project detail necessary for the IRB to make ongoing IT investment decisions and keeping 
business owners informed.

Key Activities This initiative involves the following key activities: 

1. Determine the appropriate level of project status detail to be presented to the IRB – as well as to the De-
partment sponsoring the project

2. Develop/update the project status report template and dashboard and submit for review and approval by 
the IRB

3. The ComIT PMO reviews status reports prepared by IT project managers and presents results to the IRB 
on a monthly basis (in coordination with the CIO)

Resource  
Implications

No additional resources are required to implement this work and the impact to current staffing should be mini-
mal

Cost Summary There would be no additional cost to ComIT or the city in implementing this initiative.
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 2-3 months to define report format and content Owner: Information Services Admin-

istrator
Risks and/or  
Dependencies

This initiative will be most effective if implemented in concert with implementation of Initiatives G-1 (IRB) 

 
Broaden Project Status Reporting Justification
Current project management status reporting often is not communicated outside the ComIT department. The customer Co-
mIT is performing the work for does not necessarily have insight into risks and issues regarding the project, how the budget 
is being consumed and other impacts to the work. In an effort to achieve greater openness and transparency ComIT must 
proactively ensure customers are receiving and acknowledging this information.

Greater transparency will be achieved by giving project status review and decision-making responsibility to the IRB. Proj-
ects that are related to an IRB strategic initiative (non-ComIT projects) will include periodic check points with the IRB to 
share status information. The enhanced and more widely disseminated project status report will provide the IRB the infor-
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mation needed to make project decisions. When project issues or risks arise, the IRB will make recommendations about how 
to address them. The IRB or business owner may recommend whether to reschedule, postpone or cancel an existing project. 
The IRB can also recommend changes in project priorities in the event of conflicting resource requirements or emerging city 
mandates.

6.24 

Establish Flexible Application Architecture (G-6)
This initiative involves developing a flexible application architecture framework that is forward-looking while addressing 
cost and efficiency objectives.  Leveraging results from Gartner’s Application Portfolio Analysis, the city’s application archi-
tecture standards should specifically address business value factors of integration and complexity, as well as technical value 
indicators of scalability and extensibility.  Compliance reviews of application architecture standards would be included in 
the ARB processes outlined in Initiative G-4.

Table 29: G-6 - Establish Flexible Application Architecture Strategic Initiative

Initiative  G-6 Establish flexible application architecture

Overview This initiative involves developing a flexible application architecture framework that is forward-looking, 
while addressing cost and efficiency objectives.  Leveraging results from Gartner’s Application Portfolio 
Analysis, the city’s application architecture standards should particularly address business value factors of 
integration and complexity, as well as technical value indicators of scalability and extensibility.  Compliance 
reviews of application architecture standards would be included in the ARB processes outlined in Initiative 
G-4.

Key Activities This initiative involves the following key activities: 

1. Confirm application architecture goals/objectives

2. Discuss, define and document draft architecture standards 

3. Review proposed application architecture documentation/artifacts with CTO and ARB team

4. Finalize documentation/artifacts and maintain on SharePoint

5. Review periodically and revise as warranted 
Resource Implications Most of the above activities can be performed in-house with existing ComIT staff.  An external consultant 

may be retained to support analysis and documentation work.

Cost Summary No additional resources are anticipated to implement this work and the impact to current staffing should be 
minimal

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration Up to 12 months to define architecture framework and de-

velop supporting documentation 
Owner: Owner: CTO and Applications 

Support Coordinator
Risks and/or  
Dependencies

This initiative will be most effective if implemented in concert with implementation of Initiatives G-4 (Estab-
lish Architecture Review Process)

 
Flexible Application Architecture Justification
The Application Portfolio Assessment survey indicated low scores for several factors. 

Complexity - 25% feel the application is complex or very complex

Scalability - 28% believe the application is rigid or somewhat scalable

Extensibility - 28% believe the application is somewhat configurable or programmatic

Integration - 21% believe the application is disconnected or manual
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Flexible application architecture will address low scoring for integration, scalability, extensibility, and complexity to deliver 
the right capabilities at a lower cost. Benefits also include improved adaptability to customer requirements and user experi-
ence, reduced cost through improved integration, and the ability to extend applications. The spider diagram below shows 
the results of the Gartner Application Portfolio Assessment evaluation of the overall technical condition of 157 applications 
surveyed. The low scores discussed above are reflected in the diagram.

Figure 78: Low Business and Technical Scores

 6.25  

Implement Next Generation Network (NGN) (I-1)
The city will expand network fiber to connect current and future off-campus locations to the municipal campus and imple-
ment network redundancy between six facilities (super-sites). The proposed solution would provide improved services for 
voice, data, video and internet. This investment is expected to have a life expectancy of more than 30 years and aligns well 
with the city’s current strategies of 1) engage in systems thinking; 2) maintain a long-term view; 3) achieve multiple positive 
outcomes; 4) be proactive and prevent problems; 5) create relationships and partnerships; 6) ensure sustainability; and 7) 
create an accurate, positive community image. In addition, this also aligns to the sociological factor of technology advance-
ments within the city’s 2040 vision and may have a direct impact on a 1) connected community; 2) learning community; and 
3) diverse community. 
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Table 30: I-1 - NGN Strategic Initiative

Initiative I-1 Implement a Next Generation Network (NGN).

Overview Expand network fiber to connect off-campus locations to the municipal campus and implement network 
redundancy between six facilities (super-sites). The proposed solution would provide improved services for 
voice, data, video and Internet. This investment is expected to have a life expectancy of more than 30 years and 
aligns well with the city’s current strategies of 1) engage in systems thinking; 2) maintain a long-term view; 3) 
achieve multiple positive outcomes; 4) be proactive and prevent problems; 5) create relationships and partner-
ships; 6) ensure sustainability; and 7) create an accurate, positive community image. In addition, this  aligns to 
the sociological factor of technology advancements within the city’s 2040 vision and may have a direct impact 
on a 1) connected community; 2) learning community; and 3) diverse community. 

Key Activities This initiative involves the following activities:

1. Implement optical ring redundancy (create 6 super-sites)

2. Expand Public Works ITS network to connect 66 off-campus locations to municipal campus

3. Develop and deploy data encryption capabilities

4. Integrate the Public Schools’ fiber network
Resource  
Implications

ComIT and Public Works will collaborate to complete this effort; Additional positions may be added to both 
organizations as well as soliciting support and maintenance activities from an outside vendor

Cost Summary Costs below include all software and network costs, license and maintenance fees and the cost to hire a Next 
Generation Network engineer

Est. Costs Year 1: $4.147M Year 2: $475K Year 3: $475K Year 4: $475K Year 5: $475K
Duration 12-15 months Owner: Chief Technology Officer
Risks and/or  
Dependencies

1. If the city does not respond to requests to mark fiber lines in the required time frame, the city will be 
responsible for repairs if damaged during utility work.

2. City may lose bargaining power with the vendor due to reduced volume/purchases

 
Next Generation Network Justification
The city does not have a complete fiber infrastructure of its own and must lease services from a vendor to the remote sites. 
The current solution has not been satisfactory for the off-campus city offices. There are over 90 off-campus sites that have 
consistently reported many network related issues during the past several years which impacts internal and external cus-
tomers. Libraries, Fire, Police and Parks and Recreation are some of the most impacted locations. The issues were related to 
the following.

	Consistently slow response times on a daily basis

	Network outages 

	Inability to leverage new technology because of network capacity

In 2013, a business case was developed to assess the benefits of connecting 66 off campus sites to the municipal center via 
the existing Intelligent Traffic System (ITS) optical fiber. The fiber expansion would provide the locations with campus-
quality network speeds up to 1 Gigabyte (GB). Currently some locations including fire and police locations have bandwidth 
as low as 3 Megabytes (MB). The resulting slow network speeds cause applications to run slowly, reports to generate slowly, 
the log-in process to hang and other negative impacts. The ITS fiber expansion would be located underground which would 
eliminate outages from weather events and other environmental factors. 

The qualitative assessment of the business case indicated off campus users are greatly dissatisfied with the current network 
bandwidth. Limited bandwidth impacts city employees’ productivity and frustrates citizens that use city services such as 
the libraries. The quantitative analysis of expanding the fiber indicated a safe investment of funds with pay-back in approxi-
mately five years.
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The business case proved such a strong argument for the fiber expansion that the CIP Caucus voted the Next Generation 
Network 1st priority for funding. The MLT has prioritized NGN for funding in the upcoming FY15 budget.

6.26 

Enterprise Data Storage Solution (I-2)
The Police and Public Utilities departments are producing an ever increasing number of large digital data objects that re-
quire storage sharing, long term retention and management.  The advent of new digital still-image and audio/video technolo-
gies and their daily use in the performance of business and mission functions is driving this increase. The objective of this 
initiative is to acquire and implement additional network-based digital data storage to support increasing immediate and 
long-term digital data storage needs of the city. Project work is underway to support this initiative.

Table 31: I-2 - Enterprise Data Storage Management

Initiative I-2 Implement an enterprise data storage solution

Overview With the advent of new digital still image and audio/video technologies and their day-to-day use in the perfor-
mance of business and mission functions, the city of Virginia Beach Police and Public Utilities Departments’ 
are producing an ever increasing number of sizeable digital data objects that require storage sharing, long term 
retention and management.  The objective of this Initiative is to acquire and implement additional network-
based digital data storage to support increasing current and long term digital data storage needs of the city of 
Virginia Beach.  ComIT has already developed an RFP for an implementation vendor and is presently evaluating 
responses.  This work will help establish a framework for a broader data management process for the city.

Key Activities This initiative involves the following activities:

1. Select vendor and proposed solution

2. Develop, test and deploy the solution

3. Include files from Police and Public Utilities

4. Include files from Police resort area cameras
Resource  
Implications

Project management oversight and internal ComIT resources for Statement of Work tasks

Cost Summary Estimated costs for external consulting services and required hardware and software are provided below in 
Year 2.  Annual maintenance and support costs for the deployed solution is provided in Years 3-5

Est. Costs Year 1: $0 Year 2: $500K Year 3: $200K Year 4: $200K Year 5: $200K
Duration Up to 1 year to select vendor, negotiate contract and design, 

configure and deploy the solution.
Owner: CTO

Risks and/or  
Dependencies

1. Possibility that proposed solution may exceed available funding

2. Risk that the implemented solution will not meet the City’s expectations

3. Budget programming for maintenance and support costs

 
Enterprise Data Storage Management Justification
A project to implement the enterprise storage solution is currently in execution. The storage hardware has been delivered and 
installation is underway as of February 2014. The configuration acquired includes 100 Terabytes (TB) of primary disk storage, 
50 TB of secondary storage and 562.5 TB of tape storage (used for active and backup). This is less disk storage than the cur-
rent configuration, but the system will migrate a significant number of old files to the active tape pool, freeing up significant 
amounts of disk space. The cost of active tape will be significantly less than disk storage. The data storage system also includes 
several data compression capabilities so the data that is stored will also require less space.

The original project scope, initiated in 2011, only included Public Safety and Public Utilities departments. The project breadth 
evolved to identifying and implementing a solution that could be used on an enterprise level. Once guidelines are developed and 
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a chargeback/subscription model approved, ComIT will unveil the system to all city departments. City departments will be able 
to determine their rules for migrating data off of disk while being retained on active tape. The system and policy-based control 
capabilities will improve enterprise-wide data storage and management.

Police will obtain storage capacity and data management capabilities for large files such as crime scene photographs, video and 
audio evidence, audio and video of interviews, recording of TASER events, helmet, shoulder, and/or in-car cameras, and mis-
cellaneous investigative audio and video recordings, data and photographs. The project will provide a secure storage environ-
ment with user-friendly data management capabilities for locating, reviewing and copying files when needed.  Most of the files 
are evidentiary, may be used in court, and must be stored for very long periods of time.  Some files may need to be copied and 
sanitized for Court, but the original file must remain untouched; evidentiary files may be retained for as long as 75 years.

Public Utilities will obtain more storage space for digital files.  Current city network storage is inadequate to satisfy the demand 
for video files as required for the Sanitary Sewer Overflow programs and mandated by Department of Environmental Quality 
consent order dated September 26, 2007.  Management requirements include storage, retrieval and archiving.  Requirements 
to download files from outside contractors will also be fulfilled. Public Works may also leverage the system to store storm water 
data files.
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6.27 

Enterprise Data Integration Solution (I-3)
The city maintains data in numerous different systems using a variety of platforms and data formats.  Integrating data from 
these systems is increasingly important to conduct analysis and reporting for operational purposes, as well as to meet the 
public demand for enhanced openness and transparency.  This solution would provide the technology foundation to enable 
data integration citywide. ComIT intends to aggregate data from key applications such as Hansen and Accela in a centralized 
data warehouse. This data will be available online to citizens, visitors and businesses to conduct their own reporting and 
research on city transactions, metrics and statistics.

Table 32: I-3 - Enterprise Data Integration Strategic Initiative

Initiative I-3 Implement an enterprise data integration solution

Overview Virginia Beach maintains data in numerous different systems, using a variety of platforms and data formats.  
Integrating data from these systems is increasingly important to conduct analysis and reporting for operational 
purposes, as well as to meet the public demand for enhanced openness and transparency.  This solution would 
provide the technology foundation to enable data integration citywide

Key Activities This initiative involves the following activities:

1. Documenting requirements and assessing potential solution strategies 

2. Defining the recommended solution strategy and preparing a business case to document alternatives 
analysis results, costs, anticipated benefits, ROI, resource implications, schedules and risks

3. Submitting the business case for approval by the Architecture Review Board, and resource and prioritiza-
tion review by the Project Portfolio Manager, and ultimately review, approval and priority assignment in 
the city’s project portfolio by the IRB

4. Preparing a Statement of Work and identifying consulting resources required to assist with selected tasks 

Defining detailed requirements and conducting design, development/configuration, testing and deployment 
activities

Resource Implica-
tions

This task requires a significant commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluate potential solution strategies 

2. Developing business case, statement of work and procurement documents

3. ARB and PPM reviews of the proposed project

4. Project management oversight and internal ComIT resources for Statement of Work (SOW) tasks
Cost Summary Costs below are estimates for external consulting services.  Software/hardware costs not included
Est. Costs Year 1: $0 Year 2: $375K Year 3: $375K Year 4: $100K Year 5: $100K
Duration Up to 1.5 years (including time to secure project approval and 

funding, select an implementation vendor and oversee design, 
configuration and deployment of the proposed solution)

Owner: CTO and Applications Support 
Coordinator

Risks and/or  
Dependencies

Implementation of this Initiative could help facilitate Initiative B-5 (Improve capability for Departments to 
conduct their own analysis and reporting)

 
Enterprise Data Integration Solution Justification
During customer focus groups, interview participants identified several ways in which better integration would help the city 
achieve Strategic Objectives. For the Family & Youth Opportunities (FYO) objective, the initiative would improve integration be-
tween city and state systems, and enable cross-department data integration to improve data collection and process efficiency. For 
the Quality Organization (QO) objective, the initiative will improve integration between finance, HR and payroll systems. The 
Safe Community (SC), fully integrated Public Safety will enable real-time data analysis and systems integration.
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6.28 

Maintain Integrity and Security of Corporate Data (I-4)
This initiative encompasses a comprehensive set of tasks aimed at maintaining effective information security policies and proce-
dures. It also includes training programs to raise information security awareness and conducting periodic assessments to ensure 
that employees throughout the city are following policies and procedures.

Table 33: I-4 - Corporate Data Security Strategic Initiative

Initiative I-4 Maintain the integrity and security of corporate information

Overview This initiative encompasses a comprehensive set of tasks aimed at maintaining effective information security 
policies and procedures, as well training programs to raise information security awareness and conducting pe-
riodic assessments to ensure that employees throughout the city are following these policies and procedures.

Key Activities This initiative involves the following activities:

1. Assessing and revising information security policies and practices (required and recommended)

2. Developing or reviewing and updating procedures for Departments to follow to ensure highest degree of 
compliance

3. Developing procedures to oversee, monitor and measure performance against security plans

4. Establishing and deploying training programs to raise information security awareness

5. Defining standards to support solutions required to address security gaps (e.g., service levels, perfor-
mance requirements)

6. Conducting Department security assessments/audits on a defined schedule

7. Conducting penetration testing every 2 years.
Resource  
Implications

Moderate staff time involved in developing/updating policies, practices and plans, as well as planning and 
conducting training sessions and periodic assessments.  ComIT may hire an independent firm to assist in the 
above tasks.

Cost Summary Costs below are estimates for (optional) external consulting services to perform selected activities defined 
above

Est. Costs Year 1: $0 Year 2: $200K Year 3: $0 Year 4: $200K Year 5: $0
Duration Up to 2 years (including time to secure project approval and 

funding)
Owner: CTO

Risks and/or  
Dependencies

 Issues found in security reviews/audits will require additional expertise and/or funding to remediate

 
Corporate Data Security Justification
Data and network security is of paramount importance to ComIT and the city. The Gartner assessment rated the security 
process maturity level as a 3, or “Defined”.  Defined maturity means that security processes, tools, measures and meth-
ods have been standardized, documented and communicated throughout the organization. This is a favorable score and is 
aligned with the city’s government peers. 

‘Defined’ is an appropriate score as related to the city’s operational capacity, but ComIT and the city cannot become compla-
cent about security. While the city has a well-defined security program in place, the landscape and threats to security grow 
and change every day. Maintaining the security program is an organizational priority – one that is owned by the enterprise 
as well as ComIT. 

The city must invest in audits and testing to ensure defenses are strong. ‘White hat’ or ethical hackers will be engaged to 
identify weakness in the security provisions and perform penetration testing in FY16 and FY18. Penetration testing is a 
method of evaluating network security by simulating an attack on a computer system or network from external and internal 
sources. Many organizations think their security program is strong until a devastating breach occurs. Threats continually 
change, and the city must maintain a vigilant security posture.
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6.29 

Retire Mainframe Platform (I-5)
ComIT is executing a plan to move applications off the mainframe and retire this platform as soon as the Business Revenue 
and Personal Property systems have been migrated (FY17).

Table 34: I-5 - Retire Mainframe Strategic Initiative

Initiative I-5 Retire the City’s Mainframe platform

Overview The city’s mainframe costs are exceptionally high, when compared to peers in Gartner’s benchmark study.  
There are applications still running on the mainframe today – only two of which are heavily used.  ComIT has 
already developed a plan to migrate these remaining applications off the mainframe and retire this platform.

Key Activities This initiative involves the following activities:

1. Conduct analysis to determine options, costs, anticipated savings and risks associated with migrating 
remaining mainframe applications to a different platform.  

2. Migrate existing mainframe applications to hosted environment

3. Operate hosted solution and mainframe in parallel for prescribed amount of time

4. Retire mainframe
Resource  
Implications

This task requires a significant commitment by ComIT resources for the following key tasks:

1. Conducting analysis to evaluate potential solution strategies 

2. Developing business case, statement of work and procurement documents

3. ARB and PPM reviews of the proposed project

4. Project management oversight and internal ComIT resources for Statement of Work (SOW) tasks

Cost Summary Mainframe costs will be eliminated after Business Revenue and Personal Property applications are migrated.   
Funds should be shifted to support the new application infrastructure and maintenance.

Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration Up to 1 years (including time to secure project approval and 

funding)
Owner: CTO and Applications Support 

Coordinator
Risks and/or  
Dependencies

 Risk that owners of remaining mainframe applications will not use hosted solution.

 

Retire Mainframe Justification
The city’s mainframe costs are exceptionally high because usage is so low, but will be required until the Business Revenue 
and Personal Property applications are retired after migration to new technology (FY17). At that point, the city will be able to 
eliminate this platform.

6.30 

Disaster Recovery and Business Continuity Plan (I-6)
ComIT has already started defining and implementing a Disaster Recovery-Business Continuity plan for the city.  Disaster 
Recovery focuses on restoring IT systems after a significant event and Business Continuity plans ensure business processes 
are resumed as quickly as possible. Completing these plans and executing them is critical so that the city is assured access 
to its critical information systems and data during and after a major hurricane or other similar disruptive events. ComIT is 
responsible for developing a DR plan, but has also spearheaded the Business Continuity plans. The responsibility for main-
taining the BC plans must transition to the business units.
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Table 35: I-6 - Disaster Recovery Strategic Initiative

Initiative I-6 Develop and execute a Business Continuity/Disaster Recovery Plan 

Overview ComIT has already begun work to define and implement DR/BC plan for the city.  Completing this plan and 
executing it are critical so that the city is assured access to its critical information systems and data during and 
after a major hurricane or other similar disruptive events. 

Key Activities This initiative involves the following proposed phases (as described in ComIT’s FY2015-2020 CIT CIP submit-
tal:

1. Data Center Improvements

2. Identification of Recommended Recovery Strategies

3. Procurement of Recommended Disaster Recovery Solutions

4. Implementation of Recommended Disaster Recovery Solutions
Resource  
Implications

This task requires a significant commitment by ComIT resources for the following key tasks:

1. Defining high-level requirements and evaluate potential solution strategies 

2. Developing business case, statement of work and procurement documents

3. Procurement support in evaluating and selecting vendors

4. Project management oversight and internal ComIT resources for Statement of  Work tasks

Cost Summary Costs below are estimates for external consulting services, as well as required hardware and software and/or 
hosting solutions.

Est. Costs Year 1: $810K Year 2: $658K Year 3: $635K Year 4: $5.568M Year 5: $1.751M
Duration Up to 4 years Owner: MLT and Office of the CIO
Risks and/or  
Dependencies

Implementing this initiative will entail sustained commitment from all city departments and the MLT 

Disaster Recovery and Business Continuity Justification
Disaster Recovery costs are extremely low compared to the city’s peers. The DR costs reported by the city only include some 
off-site tape storage. Business continuity management and DR are key disciplines for an organization that must effectively 
recover from a disaster.  DR must address every aspect of business operations, not just the IT systems that support them. 
Organizations frequently under-invest in business continuity management and DR because they fail to see the full range of 
financial and nonfinancial losses at stake. The MLT has approved Phase IV of Disaster Recovery CIPs for inclusion in the 
FY15 budget.

The city operates several mission-critical high priority systems that must be available during and after regional emergencies. 
These systems include Public Safety applications that allow first responders to provide emergency assistance. Public Utilities 
applications ensure potable water is available and sanitary sewer systems are working. Human Services use tools and ap-
plications that assist a vulnerable population receive shelter and medical care. The city could face significant delays in vital 
services restoration if lack of disaster planning renders these services unavailable after an emergency.
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6.31 

Sustainable Technology Infrastructure Funding Source (I-7)
Virginia Beach is underinvesting in core technologies that support the applications and information system services that end 
users often take for granted. Although ComIT has developed plans for making improvements in these areas, the city needs 
to establish a reliable long-term funding mechanism to ensure these core technologies are maintained and sustained.  A 
chargeback model may be an equitable option, as it provides a means for users to pay for the services that ComIT provides. 
This is a high priority initiative that will require Management Services assistance to develop.

Table 36: I-7 - Sustainable Infrastructure Funding Strategic Initiative

Initiative I-7 Develop a sustainable funding source for essential technology infrastructure 

Overview As Gartner’s infrastructure and operations benchmark report indicates, the city of Virginia Beach is un-
derinvesting in core technologies that support the applications and information system services that end 
users often take for granted.  Windows spending for the city is less than its peers in the benchmark study.  
But, data network investment is only half that of IT organizations in Gartner’s peer comparisons.  Although 
ComIT has developed plans for making improvements in these areas, the city needs to establish a reliable 
long-term funding mechanism to ensure these core technologies are maintained and sustained.  A charge-
back model may be an equitable option, as it provides a means for users to pay for the services that ComIT 
provides.

Key Activities This initiative involves the following activities:

1. Develop a discussion document that evaluates the pros and cons and pro forma financial implications 
of implementing various infrastructure models – subsidy, cost center and service center models (or 
hybrids of these 3 approaches)

2. Meet with city budget officials to review options and establish a recommended approach

3. Develop a strategy for implementing the recommended approach, to include current costs, services, 
measurement protocols/performance metrics, pricing details, policies, communications and reporting 
options (details will vary depending on approach defined).

4. Work with city leaders to implement recommended approach
Resource Implications ComIT should be able to complete this work with in-house resources
Cost Summary No additional costs associated with this initiative
Est. Costs Year 1: $0 Year 2: $0 Year 3: $0 $0 $0 Year 5: $0
Duration 12 months to complete all 4 activities listed above Owner: MLT and Office of the CIO
Risks and/or Dependen-
cies

1. Potential resistance to any proposed chargeback model for consumption of IT services

2. ComIT would also need to define services and SLAs to support a chargeback model (see Initiative S-2)

 

Technology Infrastructure Funding Source Justification
City spending across all infrastructure towers is less than its peers because the city is not investing in maintaining its tech-
nology. The city’s investment in the data network is only half that of IT organizations in Gartner’s peer comparisons.  This 
finding is supported by feedback from the offsite locations that network speed is slow and is detrimental to productivity. The 
city’s network is a slower technology and has not had any significant investment in the past few years. Lack of investment 
has contributed to the network becoming antiquated. The lower overall funding for the hardware and storage is indicative 
of aging equipment that is not being refreshed and replaced. Aging equipment results in higher FTE costs as the equipment 
requires more support and repair. 
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6.32  

Radio System Strategy (I-8)
The city has prepared a Radio Sustainment Plan which addresses many current gaps highlighted in Gartner’s assessment.  
The city now needs to develop a radio system strategy that includes an objective evaluation of alternative solutions and 
governance mechanisms to support lifecycle investment decisions. The city also needs sustainable funding to ensure that all 
components of the recommended system are properly maintained and supported once deployed.

Table 37: I-8 - Radio System Strategic Initiative

Initiative I-8 Develop, fund and execute a citywide radio system strategy

Overview The city’ has prepared a Radio Sustainment Plan which addresses many current gaps highlighted in Gartner’s 
assessment.  The city now needs to develop a citywide radio system strategy that includes an objective evalu-
ation of alternative solutions/approaches, governance mechanisms to support lifecycle investment decisions 
and sustainable funding to ensure that all components of the recommended system are properly maintained 
and supported once deployed.

Key Activities This initiative involves the following activities:

1. Establish formal governance structures to solicit stakeholder input and guide project investment deci-
sions; establish charter, roles and responsibilities and communication plan.

2. Evaluate maintenance and support options; establish preventative maintenance and support strategy.

3. Develop detailed analysis on radio system upgrade alternatives; establish operational value, technical 
value, risk and cost criteria, include stakeholders in the process and develop strategic recommendation to 
gain funding approval as appropriate.

a. If not done so already, perform coverage predictions to determine improved exterior and in-building 
coverage of adding planned 6 sites. If needed, perform alternatives analysis of gap-filling solutions 
for in-building coverage (e.g., bi-directional amplifiers, building repeaters).

b. If not done so already, perform an analysis to determine whether the planned addition of public ser-
vice channels would be sufficient in supporting increased traffic during significant incidents.

c. Conduct alternatives analysis of public service users to determine whether all existing analog users 
require land mobile radio type communications. If some user groups could use commercial ser-
vices, this could reduce the numbers of handhelds (and potentially radio frequency site equipment) 
required as part of the Radio Sustainment Plan.

4. Conduct assessment of system survivability and redundancy to identify potential system improvements 
for investment

5. Formalize service management process, track/report on service levels, measure and develop service 
improvement strategy.

Resource Implica-
tions

ComIT and the city’s public safety agencies can develop the radio system strategy with in-house resources, but 
an independent contractor may be required to guide the effort and produce required business case documen-
tation.

Cost Summary Costs below include costs for an independent contractor to facilitate the development study and documenta-
tion of the radio system strategy

Est. Costs Year 1: $300K Year 2: $0 Year 3: $0 Year 4: $0 Year 5: $0
Duration 6-9 months to evaluate alternative approaches and develop 

and document the strategy
Owner: CTO

Risks and/or Depen-
dencies

1. Governance will be a risk, as multiple city departments will need to agree on a single enterprise strategy

2. Costs for replacing the existing radio system components may exceed available funding
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Radio System Strategy Justification
A highly functional and technically well-maintained radio system is a critical element of the city’s and region’s public safety 
and emergency management operations. Lack of redundancy and aging equipment is jeopardizing the integrity and reliabil-
ity of the radio system.  The need to purchase replacement parts and materials on EBay is a clear sign that refresh planning 
and investment is not occurring. Similar to the need for disaster recovery planning, the city could face liability if the radio 
system were to fail during a regional emergency. ComIT is initiating this work in FY14 and expects to complete the radio 
system strategy in FY15. An important component of the radio strategy is securing an ongoing maintenance contract and 
support plan to ensure the radio system remains technically current.
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6.33. 

Strategic Initiative Funding and Timeline
The strategic initiatives will be executed in a phased approach. The figures below show a proposed five year phased approach 
and a high level budget estimate for implementing the strategic initiatives.

Figure 79: Proposed Strategic Initiative Timeframe

Note: The schedule assumes adequate funding and resources are available to implement the strategic initiatives.
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Figure 80: Strategic Initiatives FY15 to FY17

Note: The schedule assumes adequate funding and resources are available to implement the strategic initiatives.

8.65M

R1:
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Figure 81: Strategic Initiatives FY18 to FY19

Note: The schedule assumes adequate funding and resources are available to implement the strategic initiatives.
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Figure 82: Yearly Funding Distribution
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ComIT’s five-year Master Technology Plan is ambitious, 
but the current city leadership has the vision and the 
drive to reach these goals and achieve mission excel-
lence. ComIT spearheaded the effort to develop the 
Master Technology Plan, but cannot transform into a true 
service-optimized organization without the support of its 
partners (City Council, the city manager and department 
directors). All must become familiar with the Master 
Technology Plan and share the vision to become: “an 
organization committed to proactively deliver-
ing a dynamic and evolving set of core services 
and innovative technologies that the city and its 
constituents demand.”

To strengthen governance, ComIT will seek members 
to serve on an Investment Review Board to take owner-
ship of project-related decisions. These members will 
be provided with the necessary information regarding 
project status, business value/ROI of proposed work, and 
any scope changes or project impacts. They will be given 
the tools to be actively involved and effective in governing 
the IT project portfolio. These investments will be of great 
importance to the City Council, our citizens and local 
businesses.

To transform service delivery, business relationship man-
agers (BRM) will be assigned to work with designated de-
partments. ComIT strongly believes that the departments 
need and will embrace this new relationship and advocacy 
the BRM will provide. In this capacity, the departments 
and BRMs will partner in developing departmental 
technology plans to meet their current and future needs.  
ComIT will engage to learn the departments’ business, 
understand their challenges, and help craft plans to ad-
dress business needs. ComIT’s outreach approach will 
not be limited to technology solutions, but will also assist 
with process design, business case development, strategic 
planning, as well as project status and dashboard man-
agement tools.

To build better business solutions, ComIT will work to 
leverage investments in existing technology solutions and 
automate key business processes to maximize depart-

ment service delivery.  ComIT will provide agencies with 
the power to analyze and report against their data and 
approach new application development with a focus on 
innovation.

A foundational element of the entire plan is the need to 
improve core technology infrastructure and operations.  
ComIT will implement a next generation network to im-
prove the speed, reliability and performance of the single 
most important IT asset that the organization owns.  
Other core technologies must be expanded to include 
improved storage systems, data integration and manage-
ment solutions, and security solutions. 

Many of these initiatives require adequate funding and 
sustainment programming of the technology assets for 
the long term. The MLT has already recognized the im-
portance of the plan and is including year one funding for 
many of the initiatives in the FY15 budget. This plan is not 
solely an IT plan - but a plan to improve and enhance the 
ability of each line of business within the city to deliver 
needed and valued services to the departments, citizens 
and visitors.  

Putting the strategic plan into action also offers benefits 
that extend beyond the city’s borders.  The initiative to 
implement a radio strategy will improve and sustain com-
munication within the region in the event of an emergen-
cy. Deploying additional optical fiber to build out the next 
generation network allows interoperability with regional 
partners such as higher education institutions. Com-
munications and collaboration between Virginia Beach 
and other cities will be greatly enhanced. The sharing 
of services, such as hosting applications for sister-cities, 
will become possible, and public safety operations will 
become more agile and responsive to the citizens and our 
regional partners.

This is much more than a technology plan; it is a plan to 
transform service delivery for the city of Virginia Beach. 
This is a challenging and anticipatory time for ComIT. 
The organization has developed a vision for excellence 
and a roadmap to get there. ComIT has taken 

Conclusions7
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Acronym Meaning

ACD Automatic Call Distribution

APM Application Portfolio Management

ARB Architecture Review Board 

ATC Advanced Technology Center

BA Business Analysis/Analyst

BC Business Continuity

BI Business Intelligence

BIA Business Impact Analysis

BRM Business Relationship Management/Manager

BST Business Systems Team

CIO Chief Information Officer

CIP Capital Improvement Program

CIT Communications and Information 
Technology

CMMI Capability Maturity Model Integration

COI Community of Interest

ComIT Communications and Information 
Technology

COOP Continuity of Operations Plan

COTS Commercial Off-the-Shelf

CPU Central Processing Unit

CRM Customer Relationship Management

CRO Cultural and Recreational Opportunities

CTO Chief Technology Officer

DBA Database Administrator

DBMS Database Management System

Acronym Meaning

DHS Department of Human Services

DR Disaster Recovery

DRB Design Review Board

EA Enterprise Architecture

ECCS Emergency Communications and Citizens 
Services

ECM Enterprise Content Management

EMS Emergency Medical Services

ERP Enterprise Resource Planning

EV Economic Vitality

FTC Full-time Consultant

FTE Fulltime Equivalent

FY Fiscal Year

FYO Family and Youth Opportunities

GB Gigabyte

GIS Geospatial Information Systems

GRM Government Revenue Management

HR Human Resources

I&O Infrastructure and Operations

IoT Internet of Things

IP Internet Protocol

IPG InSITE Program Group

IRB Investment Review Board

IT Information Technology

ITAM Information Technology Asset Management

Acronyms

a methodical approach to assess and establish a baseline 
in order to formulate these recommendations and lay 
out a clear plan for the future. This report provides a 
five year strategy for implementing the Virginia Beach 
Master Technology Plan. Implementation will require 
leadership commitment and resourcing, departmental 

collaboration and ComIT performance and accountability. 
Transforming the delivery, modernization and expansion 
of technology services will be challenging. This roadmap 
brings into focus how achievable it can be, and how 
technology will assist the organization in reaching its 
vision as a community for a lifetime.
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Acronym Meaning

ITCM Information Technology Change 
Management

ITIL Information Technology Infrastructure 
Library

ITS Intelligent Traffic System

ITSD Information Technology Service Desk

ITSSM IT Service Support Management

LAN Local Area Network

MAN Metropolitan Area Network

MB Megabyte

MDT Mobile Data Terminal

MHz Megahertz

MIPS Million Instructions per Second

MLT Management Leadership Team

NGN Next Generation Network

OLM Oracle Learning Management

OPEX Operating Expense

PMI Project Management Institute

PMO Project Management Office

PMP Project Management Professional

PMT Project Management Team

PPM Project Portfolio Management

PSAC Public Safety Answering Center

PTC Part-time Consultant

PWA Project Web Access

QELL Quality Education and Life Long Learning

QO Quality Organization

QPE Quality Physical Environment

RACs Revenue Assessment and Collections

Acronym Meaning

RDBMS Relational Database Management System

RFP Request for Proposal

ROI Return on Investment

RPM Resource Planning and Management

RTO Recovery Time Objective

SA Systems Analyst

SAM Server and Application Monitoring

SAN Storage Area Network

SC Safe Community

SCADA Supervisory Control and Data Acquisition

SCG Strategic Coordinating Group

SDLC Software Development Lifecycle

SIT Strategic Initiative Team

SLA Service Level Agreement

SLM Service Level Management

SLT Service Level Targets

SME Subject Matter Experts

SOW Statement of Work

SR Service Request

SRM Storage Resource Managment

TB Terabyte

TCO Total Cost of Ownership

TIME Tolerate, Invest, Migrate, Eliminate

TIR Technology Initiative Request

VoIP Voice over IP

WAN Wide Area Network

Appendices available online
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1. FTE Staffing and Vacancies 
ComIT is currently staffed by approximately 180.5 fulltime staff members plus 39 fulltime 
consultants. As of January 2014, there are 14.5 vacant positions. ComIT staffing spiked in FY10 
but has since tapered off due to positions being eliminated to meet annual budget reductions. 
Staffing has recently increased as a result of positions added for specific applications support 
while overall reduction continues to affect core service provisions. 

Figure 1: FTE Count Yearly Trend 

 

Figure 2: Vacancy Yearly Trend 
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Figure 3: Yearly FTE Count by Division 
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2. ComIT Annual Budget 
The table below shows the annual ComIT budget over six years and the proposed budget for FY15. The majority of the budget funds 
the salaries and fringe benefits of ComIT staff.  

  FY09 
(Adopted) 

FY10 
(Adopted) 

FY11 
(Adopted) 

FY12 
(Adopted) 

FY13 
(Adopted) 

FY14 
(Adopted) 

FY15 
(Proposed) 

General Fund $31,766,691  $21,989,749  $21,690,104  $22,049,653  $22,842,774  $23,457,648  $22,348,159  
Computer 
Replacement (In 
FY15; Separate 
budget unit outside 
ComIT) 

Included in GF   Included in GF  Included in GF  Included in GF  Included in GF  Included in GF  $981,412  

Print Shop ISF* $3,948,152  $3,922,054  $2,653,512  $2,377,654  $0 $0 $0 
Telecommunications 
ISF 

$2,079,689  $2,798,159  $2,780,844  $2,722,235  $3,255,092  $3,654,719  $3,346,435  

Subscription ISF $1,841,275  $2,554,006  $3,076,463  $3,509,495  $3,604,873  $3,283,281  $3,566,637  
Capital Projects ISF $0 $0 $0 $202,170 $197,364  $197,938  $237,404 
*ISF is Internal Service Fund 

Figure 4: ComIT Budget Yearly Trend 
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The vast majority of the ComIT budget is dedicated to salaries and fringe benefits. Also included in the budget are 
funds dedicated to hardware and software maintenance.  Although the enterprise benefits from this investment, 
ComIT is responsible for funding the upkeep of these assets. Miscellaneous costs include training, copier supplies, 
office supplies and miscellaneous hardware, among others. 

Figure 5: Budget Distribution 

 

 
 

3. CIPs and CITs 

3.1. CIT CIP Funding History 
The table below describes the CIT CIPs for fiscal year 2014 and the past five years by Strategic Initiative Team (SIT) area.   

CIT CIP Year 1 Funding 
  FY09 FY10 FY11 FY12 FY13 FY14 
Safe Community  $10,170,162   $3,705,760   $1,900,000   $7,000,781   $17,187,764   $7,249,474  
Quality Organization  $7,921,450   $1,548,838   $2,439,224   $1,864,905   $2,094,729   $3,245,044  
Quality Physical Environment  $880,784   $  $  $  $  $1,344,413  
Economic Vitality  $   $  $  $  $  $ 
Cultural & Recreational Opportunities  $ 330,581   $  $  $195,000   $  $ 
Quality Education & Lifelong Learning  $   $  $   $1,835,708   $  $ 
Family & Youth Opportunities  $  $  $  $538,756   $  $ 
   $19,302,977   $5,254,598   $4,339,224   $11,435,150   $19,282,493   $11,838,931  
 

Figure 6: CIT CIP Yearly Funding Trend 
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The Safe Community SIT historically has been granted the majority of CIT CIP funding. Safe 
Community, Quality Organization and Quality Physical Environment have received most of the 
CIT CIP funding at 66%, 27% and 3% respectively.  

Figure 7: CIT CIP Funding by SIT 

 

3.2. Six Year Fiscal Plan 
Some CIT CIPs are multi-year plans that extend over a six year period. The table below shows 
the breakdown of planned future funding for the top three CIT CIP funded SIT areas. 

6 Year Funding by Business Area 

 FY 2014 FY 2015 FY 2016 FY 2017 FY 2018 FY 2019 
Safe Community $7,249,474  $11,662,739  $2,754,074  $1,233,777  $1,233,777  $1,233,777  
Quality Organization $3,245,044  $2,778,820   1,322,000  $1,322,000  $1,322,000  $1,322,000  
Quality Physical 
Environment 

$1,344,413       
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The tabular information above is displayed below in a graphical format. 

  Figure 8: Six Year Funding by Top SITs 

 

  

 
 

The ongoing CIT CIP funding can be broken out by business areas. Depicted graphically, 
Utilities will receive the majority of CIP funding, and IT will receive the least amount of ongoing 
funding. IT funding includes capital invested in infrastructure that supports the enterprise. The 
City invests very little in its infrastructure – relying on ComIT to make investments on a yearly 
basis through the ComIT budget. 

Figure 9: Six Year Funding by Business Area 
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3.3. Funded CIP Requests 
The table below provides detail regarding the CIPs that were approved for funding. 
 
  = Funding added outside of budget process, so not in the document totals 

  = No Funding / not approved yet / closed 

 
Funded CIP Request Detail 

CIP Name / Description CIP # Section SIT Prior 
Year(s) 
Funding 

Funded in 
FY2009 

Funded in 
FY2010 

Funded in 
FY2011 

Funded in 
FY2012 

Funded in 
FY2013 

Alarm System Monitoring/MOSCAD Replacement   Buildings SC         1,407,504 0 

ALI Database Management & Selective Routing 3619 CIT SC         362,700 1,645,176 

Communication Infrastructure Replacement - Phase I 3281 CIT SC 15,502,988 8,622,012         

Communications Infrastructure Replacement - Phase II 3142 CIT SC 0 0 2,716,000 1,900,000 2,149,376 11,750,000 

Communications Infrastructure Replacement -Phase III 3616 CIT SC       0 0 0 

COPS Law Enforcement Technology Grant 3151 CIT SC     800,000 0 0 0 

Data Storage and Mgmt. for Evidentiary Files 3607 CIT SC         1,318,060 0 

Police - Integrated Public Safety Record Management 
System 

3095 CIT SC 0 0 0 0 2,734,786 4,299,580 

UASI Interoperable Communications Tech Expansion 3062 CIT SC         2,100,000 0 

Urban Area Security Initiative (UASI) - Phase II 3143 CIT SC   4,000,000 0 0 0 0 

VBAlert Replacement 3620 CIT SC         435,859 0 

EMS - Handheld Field Reporting 3086 CIT SC 0 73,000 450,000       

Police - Telestaff T&M Module 3094 CIT SC 0 83,200 539,760       
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Funded CIP Request Detail 

CIP Name / Description CIP # Section SIT Prior 
Year(s) 
Funding 

Funded in 
FY2009 

Funded in 
FY2010 

Funded in 
FY2011 

Funded in 
FY2012 

Funded in 
FY2013 

MDT Increased Functionality 3096 CIT SC 0 281,324         

In-Vehicle Mapping 3043 CIT SC 0 904,716         

Automation of Emergency Medical Dispatch 3085 CIT SC 0 205,910         

Automatic Vehicle Locator System 3346 CIT SC 1,313,500 0         

Safe Community Funding       16,816,488 14,170,162 4,505,760 1,900,000 10,508,285 17,694,756 

Human Services IT Systems Integration 3349 CIT FYO 340,500 0 0 0 0   

Social Services Interface System Replacement 3631 CIT FYO         538,756 0 

Family / Youth Opportunities Funding       340,500 0 0 0 538,756 0 

Library Automated Material Handling 3622   QELL         1,835,708 0 

Quality Education Lifelong Learning Funding       0 0 0 0 1,835,708 0 

Planning - Addressing System Integration 3091 CIT QPE   220,000   0 0 0 

Planning - Business System Integration Implementation 3093 CIT QPE 0 0 0 296,152 65,737 0 

Planning Business System Integration Accela-Ph. II 3632 CIT QPE           0 

Hansen Version 8 Upgrade 3061 CIT QPE 500,000 225,000         

eGIS - Digital Submission of Construction Plans 3084 CIT QPE 0 226,984         

Planning - Addressing System Integration 3087 CIT QPE 0 136,000         

Planning - Business System Integration Analysis 3092 CIT QPE 0 72,800         

Quality Physical Environment Funding       500,000 880,784 0 296,152 65,737 0 

Aquarium Ticketing and Financial System Integration 3097 CIT CRO         195,000 0 

 
 

Funded CIP Request Detail 

CIP Name / Description CIP # Section SIT Prior 
Year(s) 
Funding 

Funded in 
FY2009 

Funded in 
FY2010 

Funded in 
FY2011 

Funded in 
FY2012 

Funded in 
FY2013 

P&R - Class/InSite Interface 3090 CIT CRO 0 69,760 0 0 0 0 

P&R - Field Enabling HW Project # and Title: for Hansen 
End Users 

3089 CIT CRO 0 260,821 0       

Cultural and Recreational Opportunities Funding       0 330,581 0 0 195,000 0 

Phase II Permits and Inspections Interactive Internet 3207 CIT QO 1,000,000 0 0 0 0   

Application Portfolio Sustainment 3638 CIT QO           350,000 

Business Rev/Personal Property RACS Implementation 3618 CIT QO         500,000 0 

Cable Access Infrastructure Replacement Phase I 3119 CIT QO   660,647 558,283 313,000 333,331 322,000 

Cable Access Infrastructure Replacement Phase II 3617 CIT QO       0 0 0 

Disaster Recovery - Critical Service Analysis-Phase III 3637 CIT QO           436,150 

Disaster Recovery - Phase II 3618 CIT QO           0 

eGIS Base Map Updates (Partial Funding) 3646 CIT QO           336,579 

eGIS Master Address Repository 3623 CIT QO         329,408 0 

IT Network Infrastructure Replacement - Phase II 3068 CIT QO 0 564,803   207,000 325,000 300,000 

Oracle Applications Release 12 Upgrade 3602 CIT QO       2,480,355 0 0 

Telecommunications Replacement 3340 CIT QO 1,680,000 250,000 250,000 325,000 377,166 0 

Telecommunications Replacement - Phase II 3652 CIT QO           350,000 

IT Service Continuity 3052 CIT QO 1,900,000 314,000 390,555 513,998 0 0 

Analysis of Retirement of Mainframe Applications 3613 CIT QO       128,226     
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Funded CIP Request Detail 

CIP Name / Description CIP # Section SIT Prior 
Year(s) 
Funding 

Funded in 
FY2009 

Funded in 
FY2010 

Funded in 
FY2011 

Funded in 
FY2012 

Funded in 
FY2013 

Business Rev/Personal Property RACS Implementation 3615 CIT QO       952,000 0   

Urban Area Strategic Initiative (UASI) 3138 CIT QO 3,213,780 0 0 0     

COPS Interoperable Communications Technology Grant - 
Phase II 

3124 CIT QO   3,950,000 50,000       

City Human Resources/Payroll System 3280 CIT QO 9,648,061 575,000 300,000       

System Center Configuration Management 3083 CIT QO   150,000         

ODO - Collaborative Learning 3088 CIT QO   412,000         

Enterprise Electronic Records Management System 3209 CIT QO 750,000 1,000,000         

Conversion to Virtualization Analysis 3076 CIT QO 0 60,000         

Data Center Sustainability and Risk Reduction 3077 CIT QO   250,000         

GIS Web Infrastructure Upgrade 3078 CIT QO   150,000         

City-wide Municipal Wide Area Network Phase II 3079 CIT QO   700,000         

HR/Payroll System - Payroll Lag and Work Week Change 3081 CIT QO   275,000         

IPv6 Analysis 3082 CIT QO   50,000         

Enterprise Data & Info Mgmt Plan - Phase I 3045 CIT QO 414,000 0         

Software Infrastructure Replacement 3048 CIT QO 288,000 0         

Planning Address Process Conversion 3050 CIT QO 100,000 0         

311/Customer Relationship Phase II 3051 CIT QO 325,000 0         

Revenue Assessment and Collection 3200 CIT QO 11,924,799 0         

 
 

Funded CIP Request Detail 

CIP Name / Description CIP # Section SIT Prior 
Year(s) 
Funding 

Funded in 
FY2009 

Funded in 
FY2010 

Funded in 
FY2011 

Funded in 
FY2012 

Funded in 
FY2013 

Quality Organization Funding       31,243,640 9,361,450 1,548,838 4,919,579 1,864,905 2,094,729 

Total Communications and Info Tech CIP Funding         $24,742,977 $6,054,598 $7,115,731 $15,008,391 $19,789,485 
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4. Support for Applications 
ComIT maintains complex and critical IT systems including the highly integrated Public Safety 
applications that Police, Fire, Emergency Medical Services (EMS) and Emergency Citizen 
Communication Services (ECCS) rely upon to communicate and respond to emergencies. 
ComIT also supports the Oracle e-Business Suite of applications that maintains Human 
Resources data, ensures members are paid and receive benefits, and tracks the City’s financial 
data. ComIT supports the critical Business Revenue system that ensures the City receives the 
business and personal property taxes that funds the City’s operations. Other enterprise 
applications supported by ComIT include Hansen, Banner, Accela, Class, Laserfiche, 
SharePoint, the Microsoft Office suite, and numerous other line-of-business tools. ComIT also 
performs in-house development of custom applications and tools. To date, ComIT has 
developed and supports 51 custom applications, 90 custom interfaces, and 188 custom reports.   

Applications Support estimates there are approximately 550 applications being used in the City, 
not including desktop productivity tools such as Outlook, Excel and Word. Operational support 
for all these applications includes routine patching, minor and major upgrades, functionality 
enhancements, and troubleshooting and incident response. 
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5. Hardware Assets 
ComIT supports over 28,000 individual hardware assets. Hardware assets include computing 
hardware such as laptops, desktops and monitors, as well as servers, network equipment, fixed 
and handheld radios, cameras, projectors, printers and numerous other devices.   

Hardware assets are aging due to budget reductions that limit investment in new equipment. 
The aging hardware creates operational and resource inefficiencies as more time is dedicated 
responding to Service Desk tickets to address the deficiencies and make repairs. The charts 
below depict the trending toward older equipment. 

Figure 10: Aging Laptops 

 

Figure 11: Aging Desktops 
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Figure 12: Aging Server Hardware 

 

Figure 13: Aging Portable Radios 
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Figure 14: Aging Printers 
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The chart below illustrates that many of the City’s IT hardware assets are five or more years old. 

Figure 15: Average and Maximum Age of Assets 
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6. Service Desk Tickets 
The volume of Service Desk (Help Desk) HEAT tickets has grown substantially since ticket 
metrics were first tracked. Since inception of the Support Center, ticket volume has increased by 
4000% through 2013.  

The Support Center was established in calendar year 2000, and as the word spread about its 
existence - along with a strong campaign touting the Support Center as a single point of contact 
for technology support - the volume of calls increased. Over the years more technology has 
become available with greater complexity. Aging equipment has contributed to the increase in 
calls, which is supported by the charts in section 5.  

At the inception of the ComIT department in July 1999, the move of technical staff from within 
departments into a centralized ComIT department also meant that there was significant increase 
in calls made to the Support Center as customers were no longer reaching out to departmental 
SMEs.  The workforce has also changed. Technology is a vital part of every business unit within 
the City and the increased reliance on technology by City members to perform daily work 
activities contributes to a dependency on technology. The increase in call volume over the years 
supports this trend.  

Figure 16: Ticket Trends since Support Center Inception 
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7. Projects 
One of the many challenges ComIT faces is the strong demand for resources to perform project 
work. Formalized projects utilizing Project Management Institute (PMI) methodologies are the 
standard approach to managing complex work efforts. Projects typically are established to 
execute major upgrades, implement new technology initiatives, or conduct complex analysis to 
identify an approach or vendor. On average, 28 projects are entered into the work queue and 23 
projects are completed annually over the past five years. 

The graph below illustrates the volume of project work over the past five years. The large 
number of projects being worked is indicative of the challenges ComIT faces trying to satisfy the 
demand for project work.  

Figure 17: Project Status 
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8. Database Growth 
The growth in the number of database servers is illustrative of the overall increased demand for 
IT resources and services. Within a decade’s time, the City has added 66 additional database 
servers. This represents a growth rate of 2300% within ten years.  

Figure 18: Database Server Growth 

 

Database data storage has also grown significantly. Server data storage is growing at double-
digit percentages every year for the past five years when the metrics first started being tracked. 
Storage has more than doubled in the last five years. 

Figure 19:  Database Storage Growth 

 

0

10

20

30

40

50

60

70

80

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

Number of Database Servers 

Number of Servers

0

1

2

3

4

5

6

7

2009 2010 2011 2012 2013

Storage in Terabytes 

Storage in Terabytes



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix A)      17

 
 

9. Citizens Services 
ComIT provides IT services that are directly used by the citizens of Virginia Beach. The 
Geospatial Information Systems (GIS) division continually creates and updates mapping 
services that citizens can directly access through City websites. These maps feature many 
layers of data that can be turned on or off to provide different topographical, real estate, and 
landmark information. Flood zones can be also viewed.  

Multimedia Services (MMS) performs a vast array of services that directly benefit citizens. MMS 
records City Council and school board meetings which are streamed and archived on the City 
website. MMS also operates the VBTV cable channel that provides information to citizens and 
visitors. City and community outreach to residents regarding initiatives and priorities is facilitated 
by the MMS team. Other important citizen services performed by MMS include: 

 Social media management 
 Website content delivery 
 Video production 
 Photography 
 Program content development 

ComIT provides many online citizens services that empower citizens and visitors with 
information and interactive features. An online bill payment portal expedites the payment of 
fines and utility bills. A crime analysis mapping feature allows citizens to view criminal activity 
detail in different areas of the City. Robust, high quality websites provide a wealth of valuable 
information. Websites supported by ComIT include: 

 http://www.vbgov.com 
 http://www.vbparents.com 
 http://www.museumsvb.org 
 http://www.virginiaaquarium.com 
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This ITScore report was created for Matthew Arvay on 22Jan13.
Assessment name: VBIT_2012
     

  Overview  

     

 

Enterprise Capacity to Leverage IT is a factor of the role IT plays in the organization, the predispositions and 
effectiveness of business and IT leaders, and the robustness of certain critical capabilities in the IT 
organization. Gartner's ITScore for the Enterprise is a holistic toolset for advancing an organization's IT maturity 
that takes these complexities into account. 

 

     

 
The results and recommendations provided here are based upon your responses across one or more of the 
ITScore maturity assessments. These results and recommendations, while tending to be accurate, will vary 
based upon the surveys completed and each organization's unique conditions.

 

     
  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  

     

  Your Results  

  Tuesday, January 22, 2013  

  Your enterprise score is 2.5, your role maturity is Level 2: Enabling  
  Score Confidence Level: High  

     

  Level Summary  

     
  Based on your completed surveys, your ITScore for Enterprise maturity is: Level 2  

     

 

Level 2 enterprises expect IT to enable and potentially improve backoffice business operations, but through an 
arm's length relationship. Top executives engage with IT leaders only as necessary to place orders for tools and
solutions. CIOs are not engaged in business planning and focus on discovery processes to identify business 
demands as early as possible, instituting basic relationship management roles and rudimentary project 
management.

 

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 1 / 4
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  Level Detail  

     

     

  Recommended Reading  

     

l ITScore Overview for CIOs and Senior Executives
l Taking Control: Moving From Level 1 to Level 2 on Gartner's Enterprise IT Maturity Path
l CIO Advisory: Are You Poised to Meet or Miss Executives' Intended Business Outcomes?
l What Brand New CIOs Should Expect During their Start Up Period
l Identifying CEO Expectations and Executing Against Them : Toolkit
l How Government CIOs Can Create a Plan to Prove IT's Strategic Value
l Strategic Decisions for Optimal IT Service Management
l The Traditional Asset Optimizing IT Delivery Model is Obsolete
l Service management, ITIL, and the ProcessOptimizing IT Delivery Model 
l Running IT Like a Business 2.0: The Service Optimizing IT Delivery Model

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 2 / 4
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This ITScore report was created for Matthew Arvay on 04Dec12.
Assessment name: VBIT_2012
     

  Overview  

 

Gartner’s ITScore for CIOs and Senior Executives enables leaders to determine their IT organization’s capacity 
for helping the enterprise advantageously leverage information technology. This assessment examines the 
critical IT management capabilities necessary to achieve explicit types of IT contribution across the organization.
It identifies present maturity levels in seven key domains and provides prescriptive actions for advancement.

 

     

 
The results and recommendations from this survey are based upon your responses and common issues 
discovered within those responses. These results and recommendations, while tending to be accurate, will vary 
based upon each organization's unique conditions. 

 

     
  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  
     

 
 

Your Results
Tuesday, December 04, 2012

Your role score is 2.4 and your role maturity is Level 2: Enabling
 
 

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 1 / 12
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  Level Summary  

     

 
Level 2  Enabling: IT gives business leaders the leeway to use technology as required to achieve their 
objectives. IT organizations cast in the role of supporters, meeting expectations and providing tools and 
solutions as required by business leaders. CIOs focus on responsiveness, services and tools. 

 

     

     
  Recommendations for Improvement  
     

 

Recommended Actions for Improvement: 
• Build front office capabilities for sensing and managing demand, influencing investment decisions, and 
managing stakeholder relationships
• Actively manage the short, mid and long term viability of the technology and service portfolio – as a portfolio. 
Monitor their contributions according to business case parameters and service level agreements.
• Invest in effective governance. Build disciplined planning, investment and portfolio management. 
• Develop expertise in Business Process Reengineering
• Shore up any weakness is solution design and deployment.
• Develop explicit sourcing criteria. Evaluate and adjust existing sourcing arrangements accordingly.
• Realign cost accounting and financial management away from the asset focused paradigms of a cost center, 
toward the service, value and outcome oriented paradigms of a service business. 
• Create business based financial management and performance reporting.

 

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 2 / 12
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Level Detail  

   

     
  Strategy and Vision  
     

 

Strategy and Vision captures the nature and depth of IT's contribution to enterprise strategy and goal attainment. 
An optimum state for strategy and vision is that the IT organization meets expectations in providing explicit 
business outcomes. Particular indicators examined include the degree to which a formal IT strategy exists, is 
used to drive day to day operations and is updated according to business needs; whether the focus is primarily 
on IT, primarily on the business, or a mix of the two, whether the strategic scope of IT extends to traditional IT 
activities, emerging IT activities or is fully embedded in the business; and the degree to which IT delivers 
competitive value to the business. At Level I, the IT organization is focused on keeping the business running 
and its limited involvement with the business is focused on managing operational performance. There is either 
no formal IT strategy or it is focused primarily on operational considerations related to technology assets and on 
running IT operations  the focus is "keeping the lights on", not on achieving business outcomes or business 
performance and value. The IT strategy and vision are also independent of the business and exist with little or 
no direct contribution from the business.

 

     

     
  Executive Leadership  
     

 

Executive leadership focuses on IT leader effectiveness at peer collaboration as well as their relationship quality
and credibility with the business as it pertains to shared decision making and enterprise goal attainment. Various 
indicators, such as the CIOs reporting relationship and financial autonomy test relationship quality, along with 
measures of perceived leader relevance, scope of control and influence, and effectiveness in driving change. At
Level 2, although the CIO is an executive role, it reports to a Clevel executive and is not a member of the most 
senior leadership team. The CIO is accountable for the cost and performance of a defined informationfocused 
and technologyfocused organization. The CIO is a competent functional manager and an effective responder to
business leaders and their requirements

 

     

     
  Business mindset toward IT  
     

 

The Business Mindset toward IT dimension examines the cultural and behavioral propensities that aid or inhibit 
enterprise effectiveness in leveraging IT. It includes the attitude of the business toward IT. That is, whether the 
business units include or exclude IT in planning and managing their business. It also indicates the level of 
engagement of the business in IT matters, such as their role in technology decision making or investment 
prioritization, their behaviors and perceptions regarding IT's role and value, and the level of accountability they 
face in deriving value from IT. At Level 2, the business leads in the selection and prioritization of IT intensive 
solutions. The business perception is that IT is a service provider that enables its business "customers" plans, 
wants and needs. The business shares its plans with IT, expects IT to deliver its requirements, but does not 
include IT directly in the planning. The business mindset regarding IT is that it should concentrate on 
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This ITScore report was created for Matthew Arvay on 13Dec12.
Assessment name: VBIT_2012
     

  Overview  

     

 

Enterprises of any size and in any industry can use Gartner's maturity assessment for application organizations 
to gauge their capabilities. We built the tool based on years of research focused on application management 
practices, with insights gleaned from thousands of engagements and interactions with application organizations 
around the globe. The assessment measures the maturity of an application organization's processes, not of the 
applications themselves. Thus, a young organization may manage advanced technology and application 
portfolios with immature practices. Immature practices may achieve nearterm objectives, but they will eventually 
erode the effectiveness of the organization and the integrity of its applications. By contrast, application 
organizations with mature processes can deliver optimal business results, even via older and lessmodern 
technology. This assessment will help you determine your level of maturity, based on a scale from Level 15. 

 

     

 
The results and recommendations from this survey are based upon your responses and common issues 
discovered within those responses. These results and recommendations, while tending to be accurate, will vary 
based upon each organization's unique conditions. 

 

     
  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  
     

 
 
 

Your Results
Thursday, December 13, 2012

Your role score is 2 and your role maturity is Level 2: Repeatable
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  Level Summary  

     

 

In a Level 2 organization, processes are established in work teams or departments, but there is little consistency
in approach across the application organization. Here, we use the CMM term "repeatable," because it indicates 
the repeatable nature of discrete processes. The Level 2 organization depends on the leader or manager and 
the tools necessary to lead his or her work area. The team or workgroup performs specific, repeatable 
processes for each major activity, though the process itself varies from team to team. There's not much cross
activity definition; each discipline is conducted independently, like a stovepipe. Little proactive work is done to 
change or improve things.

 

     

     
  Recommendations for Improvement  
     
  To move to Level 3, establish common processes and getting them consistenly followed across all teams.  
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  Level Detail  

     

     
  Application Portfolio Management  
     

 

Level 1 organizations are characterized by a lack of consistency regarding definition, collection, assessment and
action on information about the existing portfolio. Although pockets of information about assets exist, they can't 
be brought together in a consistent view of application value, cost and risk. As a consequence, investment 
issues involving the value, cost or risk of existing applications will not be consistently recognized and managed.
The lack of a coordinated view of a portfolio hobbles planning. Generally, there is no process or schedule for 
management review and action on existing applications. Lists of applications may exist, but not necessarily. 
Where they do exist, the content may be out of date, inconsistent, or conflicting in their accuracy and definition. 
Various views of value, risks or costs are available, but not easily related. There is no context in which to 
demonstrate the cost or implications of application overlap or gaps. It is difficult for Level 1 organizations to 
generate a longerrange view of risk factors, such as vendor or platform viability, skill shortages or failure to 
meet business objectives. A Level 1 organization tends to place priority on shortterm, opportunistic programs 
that may increase longterm portfolio risks and costs. Focusing on shortterm activities makes it difficult to plan 
which skill sets must be maintained. Poor visibility of the relationship of business value to specific applications 
makes it difficult for the IT team to express technology needs in business terms.
In an ad hoc APM process, the organization is managing at the individual application level. Any individual 
application may be wellmanaged (or neglected), but the portfolio will be inconsistent and unoptimized. Most 
importantly, at this level, applications seldom go away; if they do, then it's by chance or accident.

 

     

 

Start by establishing ownership for the projects to establish an application portfolio and APM processes. 
Regardless of where it is placed, someone needs to "own" the creation and operation of an APM process. An 
individual needs to be identified as the APM program manager. Having multiple sources of leadership is fraught 
with problems and inconsistencies. This individual's first step must be to create a charter that senior 
management can agree on to specify progress milestones and measures for success.
Typically, in larger organizations, the responsibility for APM initially rests in one of two places: the PMO or the 
architecture team. Of our clients that perform APM functions, roughly twothirds of them select the PMO, and 
onethird select the architecture group.
Smaller organizations, or ones where neither architectural nor PPM groups are able to assume ownership, must 
take a different tack. An effective internal leader for the program must be designated. Sponsorship appropriate 
to the project must be defined. Effective staff will need to combine the financial, business and technical 
knowledge of the enterprise. This is a difficult combination of skills to find and will often have to be developed as
the program progresses. It may be necessary to source training and mentoring externally.
At this stage of maturity, the APM process will be aimed principally at developing a highlevel inventory of assets 
and their stakeholders. Along with the process to establish the initial inventory, it is important to design a process
to ensure that the inventory is regularly and continuously updated.
Level 1 organizations will begin to understand the value and potential improvements of the portfolio, but they 
must mature to higher levels to consistently realize these opportunities.
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This ITScore report was created for Matthew Arvay on 13Dec12.
Assessment name: VBIT_2012
     

  Overview  

     

 

Gartner's ITScore for Program and Portfolio Management (PPM) enables PPM leaders to identify 
shortcomings determine priorities and establish goals for improving their organizations. This maturity model 
is intended to support program and portfolio activities enterprisewide. This assessment will help you 
determine your level of maturity, based on a scale from Level 15. 

 

     

 
The results and recommendations from this survey are based upon your responses and common issues 
discovered within those responses. These results and recommendations, while tending to be accurate, will 
vary based upon each organization's unique conditions. 

 

  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  

     
     
     
     

  Your Results  

  Thursday, December 13, 2012  

  Your role score is 2.7 and your role maturity is Level 2: Emerging Discipline  
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  Level Summary   

     

 

Level two is defined as “emerging discipline’ because this is the point where the organization decides that 
the plate spinning and ball juggling of level 1 simply can’t go on any more and that slowing down just long 
enough to get organized is a make or break situation. Depending on how long an organization stayed at level 
1 and on its culture Level 2 can be a massive swing of the pendulum from an anything goes just get it done 
environment to a process driven moribund organization were rules get followed and nothing gets done at the 
most extreme.
The variety of approaches taken to project management at Level 1 begin to give way to more formal 
processes. Project costs are tracked, albeit only at an elementary level (generally to satisfy SOP98 or similar 
international regulations).
Most organizations at this level have invested in a basic PPM tool. The concept of disciplined teams working 
on a project is developed and project collaboration and team workspaces are supported. Nevertheless, 
"stovepiped" systems and inconsistent data still bedevil business processes. Financial management tools 
are generally still rudimentary with little or no capacity to provide a detailed look into multiple projects or 
programs or to handle chargeback or allocations systems.
Relationships at this level tend to breakdown, especially in IT organizations and the term “the business” 
begins to be heard. How severe this breakdown becomes (if it happens) and how long it takes to repair is 
different for every organization and dependent on a significant number of variables, including how much 
process IT chooses to adopt, how the rest of the company reacts to the process and finally at root; how IT is 
perceived within the entire organization (as a service provider or as a trusted partner. 

 

     

     
  Recommendations for Improvement  

 

• Tailor processes to the needs of the organization. Avoid the potential trap that says, "If some process is 
good, more is better." Encourage individual project/program use of processes by permitting people to 
"adjust" them to fit the needs of their projects without criticism.
• Although the focus absolutely must shift to looking at IT staff as generic resources available to support 
projects, avoid losing all focus on the fact that staff members are individuals first. Preserve as many 
opportunities as possible for them to make unique contributions.
• Understand that the beginning of project portfolio management should happen at this level, with at least a 
prioritized list of projects being assembled annually, for budget purposes.
• Move toward scheduling project start dates. Just because it’s approved doesn’t mean it needs to start now.
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Level Detail  

   

     
  People  

 

Too much demand and too few resources define the environment for most organizations at Level 2. The 
problem stems from an organizational unwillingness to abandon the notion that is possible to schedule every 
minute of a staff member’s day on multiple projects and get anything done on a timely basis. Staff members 
are generally caught in a situation where project demands and support demands create a chronic “pushme, 
pullyou” tension. Generally a move toward wanting higher value for a lower cost drives a change in this 
practice and at the latter stages of Level 2, the organization begins to invest in formal resource capacity 
management and there are increasing attempts to match demand to supply, allowing competent staff to once 
again have the unbroken time to deliver better quality results in a more timely fashion. Individual initiative 
toward obtaining PPM training is generally supported but there is rarely a recommended training plan and 
career growth is still "survival of the fittest" or available to the lucky few who work for the right manager.

 

     

     
  Practices and Processes  

 

Of all the capabilities and all the levels, level two practices and processes consumes more time and energy 
for PPM leaders than any other area. As a result this is one area where processes and practices at the early 
stages of maturity are quite different from those at the later states One of the events that generally moves 
organizations to level 2 is when senior management accepts the idea that effective project management will 
increase the value of projectbased work. At the beginning of level 2 the focus is on developing Initial 
guidelines for what constitutes project management at the later stages of level two there is generally a single 
and often complex methodology that every project is required to follow. At the later stages of level two 
organizations generally begin to put some sort of business case approval into place as well as a process for 
project Some combination of project, program and portfolio offices is established to satisfy the size and 
types of projects being managed. Projects are monitored, with defined and updated milestones, schedules 
and budgets
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This ITScore report was created for Matthew Arvay on 12Dec12.
Assessment name: VBIT_2012
     

  Overview  

     

 

Gartner's ITScore for Infrastructure and Operations (I&O) enables I&O leaders to identify shortcomings 
determine priorities and establish goals for improving their organizations. This maturity model is intended to 
support I&O activities enterprisewide. This assessment will help you determine your level of maturity, based on 
a scale from Level 15. 

 

     

 
The results and recommendations from this survey are based upon your responses and common issues 
discovered within those responses. These results and recommendations, while tending to be accurate, will vary 
based upon each organization's unique conditions. 

 

     
  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  
     

   
   
   
   

  Your Results
  Wednesday, December 12, 2012
  Your role score is 2.3 and your role maturity is Level 2: Committed
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  Level Summary  

     

 

At the committed level, I&O managers have started to standardize software and hardware and are documenting 
processes. They’re studying best practices and putting together plans for improvements that will serve the 
customer and advance I&O. Communications with top tier management is beginning to occur on a regular basis, 
with I&O having a voice in strategic planning. I&O managers are talking with vendors and looking at ROI of 
various technologies and implementations.

 

     

     
  Recommendations for Improvement  
     

 
Begin implementing best practices. Make periodic assessments of technology investments and report findings 
to executive leadership. Work with vendors to develop better servicelevel agreements (SLAs), and look at ways
to integrate system management tools. 
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Level Detail  

   

           

  Score Detail  

    Discipline Attributes Score  
    People Organization 2.1  
      Roles 5.0  
      Culture 2.5  
      Skills 2.0  
      Training 2.3  
      Metrics 1.7  
           
      Overall People Management 2.8  
           
    Process Focus & implementation 2.0  
      Standards 2.7  
      Integration 2.2  
      Process Metrics 1.4  
           
      Overall Process Management 2.2  
           
    Business Management Planning 2.3  
      Financials 2.5  
      Governance 3.9  
      Sourcing 2.6  
      PPM 2.4  
      Business Metrics 1.2  
           
      Overall Business Management 2.3  
           
    Technology Management Standards & Architecture 3.0  
      Efficiency 2.9  
      Quality of Service 1.2  
      Tools 2.0  
           
      Overall Technology Management 2.4  
           
      Overall I&O Score 2.3  
    Note: A discipline score is the weighted average of the attribute scores and hence may not equate to the arithmetic average.  
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This ITScore report was created for Matthew Arvay on 12Dec12.
Assessment name: VBIT_2012
     
     

  Overview  

     

 

Many enterprises recognize the benefit of improving the maturity of their information security programs, but don’t 
know where to start. Chief information security officers (CISOs) and other security and risk professionals can 
use Gartner’s ITScore maturity assessment, and its associated diagnostic tool, to identify their current and 
desired levels of maturity and both drive and justify improvements in their information security efforts

 

     

 
The results and recommendations from this survey are based upon your responses and common issues 
discovered within those responses. These results and recommendations, while tending to be accurate, will vary 
based upon each organization's unique conditions. 

 

     
  For a more accurate assessment and interpretation of your assessment maturity, contact a Gartner Analyst .  
     

   
   
   
   

  Your Results
  Wednesday, December 12, 2012
  Your role score is 3.2 and your role maturity is Level 3: Defined
   
   
   

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 1 / 12



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix B)      17

     

  Level Summary  

     

 

At this level of maturity, the enterprise has created a solid body of policies, and may also have the beginnings of 
a responsibility matrix defining individual information security roles. Rules are in place, but accountability for and 
enforcement of these rules are in their earliest stages. Information security activities are still heavily ITcentric. 
Most progress in information security is still driven by “top down” concerns from senior management, and 
enterprise security awareness remains limited. 

 

     

     
  Recommendations for Improvement  
     

 

• Create a formal crossorganizational committee to discuss and collaborate on information security issues. This 
may be a highlevel policy approval committee, with membership drawn from lineofbusiness managers, or a 
lowerlevel operational security committee, with members from the IT organization and representatives of the 
lines of business.
• Ensure that the process catalog is complete.
• Conduct a gap analysis to identify and prioritizes areas where improvement is required.
• Create realistic, actionable metrics for measuring the success and challenges of the developing information 
security program and communicating them to senior management.
• Begin to separate operational informational security functions from strategic risk management functions.
• Formalize the CISO’s position — it is not necessary that that title be used — with the role reporting to the CxO 
level.

 

     

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 2 / 12
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  Level Detail  

     

     
  Security Governance  
     

 
Information security governance functions are increasingly framed by regulatory and contractual requirements, 
audit, standards and business requirements. As formal information security steering committee / review board is 
instituted, and a set of governance processes have been defined.

 

     

     
  Planning and Budgeting  
     

 
Effective project planning has been implemented within the context of a formal security program. The program 
strategy is driven by technical, IT and compliance drivers, and contains a 3 strategy supported by an annual 
planning cycle. 

 

     

     
  Organization  
     

 

Some segregation of monitoring functions from implementation and administrative activities has been achieved. 
Clear roles and responsibilities for security functions, based on a formal process catalog, are effectively 
implemented. Responsibility for operationalized security activities has been moved to another IT operations 
team.

 

     

     
  Controls Framework  
     

 
An initial controls framework is developed, mainly based on industry standards such as ISO/IEC 27002 and 
other reference materials such as SANS. Security policy is reviewed, and a new policy management framework 
and process is being developed.

 

     

     
  Architecture and Engineering  
     

 
The security architecture process is expanded to incorporate process, information flow and organizational 
aspects. Security engineering and systems integration is primarily done by IT integration teams and projects, 
under the auspices of the corporate and/or IT information security teams

 

     

     
  Process and Operations  
     

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Created by a Gartner Diagnostic Tool and does not constitute Gartner research. Page 3 / 12
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CIO Assessment
Appendix C 
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CIO 
Assessment 

COMIT HEALTH CHECK 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix C)      3

Bottom Line Up Front 

Organizational Opportunities 
▪ Empower Virginia Beach Members and Citizens with Technology Innovations 

▪ Create New Collaborative Relationships  
▪ Improve System Sustainability and System Performance 

▪ Leverage Strategic Investments 
 

ComIT Opportunities 
▪ Develop Virginia Beach’s first Comprehensive IT Strategic Plan 

▪ Develop a New IT Technology Architecture Roadmap 
▪ Perform Benchmarking 

▪ Improve Budget Management 
▪ Improve Operations and Support 

▪ Develop a Continuous Improvement Program 
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Checking the Vital Signs 

Checkup #4 – Maturity Assessment 

IT Score Analyst Reviews 

Checkup #3 - Surveys 

Customer ComIT Members 

Checkup #2 - Environment 

Products Processes 

Checkup #1 - Customer Interviews 

One on One Small Groups 
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5 
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5 

Diagnosis #1 - Customer Interviews 

Customer Themes 

Good Smart People 

Good Technologists 

Risk Averse 

Inhibitor vs. Enabler 

Be More Responsive 

Need for Better Relationships 

Develop Collaborative Relationship with Schools 

14 
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Checking the Vital Signs 

Checkup #4 – Maturity Assessment 

IT Score Analyst Reviews 

Checkup #3 - Surveys 

Customer ComIT Members 

Checkup #2 - Environment 

Products Processes 

Checkup #1 - Customer Interviews 

One on One Small Groups 

15 
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5 

Checkup # 2 - Products and Processes 

      Products/Facilities 

▪ InSITE, Accela, RAC’s, Hansen, GIS, Email 

▪ VBGOV.com 

▪ Phone System and Radios 

▪ Network, Servers and Storage 

▪ Desktop/Laptops/MDCs 

▪ Datacenters 

 

      Processes 

▪ Budget 

▪ CIP 

▪ Program Groups 

▪ SIT Teams 

▪ EOC 

▪ Service Desk 

▪ Project Management 
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5 

Checkup # 2 - Products and Processes 

      Products 
 

• Networking Devices 
 ~1198 (Approx. 30% 6yrs and older) 

• Radios 
 Public Safety ~1100 (2007) 
 School Bus ~900 (2007) 
 Non-Public Safety - City  ~ 2065 (1999+) No Replacement Plan 
 Schools Subscribers - ~1311  (1999 +) No Replacement Plan 

• Desktops/Laptops 
 4764 Desktops (Approx. 32% 5yrs and older) 
 1352 Laptops (Approx. 52% 5yrs or older) 
 Servers (~240 –Physical; ~300 -Virtual) 
 Replacement Fund Started FY14 

• Telecommunications 
 Mix of Copper and Fiber; Leased and Owned 
 Various speeds, Ad-hoc design (not optimal) 

• Applications 
 800+ in Portfolio 

 
 

 

 

 

Processes 
• Service Desk 

 Average 600 Calls/Month 
 Backlog of 573 tickets/month 

 

• Project Management 
 86 Projects in Portfolio 
 66 – Active; 20 – Pending 

 Average Time to Completion:  
 FY12 and FY13  – 588 days (33 Projects) 

 Cost - Project Managers 
 FY12 Costs: 6 FTE - $528,387; 3.5 FTC - $648,015 

 FY13 Year to Date (March 2013): 6 FTE - $366,185; 5 FTC - $697,906 

 FY13 Full Year Projected: 6 FTE - $$549,278; 5 FTC - $992,000 

 Average of 6 Projects per Project Manager 
 Gartner Metrics: Industry Standard– 4; Best Practice- 2 
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5 

Diagnosis # 2 - Products and Processes 

      Products 
 

• Review current hardware refresh plans and funding sources; 
Propose modifications to programs to increase transparency and 
leverage technology investments.  

• Develop a new technology architecture roadmap. 

• Design a current state-of-the-art fiber communications 
architecture for the city. 

• Create framework to support mobility devices to create 
efficiencies within organization. – Tablet Transformation  

• Create framework to properly manage the organizations 
application portfolio.   

 

 

Processes 
 

• Create IT Strategic Plan 

• Perform Benchmarking 
• Infrastructure & Operations 

• Applications Management (Including Project Management) 
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Checking the Vital Signs 

Checkup #4 – Maturity Assessment 

IT Score Analyst Reviews 

Checkup #3 - Surveys 

Customer ComIT Members 

Checkup #2 - Environment 

Products Processes 

Checkup #1 - Customer Interviews 

One on One Small Groups 
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5 

Checkup #3 - Survey Results 

3
.8

0
 

3
.5

2
 

3
.3

2
 

3
.6

0
 

3
.7

0
 

3
.4

4
 

3
.5

2
 

3
.3

7
 

C IT Y BUSINESS UNITS 
ARE PROVIDED WITH 

EFFECTIVE TECHNOLOGY 
TOOLS TO DO THEIR JOB 

CIT Y HAS MADE GOOD 
DECISIONS ON IT 

INVESTMENTS 

IT SYSTEMS PROVIDE 
EXCELLENT SUPPORT 

FOR BUSINESS 
PROCESSES 

IT SYSTEMS ARE EASY 
TO USE 

Customers ComIT Members

Note: Based on Likert Scale 1 – 5; 1 = Strongly Disagree and 5 = Strongly Agree 
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5 

Checkup #3 - Survey Results 

3
.2

4
 

3
.0

8
 

3
.9

6
 

3
.7

6
 

2
.8

9
 

3
.1

7
 

4
.0

6
 

3
.2

7
 

CHANGES TO IT 
SYSTEMS ARE 

DELIVERED IN A TIMELY 
MANNER 

IT PROJECTS ARE 
DELIVERED IN A COST 

EFFECTIVE MANNER 

CRITICAL BUSINESS 
INFORMATION/DATA IS 

APPROPRIATELY 
PROTECTED 

EFFECTIVE TRAINING IS 
PROVIDED FOR THE IT 

SYSTEMS I USE 

Customers ComIT Members

Note: Based on Likert Scale 1 – 5; 1 = Strongly Disagree and 5 = Strongly Agree 
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5 

Checkup #3 - Survey Results 

3
.8

8
 

3
.6

8
 

2
.7

2
 

2
.6

8
 

3
.9

6
 

3
.5

6
 

2
.8

8
 

3
.2

1
 

C IT Y SHOULD HAVE A 
TECHNOLOGY 

INNOVATION FUND 
SPECIFICALLY 

EARMARKED FOR NEW 
AND INNOVATIVE 

BUSINESS PROJECTS    

COMIT DELIVERS 
EFFECTIVE IT SERVICES 

COMIT IS AGILE AND 
FLEXIBLE 

COMIT IS A 
TECHNOLOGY ENABLER, 
BUT NOT THE DECISION-

MAKER 

Customers ComIT Members

Note: Based on Likert Scale 1 – 5; 1 = Strongly Disagree and 5 = Strongly Agree 
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5 

Checkup #3 - Survey Results 

3
.7
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2
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2
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0

 

3
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3
.6
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3
.4

3
 

3
.5

4
 

3
.4

3
 

COMIT PROVIDES 
EFFECTIVE HELP WHEN I 

NEED IT.  
 

COMIT WORKS CLOSELY 
WITH DEPARTMENTS TO 

DEVELOP INNOVATIVE 
APPLICATIONS 

COMIT STAFF MEMBERS 
HAVE THE RIGHT SKILLS 

  COMIT STAFF 
MEMBERS HAVE THE 

RIGHT ATTITUDE 

Customers ComIT Members

Note: Based on Likert Scale 1 – 5; 1 = Strongly Disagree and 5 = Strongly Agree 
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Checkup #3 - Survey Results 

3.
64

 

3.
56

 

3.
28

 

3.
37

 

3.
27

 

2.
95

 

OUR EXTERNAL/THIRD 
PART Y IT SERVICE 

PROVIDERS DELIVER 
EFFECTIVE SERVICES 

THE COMIT 
MANAGEMENT TEAM 

PROVIDES SOUND 
GUIDANCE AND 

LEADERSHIP 

OVERALL, OUR 
CUSTOMERS ARE 

EXTREMELY SATISFIED 
WITHY COMIT'S 

CONTRIBUTIONS TO THE 
ORGANIZATOIN 

Customers ComIT Members
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Checkup #3 - Survey Results 
Directors/Line of Business Leaders - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Over the past five years,
has ComIT become more

or less critical to your
business?

In the upcoming five
years, do you think

ComIT will become more
or less critical to city

lines of business?

More Critical
No Change
Less Critical
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Checkup #3 - Survey Results 
ComIT Members - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Over the past five years,
has ComIT become more

or less critical to your
business?

In the upcoming five
years, do you think

ComIT will become more
or less critical to city

lines of business?

More Critical
No Change
Less Critical
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Checkup #3 - Survey Results 
Directors/Line of Business Leaders - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Who is responsible for
technology innovation for
the organization, ComIT
or the business units?

Completeley ComIT's
responsibility
Mostly ComIT's
responsibility
ComIT and LOB share the
responsibility
Mostly the business units'
responsibility
Completely the business
units' responsibility
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Checkup #3 - Survey Results 
ComIT - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Who is responsible for
technology innovation for
the organization, ComIT
or the business units?

Completeley ComIT's
responsibility
Mostly ComIT's
responsibility
ComIT and LOB share the
responsibility
Mostly the business units'
responsibility
Completely the business
units' responsibility
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Checkup #3 - Survey Results 
Directors/Line of Business Leaders - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Do you consider ComIT
an innovator compared

to other local
governments?

Yes, they're a leader

Somewhat

No, they tend to follow the
herd
I don't know



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix C)      33

Checkup #3 - Survey Results 
ComIT Members - Only 

0.0
10.0
20.0
30.0
40.0
50.0
60.0
70.0
80.0
90.0

100.0

Do you consider ComIT
an innovator compared

to other local
governments?

Yes, they're a leader

Somewhat

No, they tend to follow the
herd
I don't know
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5 35 
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5 

Diagnosis #3 – Director/LOB Survey Results 
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5 37 
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5 

Diagnosis #3 – ComIT Member Survey Results 
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Checking the Vital Signs 

Checkup #4 – Maturity Assessment 

IT Score Analyst Reviews 

Checkup #3 - Surveys 

Customer ComIT Members 

Checkup #2 - Environment 

Products Processes 

Checkup #1 - Customer Interviews 

One on One Small Groups 



ComIT Master Technology Plan (Apendix C)  |  City of Virginia Beach42

5 

Checkup #4 - Maturity Assessment 

Gartner 
 

• The world's leading information technology research and advisory company. 
 

• Founded in 1979, Gartner is headquartered in Stamford, Connecticut, 
U.S.A., and has 5,300 associates, including 1,280 research analysts and 
consultants, and clients in 85 countries. 
 

• Their clients range from CIOs and senior IT leaders in corporations and 
government agencies, to business leaders in high-tech and telecom 
enterprises and professional services firms, to technology investors, which 
encompass 12,400 distinct organizations. 
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5 

Functional  
LEVEL 1 

Enabling 
LEVEL 2 

Contributing 
LEVEL 3 

Differentiating 
LEVEL 4 

Transformational 
LEVEL 5 

 
Process 
management 
disciplines are 
adopted. 
 
 
 
 
 
 
People programs 
shift from skills 
to results 
orientation. 
 

 
 
 
 
 

Integrated tools  
support IT 
processes 
and cost 

compensation. 

      
 
 
IT is run like a 

business 
 

 
Technology 
Strategy is 
explicitly aligned 
to business 
goals. 
 
 
 IT Performance           
Measures are 
tied to key 
business  
indicators. 
 
 
 
 
 
 
IT service and  
solution 
capabilities  
are rock-solid. 
 
      
 
Sourcing is 
approached 
strategically and 
based on explicit 
business models. 

CIO is a fully-vested 
business leader 
reporting  
to CEO. 
       
 
 
Strategic human     
capital 
management 
processes, 
maintain 
appropriate short,  
  mid, and long term  
  talent pipelines. 
 
 
 
 
 
IT organization 
proactively 
identifies and 
pursues 
opportunities to 
leverage 
technology for 
strategic 
advantage. 

 
CIO has formal 
accountability for at 
least some business 
outcomes. 
 
         
IT Leaders drive  
innovation, pursuing   
IT enabled opportunity 
where external 
competitors find 
constraint. 
 
 
 
 
 
IT leaders fuel agility  
through extensive 
external relationships, 
partnerships,  
and personal networks. 

2.4 

Service and 
Solution 
outcomes are 
measured 
against formal 
performance 
obligations.  

CIO Assessment 

Purpose: Enables leaders to determine their IT organization’s 
capacity for helping the enterprise advantageously leverage 
information technology. 

Level 2 - Enabling: IT gives business leaders the leeway to use 
technology as required to achieve their objectives. IT organization 
is cast in the role of supporters, meeting expectations and 
providing tools and solutions as required by business leaders. 
CIOs focus on responsiveness, services and tools. 

Recommendations: 

1. Build front office capabilities for sensing and 
managing demand, influencing decisions, and 
managing stakeholder relationships. 

2. Invest in effective governance. Build disciplined 
planning, investment and portfolio management. 
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5 

Awareness 
LEVEL 1 

Committed 
LEVEL 2 

Proactive 
LEVEL 3 

Service Aligned 
LEVEL 4 

Business 
Partner 
LEVEL 5 

 
Reactive, pro-
fighting culture. 
 
 
 
 
 
 
 
 
Ad-hoc 
processes. 
 

 
 
 
 
 
 
 
 
 
 
 
 

Low Customer 
confidence 

      
Looking at 
industry best 
practices. 
 
 
Initial process        
formalization.  
 
 
 

 
Working on 
implementing 
industry best 
practices. 
 
 
 
Application         
SLAs. 
 
 
 
 
 
 
 
 
 
Widespread  
virtualization. 
      
 
Systems 
management  
tools 
integration. 

 
 
 
Industry best 
practices 
in place. 
 
   
 
Service  SLAs. 
 
 
 
 
 
 
 
 
 
 
 
Process 
automation.  
 
 
Trusted service  
   provided. 

 
Real-time 
infrastructure/ private 
cloud computing. 
 
             
 
 
Strategic  relationship  
 managers. 
 
 
              
 
 
                                 
                                       
                                      
                                        
     Proactively pilots  
     new technology     
     for business   
     innovation. 

2.3 

Tiered 
Support. 

Consolidation/ 
Standardization 

Infrastructure and Operations Assessment 

Purpose: Enables I&O leaders to identify shortcomings, 
determine priorities, and establish goals for improving their 
organizations 

Level 2 - Committed: Managers have started to standardize 
software and hardware and are documenting processes. They are 
studying best practices and putting together plans for 
improvement. They are talking with vendors and looking at ROI of 
various technologies and implementations. 

Recommendations: 

1. Improve Quality of Service – Improve and standardize 
on tools that alert, monitor and report on systems 
(Pro-active vs. Reactive). 

2. Establish Key Performance Indicators (KPI’s) and 
Operational Metrics.  
Example KPI’s: 
 - % LAN/WAN utilization 
   - Avg./Peak Storage capacity utilization 
   - Avg./Peak Server capacity utilization 
   - Call abandonment rate/% abandoned calls 
   - % of calls answered within X seconds 
 - % of problems resolved on initial call 
 - % uptime of core applications 
   - # of Severity 1 and 2 outages 
 - % availability of systems 

3. Improve Disaster Recovery Planning. 
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5 

Infrastructure and Operations - Detail 
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5 

Reactive 
LEVEL 1 

Emerging 
Discipline 
LEVEL 2 

Initial 
Integration 

LEVEL 3 

Effective 
Integration 

LEVEL 4 

Effective 
Innovation 

LEVEL 5 

 
All internal 
processes 
centered on 
management of 
official projects 
 
            
 
 
 
 
Projects have                          
budgetary  
estimates. 
 
 
 
 
 
 
 
 
 
     No formal  
     management  
     tools. 

      
Project 
processes are 
standardized. 
 
    PMO(s)  
   established. 
 
           
 
 
 
 
 
 
 
 
 
 
 
Projects are   
aligned to 
strategy. 
 
Projects and 
Programs 
are prioritized 
 
 

 
Specialized 
PPM leader  
roles 
formalized. 
 
 
 
Cross-
functional              
groups are 
easily            
formed and  
collaboration is 
the norm. 
 
 
 
 
 
Programs 
increasingly 
managed in-
house. 
 
Career paths 
defined. 

 
Centers of 
competency  improve 
workload  
management. 
 
 
 
The portfolio is 
modeled  
and  appropriately  
optimized, factoring 
in risk. 
 
 
 
 
 
 
 
Multiple methods  
exist and are used  
by all PMs. 
 
 
 
 
Benefit realization is 
being tracked. 

 
Charge Operations 
provides a constant 
stream of  
mini-projects. 
 
 
 
Rapid Strategy  
Execution is the 
focus of Enterprise  
Programs. 
 
 
 
 
 
 
 
 
Change Management  
and Communications 
are core capabilities of 
the EPMO. 

2.7 

Project and Portfolio Management 

Assessment 

Purpose: Enables PPM leaders to identify shortcomings to 
determine priorities and establish goals for improving their 
organizations.  

Level 2 - Emerging Discipline: The concept of disciplined 
teams working on a project is developed and project collaboration 
and team workspaces are supported. Nevertheless, “stovepipe” 
systems and inconsistent data still bedevil business processes. 
Relationships tend to breakdown, and the term “the business” 
begins to be heard. 

Recommendations: 

1. Tailor processes to the needs of the organization. Avoid 
the potential trap that says, “If some processes are 
good, more is better”. 

2. Focus must shift to looking at IT staff as “generic” 
resources available to support projects. Preserve as 
many opportunities as possible for them to make 
unique contributions. 

3. Establish an advisory committee that should include 
stakeholders to help prioritize projects based on 
resource capacity. This enables full transparency with 
all projects on the table. IT fails when they work more 
projects than they can really complete. 
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5 

Initial 
LEVEL 1 

Developing 
LEVEL 2 

Defined 
LEVEL 3 

Managed 
LEVEL 4 

Optimizing 
LEVEL 5 

 
 Automation 
limited to backup 
recovery 
software. 
 
Governance and 
recovery 
activities  are ad 
hoc, improvised, 
and reactive. 
 
 
 
 
   
 
 
 
 
 
 
Knowledge,     
responsibilities,  
and skill are 
lacking. 
 
 
Activities are IT  
centric. Basic 
plans 

      
No program  
management  
or recovery           
plan 
automation. 
 
Management  
processes 
support  
event response 
only. 
 
IT DRM 
responsibility  
assigned. 
 
           
 
 
Limited 
business 
involvement 
and 
commitment.  
 
 

 
 
Vision and 
program 
strategy 
definition in 
progress. 
 
 
 
 
 
 
 
 
 
BCM roles, 
responsibilities, 
and  Steering 
Committee in 
place. 
 
 
IT DRM 
classes and 
plans for all  
 mission-critical    
applications. 
 

 
Program 
management and 
recovery plan 
automation in place. 
 
BCM processes 
standardized and 
exercised across 
enterprise. 
 
 
BCM governance is 
formalized. 
 
 
 
 
 
IT DRAM classes  
and plans cover more 
than mission-critical 
applications. 
 
 
 
Business recovery 
plans in place. 
. 

 
Program management 
automation enables 
continuous 
improvement.   
 
 
KFIs and KPIs linked 
and  reported. 
 
 
 
 
 
 
 
 
 
BCM program 
responsibility aligned 
with strategic business 
management. 
 
 
 
 
Comprehensive BCM 
plans are in place and 
regularly exercised. 
. 

 1.5 

Business and Continuity Management 

Assessment 

Purpose: Enables BCM leaders to identify shortcomings, 
determine priorities and establish goals for improving their 
organizations. This maturity model is intended to support crisis 
management, emergency management, IT disaster recovery 
management, business recovery, contingency planning/supply 
chain availability and pandemic planning enterprise-wide. 

Level 1 - Initial: The enterprise is broadly aware of the need for 
improvements in its recovery capabilities, but lacks the 
knowledge base to build a true BCM program. Its activities and 
processes (where they exist) are ad hoc, improvised and reactive, 
and largely IT-centric and extremely siloed. 

Recommendations: 

1. Begin a process of developing an IT DRM program, 
naming an individual within the IT organization who 
will be responsible for developing IT DRM strategies 
for the various “siloed” areas. 

2. Align business unit IT DRM delivery expectations 
with what IT can realistically provide given both 
current and projected budget allocations. 

3. Perform an assessment against business 
expectations of recovery needs. Develop a gap 
report of current capabilities to recovery need 
expectations. 
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Initial 
LEVEL 1 

Developer 
LEVEL 2 

Defined 
LEVEL 3 

Managed 
LEVEL 4 

Optimizing 
LEVEL 5 

 
 
 
 
 
Ad hoc activities. 
 
 
 
 
 
Initial executive  
awareness. 
 
 
 
 
 
 
 
 
 
 
         IT-centric 
approach. 

      
CISO 
appointed. 
 
   
 
 
 User 
awareness  
   outreach. 
 
 
                                                    
                                               
                                            
                                        
                                   
                                     
 
 
Formal 
program 
initiated 
 

 
Policies and 
processes 
defined. 
 
 
 
 
 
 
 
 
 
 
 
 
                          
Security 
organization  
defined. 
 
 
Improving user  
awareness. 

 
Governance body 
established. 
 
        
 
Info-centric  
approach 
 
 
             
 
     Effective  
      metrics. 
 
 
 
 
 
Security organization 
 working well 

 
Information owners 
accountable. 
 
         
 
 
 
Risk-aware culture. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Refine for changes in  
business, technology, 
compliance, and  
economic 
environments.            

3.2 

Information Security Assessment 

Purpose: Assessment to help identify the organizations current 
and desired levels of maturity and both drive and justify 
improvements in tier information security efforts. 

Level 3 - Defined: The enterprise has created a solid body of 
policies, and may also have the beginnings of a responsibility 
matrix defining individual information security roles. Rules are in 
place, but accountability for and enforcement of these rules are 
in their earliest stages. Information security activities are still 
heavily IT-centric. Most progress in information security is still 
driven by “top down” concerns from senior management, and 
enterprise security awareness remains limited. 

Recommendations: 

1. Create a formal cross-organizational committee to 
discuss and collaborate on information security 
issues. This may be a high-level policy approval 
committee, with membership drawn from line-of-
business managers, or a lower-level operational 
security committee, with members from the IT 
organization and representatives of the lines of 
business. 

2. Conduct a gap analysis to identify and prioritize 
areas where improvement is required. 

3. Begin to separate operational security functions 
from strategic risk management functions.  
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Ad-hoc 
LEVEL 1 

Repeatable 
LEVEL 2 

Defined 
LEVEL 3 

Optimized 
LEVEL 4 

Innovating 
LEVEL 5 

 
 
Processes not 
specified. 
 
 
 
 
 
Reinvent wheel    
each time. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Individuals 
determine 

      
Teams 
establish 
processes. 
 
 
Little cross-                 
discipline             
activity. 
 
 
 
 
            
 
 
 
 
 
Repeatable 
 within team. 
 
 

 
Processes and       
defined and  
documented. 
 
        
Consistently        
followed across  
the organization. 
 
 
 
 
 
 
 
 
Synergy among  
disciplines  
strengthens, 
interdependency  
emerges. 
         
     

 
Measures indicate 
process 
performance. 
 
 
 
Clear improvement  
responsibility  
assigned. 
 
 
 
 
 
 
 
 
 
 
Interdependency  
among disciplines is 
essential. 
 
Continuous  
improvement driven 
by measures 

 
Anticipates technology 
and industry trends. 
 
 
Competency in change  
management. 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                               
Creative and  
collaborative  
culture. 
 
 
 
Rapid ability to adjust 
strategy and plans. 
. 

2.0 

Applications Management Assessment 

Purpose: The assessment measures the maturity of an 
application organization's processes, not of the applications 
themselves. 

Level 2 Repeatable:  Processes are established in work teams 
or departments, but there is little consistency in approach across 
the application organization. There's not much cross activity 
definition; each discipline is conducted independently, like a 
stovepipe. Little proactive work is done to change or improve 
things. 

Recommendations: 

1. Manage projects from budget, commitment, and 
actual expense perspective. 

2. Identify a Project Portfolio Manager 

3. Engage in continuous improvement by focusing on 
the pain points. Cost, agility and responsiveness are 
typically at the forefront while reliability and usability 
are less commonly noted as pain points. 

4. Establish Key Performance Indicators (KPI’s) and 
Operational Metrics.  
Example KPI’s: 
 - % of post implementation reviews rated as “Good” 
 or “Very Good” 
 - % of systems uptime for which a group of specified 
 “business applications” are unavailable during a 
 given period of time. 
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Enterprise Assessment 

Purpose: Enterprise Capacity to Leverage IT is a factor of the role 
IT plays in the organization, the predispositions and effectiveness 
of business and IT leaders, and the robustness of certain critical 
capabilities in the IT organization. 

Level 2 Enabling: Enterprises expect IT to enable and 
potentially improve back-office business operations, but through 
an arm's length relationship. Top executives engage with IT 
leaders only as necessary to place orders for tools and solutions. 
 
 CIOs are not engaged in business planning and focus on 
discovery processes to identify business demands as early as 
possible, instituting basic relationship management roles and 
rudimentary project management. 

Recommendations: 

1. Start the transformation by bringing performance 
management discipline and rigor to infrastructure 
and operations. 

2. Improve IT's ability to operationally sustain the IT 
environment so applications and data are available 
as expected by the organization. 

3. Improve IT's ability to deliver new capabilities and 
solutions through effective project management  

 

Functional  
LEVEL 1 

Enabling 
LEVEL 2 

Contributing 
LEVEL 3 

Differentiating 
LEVEL 4 

Transformational 
LEVEL 5 

 
 
 
 
 
The enterprise 
regards IT as a 
commodity most 
useful for cost-
effective 
transaction 
processing. 
 
 
 
 
 
 
 
 
 
 
 
IT is a utility that 
efficiently 
delivers a limited 
set of core 
capabilities. 

      
 
The enterprise 
is focused on 
continuous 
improvement. 
 
 
 
 
 
 
 
 
 
 
 
Business unit  
leaders  
independently  
leverage IT  
as and when 
 they consider 
 it necessary. 
 
IT reliably and 
predictably 
delivers 
technology 
services and 
solutions on 
demand. 
 

 
IT is critical to 
achieving 
business 
performance 
goals. 
 
IT is engaged 
in addressing 
explicit 
business 
problems or 
opportunities.   
 
 
 
 
IT contributions 
to business 
performance 
are well 
understood. 

 
Enterprise is 
committed to 
dominating its 
industry. 
 
 
 
 
IT is a source of 
agility and 
product/service 
innovation. 
 
 
 
 
 
 
 
 
 
IT collaborates with 
other disciplines like 
R&D, BPM, and OT 
to deliver new 
products, services , 
and differentiating 
operations. 

 
Enterprise is on a path 
of continuous 
reinvention. 
 
 
 
 
IT is a primary driver of 
business model 
innovation. 
 
 
 
 
 
 
 
 
 
IT is leveraged to 
redefine markets and 
rules of competition. 
. 

2.5 



ComIT Master Technology Plan (Apendix C)  |  City of Virginia Beach54

Final Diagnosis 

Business processes depend on IT. When IT fails due 
to immature capabilities, business processes start 

to breakdown and fail.  

Maturity 
Assessment 

Products 
and 

Processes 

Interviews 
and Surveys 
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24 – 36 Month Action Plan 

1. Align ComIT with Organization 
i. Create VB’s first IT Strategic Plan 

ii. Create Technology Architecture Roadmap 
based on IT Strategic Plan 

iii. Empower/Enable Customers 
a) Mobile Data Computer Project 

b) Development of Mobile Strategy 

a) Mobile Device Management 

b) Mobile Application Development 

c) Opening Wireless in Conference Rooms 

d) Create New Fiber Optic Communications Design 
 
 

2. Operational Improvements 
i. Perform in-depth Benchmarking within the 

Infrastructure & Operations and Applications 
and Portfolio Management Domains 

ii. Proceed with Proposed Network Optimization 
Analysis 

i. Motorola: $300,000 Analysis; No Charge to VB 

iii. Establish KPI’s and Operational Metrics 

iv. Standardize and invest in appropriate tools 

v. Create divisional staffing and skills matrix 

vi. Create divisional training programs 

Assessment Maturity Level Score 
CIO  2- Enabling 2.4 

Infrastructure & Operations 2- Committed 2.3 

Project & Portfolio  
Management 

2- Emerging Discipline 2.7 

Business Continuity  
Management 

1- Initial 1.5 

Information Security  3 - Defined 3.2 

Applications Management 2 - Repeatable 2.0 

Enterprise  2 - Enabling 2.5 

Checkup #1 - Customer Interviews 
One on One Small Groups 

Checkup #2 - Environment 
Products Processes 

Checkup #3 - Surveys 
Customer ComIT Members 

Checkup #4 – Maturity Assessment 
IT Score Analyst Reviews 
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24 – 36 Month Action Plan 

3. Management Improvements 
i. Hire new CTO 

ii. Reduce Vacancy Rate 

iii. Improve Budgeting: Planned  vs. Actual 

iv. Establish Bi-Monthly Operational Meetings 

v.  Strengthen the ComIT Business Center to 
become the centralized financial center 
 

Assessment Maturity Level Score 
CIO  2- Enabling 2.4 

Infrastructure & Operations 2- Committed 2.3 

Project & Portfolio  
Management 

2- Emerging Discipline 2.7 

Business Continuity  
Management 

1- Initial 1.5 

Information Security  3 - Defined 3.2 

Applications Management 2 - Repeatable 2.0 

Enterprise  2 - Enabling 2.5 

Checkup #1 - Customer Interviews 
One on One Small Groups 

Checkup #2 - Environment 
Products Processes 

Checkup #3 - Surveys 
Customer ComIT Members 

Checkup #4 – Maturity Assessment 
IT Score Analyst Reviews 
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Initiatives Underway 

1. Budget Improvements 
1. Projected Planned vs. Actual – Lowest in Years 

2. Lowest Vacancy Rate in two years 

2. Management Improvements 
1. Performance Management Program 

2. Continuous Improvement Program Based on 
Maturity Model – To Be Done Yearly 

3. Capacity Planning   

3. Hire CTO 
• Interviews Completed March 21 and 22 

4. Proposed Network Optimization Analysis 
• Motorola: $300,000 Analysis; No Charge to VB 

5. Create New  Fiber Optic Communications Design 

6. New Direction for MDC CIP Project 
• No longer a one-to-one computer replacement 

7. Developing a Mobile Strategy 
• Mobile Device Management Platform 

• Mobile Application Development Cell 

8. Creating Team Culture 
• New Budget Process 

• Bi-Monthly Operational Meetings 

• IT Score – Maturity Modeling 

 

 
 

 

Assessment Maturity Level Score 
CIO  2- Enabling 2.4 

Infrastructure & Operations 2- Committed 2.3 

Project & Portfolio  
Management 

2- Emerging Discipline 2.7 

Business Continuity  
Management 

1- Initial 1.5 

Information Security  3 - Defined 3.2 

Applications Management 2 - Repeatable 2.0 

Enterprise  2 - Enabling 2.5 

Checkup #1 - Customer Interviews 
One on One Small Groups 

Checkup #2 - Environment 
Products Processes 

Checkup #3 - Surveys 
Customer ComIT Members 

Checkup #4 – Maturity Assessment 
IT Score Analyst Reviews 
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5 

IT Strategic Plan 

57 

Strategy is about doing the right things; operations are 
about doing things right. As such, strategy defines the 
potential value of an enterprise, while operations are 

about delivering on that potential. 

 Today’s new realities require continuous planning to ensure 
strategic fit with constantly changing business needs: 
▪ Maximize demand and supply by balancing and integrating imperatives for 

growth, optimization, and risk-taking. 
▪ Do the right amount of things, with a level of investment commensurate with 

expected return. 
▪ Monitoring trends and drivers for impacts to ROI, time to market, capability 

effectiveness and future business requirements. 
▪ Engage in continual strategic planning processes, not simply once and-done 

strategic plans, which are invariably outdated and forgotten. 
  

 A sustainable technology plan should address three 
fundamental questions: 
▪ Demand: What does the business need and how will IT contribute? 
▪ Control: How will business and IT balance opportunities for growth, 

optimization, and risk-taking given changing demand conditions and with the 
appropriate investment in supply? 

▪ Supply: What capabilities will IT provide to meet demand? 
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Gartner Consulting IT Strategic Planning Approach 

Business Capability 
Needs and IT 
Implications 

Understand 
Business Demand 

Strategy 

Business Imperatives 

IT Implications 

P
ro

je
ct

 I
n

it
ia

ti
o

n
 

E
xe

cu
ti

ve
 B

ri
e

fi
n

g
s 

Determine IT 
Direction 

Vision 

IT Imperatives 

Operating Principles 

Directional Guidance for 
IT 

Determine 
Required Actions 

 

IT Initiatives 

Operating Model 

Governance 

Actions to Close Gaps 

Develop Road Map 
 

Programs 

Timeline and 
Resources 

Communication Plan 

Three to Five Year Plan 
to Move Forward 

2 3 4 5 6 1 7 

Assess  
Capabilities 

People 

Process 

    Technology 

Key IT Capability Gaps 

B
e
n
c
h
m
a
r
k 
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Transforming ComIT Culture 

59 
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Check 
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City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

 
Deliverable No. 2.1 – Summary Findings from Initial Interviews and Workshops 

 
Objective: Provide a synopsis of key takeaways from initial interview and workshops. 
 
SECTION 1: Schedule of interviews and focus group meetings 
 
Group Attendees Date 
City’s Management Leadership Team 
 

Jim Spore 17-Jul 
Cindy Curtis 17-Jul 
Steve Herbert 18-Jul 
Dave Hansen 18-Jul 

ComIT Leadership Team Matt Arvay 18-Jul 
Kevin Fairley 18-Jul 
Deb McDaniel 19-Jul 
Rob Jessen 19-Jul 
Dan Constantineau 19-Jul 
Karen Havekost 23-Jul 
Ed Feeney 23-Jul 
Rob Atwood 23-Jul 
Matt Cernigliaro 23-Jul 

Public Safety Workshop 
Workshop 

 Emergency Communications and 
Citizen Services 

 Police 
 Fire 
 Emergency Medical Services  

22-Jul 

Public Utilities/Public Works  
Workshop Workshop 

 Public Utilities 
 Public Works 

22-Jul 

Economic  WorkshopWorkshop  Agriculture 
 Convention and Visitors Bureau 
 Economic Development 
 Housing 
 Planning 
 Strategic Growth Areas 

25-Jul 

Finance and HR Workshop Workshop  Dave Hansen 
 Finance 
 Human Resources 
 Benefits 
 Budget and Management Services 

25-Jul 

Human Services Workshop Workshop  Human Services  31-Jul 
City Manager’s Office Workshop 
Workshop 

 Organization Development Office 
 Media and Communications Group 
 City Attorney 
 City Clerk 
 City Auditor 
 Volunteer Resources 

31-Jul 

Cultural and Recreational Workshop 
Workshop 

 Cultural Affairs 
 Museums 

1-Aug 
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City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

Group Attendees Date 
 Parks and Recreation 
 Library 

Officials Workshop  Commissioner of Revenue 
 Real Estate Assessor 
 Treasurer 
 Clerk of Courts 
 Voter Registrar 

2-Aug 

 
 
SECTION 2 
Summary of key business objectives and ways IT may enable those objectives – based on MLT and 
ComIT Leadership Team interviews and workshops. These findings are organized in the seven main 
areas defined in the City’s StrategicStrategicPlan.  Note that the findings in this document are not 
necessarily confirmed facts, but rather reflect the views and expectations of the individuals and 
groups that Gartner met with. 
 
1. Cultural & Recreational Opportunities 

1.1. Business Priorities: 
1.1.1. Improve ability to offer and track different tiers of membership to constituents 
1.1.2. Develop capability to track performance of recreation center classes – to better 

support ability to identify improvement areas and demand for new classes 
1.1.3. Improve safety of recreation centers by enabling staff to determine when members 

enter and exit buildings. 
1.1.4. Improve process collaboration across departments to improve efficiency 
1.1.5. Provide cultural opportunities for constituents 
1.1.6. Support the City’s objectives related to fiscal, social and environmental sustainability 
1.1.7. Improve speed of processing customers into and through the Aquarium 
1.1.8. Improve customer service through enhanced e-ticketing and automation capabilities 
1.1.9. Generate additional revenues via the ability to sell memberships online 
1.1.10. Perform cross-advertisement of services (e.g. if someone at a library checks out a 

book on fitness, they are notified about courses available at a recreation center) 
1.2. How Technology Can Help: 

1.2.1. Provide online self-service options for employees, citizens and visitors to buy tickets, 
make reservations, purchase memberships, ask questions, etc. 

1.2.2. Improve ability to gather, manage and analyze data  
1.2.3. Implement a customer relationship management system to improve responsiveness 

to citizens and visitors 
1.2.4. Create a single facility card for each constituent to facilitate data collection and 

tracking of citizen activities across multiple departments (eliminate multiple duplicative 
cards) 

1.2.5. Acquire and implement applications to support automation of current manual and 
paper-based business processes (e.g., ECM solutions with automated workflow) 

1.2.6. Provide wireless access (hotspots) for guests and staff 
1.2.7. Open up vbgov.com to support more interactive capabilities 

2. Economic Vitality 
2.1. Business Priorities: 
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City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

2.1.1. Make Virginia Beach the Mid-Atlantic Destination of Choice (for visitors/convention-
goers) 

2.1.2. Streamline the intake and review of development plans received in the Development 
Services Center…and provide the means for customers/businesses to check the 
status of plans online. 

2.1.3. Leverage online surveys, collect spend data and data analytics to support additional 
revenue generate at the Convention Center 

2.1.4. Implement light rail within the City and throughout the Hampton Roads region 
2.1.5. Pursue development plans in Strategic Growth Areas  
2.1.6. Continue to capitalize on the “Buy Fresh Buy Local” movements 
2.1.7. Automate retail management business processes for the Department of Agriculture 
2.1.8. Enhance revenue collection and security capabilities within the Aquarium 
2.1.9. Reduce the amount of manual paper storage 
2.1.10. Enhance the City’s ability to file, manage and share engineering drawings 

electronically 
2.1.11. Streamline and automate City Planning business processes, including agenda 

development and management, protocol for approval of plans 
2.1.12. Provide the means for citizens/businesses to submit permit applications online 
2.1.13. Track and measure results of sustainability and other comprehensive plans 
2.1.14. Reduce number of citizen calls into the office by providing citizens and businesses to 

check status, ask questions, etc. on line. 
2.1.15. Develop and adopt a common permitting process across the Hampton Roads region 
2.1.16. Collect City demographics data and perform trend analysis 
2.1.17. Make it easier for customers to pay for services using credits cards 
2.1.18. Expand marketing of public information via vbgov.com 
2.1.19. Provide the means for City staff to conduct meetings virtually with both internal and 

external stakeholders 
2.1.20. Enable the City’s mobile workforce to more simply and effectively record and access 

data….and enable better connectivity with business partners 
2.1.21. Enhance information sharing capabilities with citizens, employees and business 

partners 
2.2. How Technology Can Help: 

2.2.1. Provide a one-stop-shop for citizens to manage and pay bills electronically (online or 
via kiosks) 

2.2.2. Improve GIS maps to assist with business development strategies, information 
exchange, data analytics and reporting 

2.2.3. Enable Accela to integrate with and read maps from GIS web services 
2.2.4. Expand use of Accela to help automate City Planning business processes 
2.2.5. Provide better fiscal and economic impact modeling applications 
2.2.6. Provide automated capability to share plans and design documents as they go 

through the planning review and approval process 
2.2.7. Implement point-of-sale system for Department of Agriculture 
2.2.8. Enhance Aquarium ticketing application and security via online or kiosk access 
2.2.9. Continue working to upgrade RACs infrastructure, tax parcel layer 
2.2.10. Enable City workers to accesssystem data via mobile devices 
2.2.11. Improve access to financial reporting and transactional data 
2.2.12. Provide support for departments that manage their own databases (e.g., Access) 
2.2.13. Assess proposed IT projects for the potential to impact and benefit other City 

Departments 
2.2.14. Provide visibility into technology that other departments are leveraging to reduce 

duplication and reinvention 
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City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

2.2.15. Evaluate cloud computing for data and document management 
2.2.16. Keep current with software versions for critical City applications 
2.2.17. Implement enhanced unified communications and collaboration technology 
2.2.18. Become a multi-platform shop (e.g. support Apple), particularly for mobile 
2.2.19. Unlock vbgov.com to improve marketing and search engine capabilities 
2.2.20. Move away from “enterprise approach to anything and everything”; enable a degree 

of specialty applications 
2.2.21. Offer training to help maximize the utility of available City technologies (e.g. 

SharePoint) – for new (onboarding) and existing employees 
2.2.22. Clearly define ComIT services and the specific individual(s) City Departments should 

contact for help 
2.2.23. Provide each Department with a dedicated IT liaison to become a subject matter 

expert in the Department’s business 
2.2.24. Provide a training course on how to run reports from Oracle 
2.2.25. Improve constituent self-service capabilities to meet the high expectations of current 

and potential citizens and business partners 
2.2.26. Implement community analysis software to help obtain demographic data that can be 

merged with call center data for analytical purposes 
3. Family & Youth Opportunities  

3.1. Business Priorities: 
3.1.1. Ensure continued funding of programs, passing of related audits, through effective 

data capture, information sharing and overall management (context – the City is 
currently facing the potential of losing $50M in funding for the food stamp program 
due to deficiencies rooted in technology) 

3.1.2. Provide the means to accurately, effectively and efficiently submit report to the State 
for various programs 

3.1.3. Improve ability to asses current and historical performance for City programs 
3.1.4. Ensure continued funding 
3.1.5. Prepare to accommodate requirements of the Affordable Care Act 
3.1.6. Increase capacity to manage case load information  

3.2. How Technology Can Help: 
3.2.1. Provide improved integration between City and State systems 
3.2.2. Upgrade applications to keep up with the latest versions, and required capabilities 
3.2.3. Provide better analysis, reporting and planning tools 
3.2.4. Evolve ComIT into a Department that helps the City attract and retain talent that 

expects to work in a high technology environment 
3.2.5. Ability to aggregate data across different Departments 
3.2.6. Automated records management and risk management capabilities 
3.2.7. Modeling and analytics that will assist with understanding impacts of programs on 

staffing 
3.2.8. Enable the mobile workforce through more advanced mobile computing options 
3.2.9. Improve process for exploring new projects with ComIT without incurring high study 

costs 
3.2.10. Implement kiosk system to help triage and troubleshoot requests from citizens 

seeking health services 
3.2.11. Provide open and easier access to data to enable management, evaluation and 

reporting of City programs 
3.2.12. Enable cross-Department data integration to improve data collection and process 

efficiency 
4. Quality Education & Lifelong Learning 
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City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

4.1. Business Priorities: 
4.1.1. Continue to be a leader in early literacy 
4.1.2. Foster partnership with Tidewater Community College to promote lifelong learning 
4.1.3. Become more proactive in citizen engagement and in bringing citizens together 
4.1.4. Increase interactive capability and utilization of Virtual Town Halls 
4.1.5. Improve operational efficiency, customer service and safety 
4.1.6. Develop an understanding of community technology capabilities and limitations to 

enable Library Services to be of better service 
4.2. How Technology Can Help: 

4.2.1. Provide reliable bandwidth to Library facilities 
4.2.2. Automated enterprise records management 
4.2.3. Develop and implement mobile applications 
4.2.4. Enable development and use of a Common Access Card that citizens can use to 

access City facilities  
5. Quality Organization 

5.1. Business Priorities: 
5.1.1. Enhance operational efficiency and productivity through business process 

automation, improved management access to data, cross-Departmental information 
transparency, tighter financial controls and advanced risk management tools 

5.1.2. Centralize communication activities/organization to resolve current affects of 
decentralization and misalignment 

5.1.3. Eliminate or reduce the number of City applications and tools that provide duplicative 
functionality 

5.1.4. Achieve a paperless environment, where feasible and within the parameters of the 
law 

5.1.5. Transition to payment of payroll in arrears 
5.1.6. Identify and provide volunteer opportunities to citizens that want to offer time and 

services 
5.1.7. Improve contact management with citizens (360 degree record of prior calls, inquiries, 

services, etc.) 
5.1.8. Efficiently conduct internal audits and investigations 
5.1.9. Make the City a model city for the Code for America Brigade – an organization that 

aims to improve relationships between citizens and government; helps governments 
restructure to create low-risk settings for innovation, engage citizens to create better 
services, and support ongoing competition in the govtech markeplace 

5.1.10. Improve integration between finance, HR and payroll systems  
5.1.11. Make budget information more easily accessible to the public 
5.1.12. Reengineer and automate the current processes for developing and managing the 

budget 
5.1.13. Become a more data-driven decision-making organization, focusing on the use of 

benchmarks and metrics 
5.1.14. Be a quality employer with the ability to attract and retain top talent 
5.1.15. Prepare the City for doing business with global supplier and vendors 

5.2. How Technology Can Help 
5.2.1. Improve mobile computing capabilities and mobile applications 
5.2.2. Provide tools to enable leveraging and analysis of social media 
5.2.3. Implement a Municipal Area Network 
5.2.4. Deploy tools that provide data mining and analysis capabilities, and provide 

enhanced access to data 
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5.2.5. Implement unified communications and collaboration tools 
5.2.6. Become a more data-driven IT organization 
5.2.7. Enhance the effectiveness of the ComIT Project Management Office 
5.2.8. Develop a mobile strategy for the City that encompasses workforce, citizen mobility, 

to improve data access, tracking and monitoring 
5.2.9. Implement a citizen/customer relationship management application 
5.2.10. Provide technologies to enable more citizen, visitor, business and Department staff to 

directly access selected City services or information (online self-service) 
5.2.11. Develop a business analysis framework that will focus on reengineering business 

process as a part of technology changes 
5.2.12. Provide Multimedia Services with reliable, high speed network access and the ability 

to cablecast in HD 
5.2.13. Implement a City-wide scheduling and timekeeping system  
5.2.14. Provide improved user based IT onboarding training 
5.2.15. Improve ability to keep current with software versions  
5.2.16. Provide training for SharePoint functionality and standards, and develop an FAQ set 
5.2.17. Provide capability to publish press releases remotely 
5.2.18. Automate the Accounts Payable business process across all City departments 
5.2.19. Provide more training and marketing, internally, of capabilities that are in the 

applications across the City 
5.2.20. Assess opportunity for Schools to transition to the City’s budget software 
5.2.21. Implement a custom litigation poll tool 

6. Quality Physical Environment 
6.1. Business Priorities: 

6.1.1. Conduct efficient inventory condition assessment of public infrastructure through 
improved asset management capabilities 

6.1.2. Improve waste collection and management through improved routing and lifecycle 
management of landfills 

6.1.3. Build and operate buildings in more energy efficient ways to reduce the City’s 
environmental footprint 

6.1.4. Develop strategies to address threats to property due to sea level rise 
6.1.5. Maximize current transportation system and reduce travel time through improved 

system flow and leverage of advanced transportation planning tools 
6.1.6. Address aging infrastructure through improved planning and optimization 
6.1.7. Streamline licensing and permitting business processes (environmental review 

processes are particularly painful to property developers) 
6.1.8. Online code enforcement business process capabilities via Accela 
6.1.9. Transition zoning enforcement business process capabilities into Accela to enable 

improved data recording and field capabilities 
6.1.10. Respond faster to issues reported by citizens (social media has driven increased 

expectations for responsiveness) 
6.1.11. Improve access to information, particularly regarding work order management data  
6.1.12. Avoid costs associated with manual meter-reading by implementing more smart 

metering across the City 
6.1.13. Identify ways to better leverage City data that is being collected and currently 

underutilized 
 
 

6.2. How Technology Can Help: 
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6.2.1. Implement a Citizen Concern and Request System to enable online submission of 
issues 

6.2.2. Modernize and expand billing function, including electronic billing 
6.2.3. Deploy automated and smart meter reading tools and technologies; these will provide 

real-time data and help to expand the current smart metering program 
6.2.4. Expand mobile computing for Hansen and GIS applications 
6.2.5. Enable automated work order management 
6.2.6. Provide improved capabilities within the SCADA application to share and collect data 
6.2.7. Modernize records management systems 
6.2.8. Implement document management system 
6.2.9. Enable flexibility and speed in implementation of specialized applications 
6.2.10. Provide alternative solutions to Access databases used for task tracking and 

management of rates and costs 
6.2.11. Modernize PPATSPPATS application to improve reporting on approved CIP projects 
6.2.12. Enable real time project reporting on financial data stored in Oracle 
6.2.13. Develop and deploy mobile applications for more efficient issues reporting by citizens 
6.2.14. Implement improved storage solution to help to alleviate disparate and 

unconventional data storage practices 
6.2.15. Improved SharePoint training and design; leverage additional functionality per 

business requirements 
6.2.16. Deploy a transportation modeling tool 

7. Safe Community 
7.1. Business Priorities: 

7.1.1. Address rising sea level with comprehensive study and simulation tools to understand 
impacts timeline 

7.1.2. Integrated Public Safety Initiative to enhance measurement of quality and speed of 
responses 

7.1.3. Automate and improve key business processes, including scheduling and deployment  
7.1.4. Attract, hire and retain top talent 
7.1.5. Improve intra-Departmental coordination and communications 
7.1.6. Stay on leading edge of research and data for safety and enforcement best practices 
7.1.7. Centralize 311 contact center operations 
7.1.8. Share data across Departments, particularly Courts 
7.1.9. Effectively engage citizens for feedback, education and prevention 
7.1.10. Reduce the City’s costs related to incarceration, by providing better ability to conduct 

real-time reporting and tracking of individuals of probation 
7.1.11. Improve the ability to monitor and measure the size and location of the City’s 

homeless population 
7.1.12. Better understand demographic trends, including pre-trial probation activities, crime 

data and general population analyses 
7.1.13.  

7.2. How Technology Can Help: 
7.2.1. Complete Integrated Public Safety initiative to enable real-time data analysis and 

systems integration 
7.2.2. Implement emergency backup communications system 
7.2.3. Develop and deploy a Citizen Concern and Request system 
7.2.4. Implement monitoring cameras on the Ocean Front 
7.2.5. Provide state-of-the-art tools to assist with attracting and recruiting talent 
7.2.6. Implement tools to manage and track social media activity 
7.2.7. Deploy false alarm reduction system 
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7.2.8. Implement Photo Safe to increase compliance with red lights 
7.2.9. Enable electronic ticketing and payment 
7.2.10. Provide mobile tools and applications to enable field reporting 
7.2.11. Implement a redundant radio system 
7.2.12. Investigate use of Integrated Voice Response technology to enable Smart 911 

initiative 
7.2.13. Provide centralized reporting and data analytics capabilities 
7.2.14. Implement citizen customer relationship management system to assist with improved 

customer service and more effective call management 
7.2.15. Deploy automated scheduling technology 
7.2.16. Continue with replacement of MDT’s in police vehicles 
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SECTION 3:  
The section provides a summary of key observations / perceptions related to ComIT’s current 
capabilities (strengths / weaknesses) in organization and staff capability, use of technology and 
maturity of IT processes.  Note that the findings in this section are not necessarily confirmed facts, but 
rather reflect the views and expectations of the individuals and groups that Gartner met with. 
 
1. Organization and staff capability 

1.1. Strengths 
1.1.1. ComIT has recently developed a reputation for improved responsiveness and 

customer focus 
1.1.2. The Information Security and GIS teams have excellent track records among 

customers, particularly regarding ability to understand context of client issues 
1.1.3. Overall, the technical talent within ComIT is perceived as very good 
1.1.4. ComIT is seen as having very capable, courteous and hard working resources 
1.1.5. Helpdesk / System Support team has become more responsive and excellent in 

providing service on Tier 1 issues; characterized as user-friendly and timely 
1.1.6. Applications governed by the Advisory Groups are working well; this model should be 

expanded 
1.1.7. Many staff have achieved minimum certification levels within their areas of specialty 
1.1.8. ComIT is becoming better at listening to customer issues and concerns 
1.1.9. Web team has been characterized as “incredible” for the work they’ve done with so 

few resources 
1.1.10. Business Application Specialists and other Department-focused analysis demonstrate 

a strong knowledge of key business issues; this model, where it exists, is perceived 
as an internal best practice 

1.2. Opportunities for Improvement: 
1.2.1. ComIT needs to enhance the talent pipeline at all levels of the organization 
1.2.2. Focus on development of leadership skills, with emphasis on collaboration and 

communication; there is a perception that most of ComIT’s current managers were 
promoted based on technical ability but never trained as leaders 

1.2.3. Foster an improved understanding and awareness, throughout ComIT, of the City’s 
strategic plan; this will help ComIT to better communicate the value of IT to upper 
level management and to “speak the language of the business” in funding requests 

1.2.4. ComIT needs a strategic plan that provides a clear linkage to the City’s strategy; this 
needs to be communicated to ComIT staff to help instill a sense of purpose and 
direction 

1.2.5. ComIT needs to work towards stronger, more collaborative relationships with the 
other City Departments it supports; providing a dedicated resource to each 
Department to enhance knowledge of business issues, and overall communication 
and collaboration would help 

1.2.6. Become more proactive regarding innovation, and helping Departments to envision 
the future of technology; help Departments understand what other municipalities are 
doing 

1.2.7. Become more oriented toward helping the customer and envisioning the future 
1.2.8. ComIT is still perceived by many as inflexible, non-agile 
1.2.9. Concern that staff skills are technically outdated in some areas; this linked to the 

concern regarding limited funds for training 
1.2.10. Perceived resource shortages are limiting ComIT and its ability to provide excellent 

customer service to the Departments, particularly in the areas of System Support 
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1.2.11. ComIT’s organization structure seems complex and disjointed; belief that there needs 
to be a Department-level customer management role and that managers need to 
align from a customer service perspective; address perceived misalignment of 
Multimedia Services, and Disaster and Business recovery groups 

1.2.12. ComIT needs to be reorganized to break down silos that make it difficult and 
confusing for Departments; facilitate enhanced communication with ComIT as well 

1.2.13. Concern about the ratio of consultants to full-time staff, particularly regarding 
contractor turnover and the subsequent knowledge drain 

1.2.14. Organization needs to do a better job of learning the business of the Departments it 
serves and providing more focused support 

1.2.15. Become a more “systems thinking” organization that evaluates impacts and benefits 
across the enterprise 

1.2.16. Information Security can improve communications to alleviate concerns that they are 
simply “slowing things down” 

1.2.17. Staff titles need to be modernized to enable improved recruiting, as well as provide a 
better match between experience and salary; this will help enable formalize career 
development 

1.2.18. Lack of resource capacity planning and a skills repository impact ComIT’s ability to be 
responsive and properly staff projects 

1.2.19. Concern that personal relationships are taking precedence over consistent customer 
service, resulting in inconsistent application of policies and procedures 

1.2.20. ComIT is perceived as too reliant on particular individuals, vulnerable from a single 
point of failure standpoint 

1.2.21. System Support needs to improve performance regarding management of non-Tier 1 
issues  

2. Technology 
2.1. Strengths: 

2.1.1. Accela is regarded as a very strong application; City Planning would like to leverage it 
further 

2.1.2. VBGov.com is seen as a well developed website; something for the City to be proud 
of 

2.1.3. The recent Windows 7 migration experience was positively received across most of 
the City 

2.1.4. When ComIT pushes software updates, customers state that it is generally a positive 
experience 

2.1.5. The overall ComIT toolset is perceived as the most advanced of any municipality 
within the Hampton Roads region 

2.1.6. Customers can always count on reliable computer and network access 
2.1.7. Information Security is recognized priority and the tools are seen as superior 
2.1.8. Access to, and ease of use of, printers, copiers and other multi-function devices has 

improved 
2.1.9. SharePoint is recognized across all internal constituents as a tremendous tool which 

can be leveraged in many more ways 
2.1.10. Ability to access the network and data remotely has improved 

2.2. Opportunities for Improvement: 
2.2.1. The amount of customization within the Oracle environment has limited opportunities 

to leverage existing, valued-added functionality 
2.2.2. SharePoint, as currently deployed, is limiting – it’s current design does not provide 

sufficient opportunities for sales, advertising, marketing, and other business 
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development functions to capitalize on the tool; more training needs to be provided by 
ComIT 

2.2.3. The Hansen application needs to be enhanced; asset management functionality 
needs to be deployed 

2.2.4. Customers would like to see improved map layers and defined ownership of data 
within GIS 

2.2.5. ComIT needs to improve the number of highly available / redundant systems for 
purposes of continued customer service 

2.2.6. Improve accessibility and usability of all city systems 
2.2.7. Customers need improved reporting capabilities, specific areas include payroll and 

overtime, and the tools to intuitively manipulate and analyze data 
2.2.8. The current and future infrastructure platform and direction of ComIT needs to be 

flexible in account for implementation, maintenance and support of specialized 
applications 

2.2.9. ComIT needs to do a better job of keep applications current, in accordance with 
needed capabilities and maintenance agreements that Departments are funding; this 
represents a conflict with ComIT’s current directive to reduce the use of specialty 
applications 

2.2.10. In addition to keeping specialty applications current, ComIT needs to similarly 
manage enterprise applications such as Oracle and SCADA 

2.2.11. Improved technology support for remote sites, including museums and after school 
recreational programs located in schools 

2.2.12. Telephones have been down more lately; the reliability of the current system needs to 
be addressed 

2.2.13. Power users need to be identified within each Department – these individuals will 
have greater degree of local administration rights to support their Departments 

2.2.14. ComIT needs to look into a way to provide sufficient support to Departments that 
heavily leverage Microsoft Access databases to run their business 

2.2.15. Concern regarding lack of tools that enable real-time access to data 
2.2.16. ComIT needs to become more proactive in learning about and communicating 

innovations in the market that may be of value to the City 
3. Processes 

3.1. Strengths: 
3.1.1. Departments perceive the Heat Ticket process as enabling sufficient response times 
3.1.2. Last computer replacement process was perceived as a success across the City 
3.1.3. The operations center is seen as doing an excellent job for printing bills 
3.1.4. The amount of internal reviews conduct by ComIT is perceived, by some, as a good 

business practice 
3.1.5. Perception that ComIT’s project management, SDLC, and configuration management 

processes are mature and effective; experiences with Agile and Scrum have been 
received positively 

3.1.6. Internal belief that team has improved in documenting business processes 
3.1.7. ComIT does a good job communicating planned system downtimes across the City 
3.1.8. The internal security policies and procedures are perceived as very strong 

3.2. Opportunities for Improvement: 
3.2.1. ComIT is perceived as charging customers too much for services, particularly 

regarding analysis of different project opportunities from Departments – the 
organization needs to improve transparency, communication and ease of 
understanding regarding all charges to Departments; there needs to be more clarity 
regarding the process of deriving charges 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix D)      13

City of Virginia Beach 
August 6, 2013 

 2013 IT Strategy and Roadmap 
Deliverable No. 2.1 – Summary of Findings  

 

Gartner, Inc.     

3.2.2. Concern that a lack of a service catalog will present challenges to new employees in 
terms of finding documents 

3.2.3. The portfolio and project management processes provides opportunity for significant 
improvement; specific improvement areas include more inclusion of Department 
stakeholders, simplifying and providing end-to-end clarity, how projects are analyzed, 
accepted, initiated and prioritized, cost estimation and budget management 

3.2.4. Additionally, customers seek to have greater visibility into project schedule 
development, deliverable development and sign-off, and overall improvement in turn 
business needs into technical requirements  

3.2.5. ComIT needs to have a process that efficiently accounts for scenarios where a lot of 
the analysis work – business needs, objectives and estimated costs – has already 
been performed by the Department 

3.2.6. ComIT needs to become more of a “systems thinking” organization with processes 
that identify and facilitate opportunities for departments to work together and 
potentially collaborate on systems development initiatives 

3.2.7. Departments would like to have more visibility into the Heat ticket support process; 
specifically, customers would like to better understand the process for how issues are 
handled and escalated, knowledge of who has been assigned the issue, and the 
information that is documented on the ticket; there is also an opportunity to improve 
how solutions are documented to enable efficient resolution of recurring issues; 
customers would also like the ability track and monitor tickets themselves 

3.2.8. Customers would like to see a process that proves prioritization of identified quick 
fixes to support issues 

3.2.9. There are competing concerns regarding the CIP process – IT can do a better job of 
linking projects to City strategy and community benefit to enhance position of projects 
against other “brick and mortar” initiatives where the benefit is more tangible, yet 
there is concern that IT should be assessed separately from other initiatives; there is 
concern that this current funding mechanism creates inequality amongst different 
Departments 

3.2.10. ComIT needs to do a better job of collaborating with the Departments to understand 
upcoming IT needs to help address the issue of, in many instances, not having 
enough time to thoroughly research and investigate requests 

3.2.11. After acceptance of CIP projects, ComIT, and the City overall, need to do a better job 
of tracking performance and monitoring the actual versus expected return on 
investment 

3.2.12. Perceived inequality amongst how Departments and particular individuals are treated; 
process discipline; Internal concern that departments with their own money will be 
problems regarding adoption of future technology standards 

3.2.13. Alternatively, ComIT processes are perceived as too strict and inflexible that do not 
adequately consider exceptions 

3.2.14. ComIT needs to develop and communicate a process for helping Departments to 
keep up with innovation and the capabilities that will enable desired business 
requirements; Departments also expect IT to have a process in place to consistently 
make them aware of innovations available and what ComIT is investigating; some 
Departments have stated a desire for a technology roadmap specifically focused on 
their needs 

3.2.15. Development of a strategic plan and roadmap that will account for proper upkeep of 
enterprise and specialty applications 

3.2.16. The process for policy changes and related communications needs to be improved 
3.2.17. Concern regarding the perceived lack of governance and support processes; current 

design review board is criticized for being too closely aligned with Microsoft  
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3.2.18. Concern about issues adhering to accounting / cash management policies 
3.2.19. Internal concern over packaging: lack of people doing it, more demand than capacity, 

been unsuccessful at developing internal staff to perform this 
3.2.20. Mobile application development processes need to be matured 
3.2.21. ComIT needs to work with the Departments to establish a formal process for 

management of business process documentation 
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Introduction 

1. Please give an overview of your area of responsibility within ComIT. 
 

2. How long have you been with the City?  How long in IT? 

Overall IT Strategy and Business/IT Alignment 

 
3. To what extent is ComIT involved in helping to shape the City’s business strategy – focus on 

IT in general and your unit in particular? 
 

4. What key business imperatives/initiatives are you currently supporting? 

Human Resources and Organizational Structure 

5. How many individuals are currently in your department and what are their general skill sets? 
 

6. How are individuals measured relative to their assigned tasks? 
 

7. What specific tactical goals does your unit need to accomplish in the next 6-12 months? 
 

8. What critical resource issues are you facing in your department (e.g., don’t have the right 
skills, not enough people) 

 
9. What can be improved upon the most and what areas do you feel your department excels 

at? 
 

10. Do you have any concerns about ComIT’s organizational structure?   
 

Governance 

 
11. How effective is IT decision-making with respect to your unit? 

DOMAIN SPECIFIC QUESTIONS 

Service Delivery  

12. How formalized are the IT processes and services that you provide? Are standards or 
guidelines documented? Do users of the service understand how to obtain services and 
what will actually be delivered? 
 

13. What are the critical business and IT interactions and linkages, i.e., how do you interact with 
the business stakeholders? 
 

14. What are the most significant complaints from users of the services you provide?  Are any 
performance measures or service level expectations set and communicated to end users? 
 

15. What is the predictability and variability of demand for IT personnel? (e.g., highly variable, 
predictable seasonal fluctuations, steady demand) 
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16. What is the predictability and variability of demand for IT system (hardware or software) 
resources? (e.g., highly variable, predictable seasonal fluctuations, steady demand)? 
 

17. Does ComIT have any problems or limitations in obtaining the personnel needed to provide 
quality IT services?  If so, what are the reasons?  (e.g., geographic isolation, limited 
availability, salary restrictions, headcount limitations, other) 
 

18. Does ComIT have any problems or limitations in obtaining the system (hardware or 
software) resources needed to provide quality IT services?  If so, what are the reasons?  
(e.g., geographic isolation, limited availability, budget restrictions, supplier limitations, other) 

 
Architecture 
 

19. What is the current approach towards managing and addressing legacy technologies and 
systems (e.g., containment, extension, consolidation, replacement, combination)? 
 

20. What resources are now devoted to maintenance of old systems vs. moving forward with 
new ones? 
 

21. What changes in the City’s business environment or strategy do you anticipate that have 
technology implications (1-3 year horizon)? 
 

22. What would are the most important financial objectives for the target state architecture (i.e., 
reduce costs; improve revenues; change balance between direct and indirect expenses; 
impact mix of variable, fixed and capital costs; etc.)? 

 
Other 
 

23. What top three initiatives would you like to see evolve from this IT strategy process?  
(“initiatives” may include projects, changes in organization, introduction of new programs, 
changes in process, etc.) 

 
24. What work issues keep you awake at night (if any)? 
 

25. Are there other issues that you’d like to discuss with respect to the City’s IT strategy (things 
we haven’t already discussed)? 
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IT Strategy 
Business Leader Interview Guide 

 
Introduction 

¥ Introductions 

¥ Project objectives 

¥ Interview objectives 
 

BE SURE TO IDENTIFY POTENTIAL BUSINESS IMPERATIVES! 
 

Business Overview 
1. Review business strategy 

a. Vision, mission and values 
b. Key business strategies/objectives  

i. Technology and non-technology 
ii. In progress and planned 

2. Discuss factors that may impact how the City delivers services to its customers – today and 
in the near future: 

a. Economic concerns 
b. Growth 

c. Changing technology 
d. Changing customer expectations 

e. State/federal mandates 
f. Other 

 
Role and View of Technology 

3. Overall view of technology organization 
a. Alignment of technology initiatives with business priorities 

b. Value received 
c. What works well 

d. What doesn’t work well 
e. Working relationships 

f. Quality of business applications 
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g. Quality of leadership 
h. Quality of technical resources 

4. Governance 

a. Role of IT (partner, service organization, vendor, etc.) 
b. Primary interfaces 

c. Planning/prioritization process   
d. Degree of participation of IT in setting business strategy 

e. Degree of participation of business in setting IT strategy 
f. IT funding/prioritization processes 

g. Service level expectations and realities 
h. Role of business in IT project initiation, approval, and management 

i. How IT is charged to the business 
 

 
Wrap Up 

¥ What would constitute success in this project? 

¥ Top three issues or priorities – what keeps you awake at night? 

¥ Top three opportunities for improvement? 

¥ Anything else? 

¥ Follow ups, if any 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix G)      1

Determine 
Business

IT Alignment
Appendix G 



ComIT Master Technology Plan (Appendix G)  |  City of Virginia Beach2

INTRODUCTION 
 
This workbook provides a means for assessing the relative alignment between the City's business imperatives and ComIT's information technology (IT) 
imperatives.   
 
A business imperative is an initiative or objective that the City would need to accomplish to make meaningful progress toward achieving its strategic vison.   
 
Gartner considered three sources in identifyng the business objectives listed in the alignment chart: 
 
1.  An initiative was specifically listed in the City's strategic plan and was aligned with a specific strategy in one of the City's 7 main focus areas. 
2.  An initiative or objective was identified in Gartner's interviews with the Management Leadership Team (MLT) 
3.  An initiative or objective was identified in one or more of Gartner's workshops with Community of Interest (COI) focus groups 
 
In many instances, the business imperative that we've listed was identified in 2 or more of the above sources.  We also listed business imperatives that impacted 
multiple Communities of Interest - these business imperatives are listed in Section 8.0 - identifed as "Cross Cutting" business imperatives. 
 
An IT imperative is an action or initiative that ComIT would need to undertake to enable the City to accomplish one or more business imperatives.  IT imperatives 
were identified in interviews with ComIT leadership, as well as in the MLT interviews and COI focus group meetings. 
 
Our first step in this alignment exercise will be to validate the draft list of business imperatives with the City.  After we've agreed on the business imperatives, we 
can then determine the relative alignment between the IT imperatives and business imperatives -- as well as the degree of impact or importance to the City in 
executing a particular business imperative.  Additional IT imperatives may be added if necessary to enable one or more business imperatives.   
 
The final alignment results provides a precursor of ComIT's IT strategy - confirming the City's most important business imperatives and the IT imperatives required 
to enable these objectives.   
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  SCORE Rank
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business 

operations  

8.8
Enhanced 

citizen 
participation 

in 
democratic 

process

8.9
Improve 

operational 
efficiency 

and 
responsiven

ess to 
citizen 

7.1
Improve key 
public safety 

business 
processes

7.2
Improve 

intra-
Department

al 
coordination 

and 
communicati

7.3
Monitor 
current 

trends, data 
and social 

issues

8.1
Improve 
workflow 

and 
minimize 

paper and 
labor-

intensive 

8.2
Provide self-

service 
options for 
residents 

and 
businesses

8.3
Enable field 
workforce to 
record and 
access data 

remotely

5.4
Automate 
employee 

performance 
managemen

t process

5.5
 Enhance 
volunteer 

opportunitie
s 

6.1
Insure 

privately 
owned 

property is 
well 

maintained

6.2
Maximize 
transport. 

system 
capacity and 

reduce 
travel time 

6.3
Maintain 

infrastructur
e asset 

managemen
t records

6.4
Improve 
waste 

collection 
and 

managemen
t

3.3
Improve 
caseload   

managemen
t capacity 

4.1
Enable 

enhanced 
citizen 

engagement

4.2
Improve  

efficiency, 
service and 

safety in 
libraries

5.1
 Online 

mechanisms 
to 

encourage 
citizen 

interaction 

5.3
Reduce 
single 

purpose 
technology 
applications

7.0 Safe Community 8.0  Cross-Cutting 

To what degree will the IT Imperative support the City in 
realizing each business imperative?

1.1
Performanc

e metrics

1.2
Revenue 

and pricing 
formula

1.3
Improve 

customer 
service 

2.1
Expand year-

round 
research 
programs

2.2
Improve 

developmen
t review 

processes

1.0 Support our customers

1.1 Proactively engage with Departments to learn their key 
business issues, and to increase effectiveness in planning, 
design, deployment and enhancement of IT applications

   

1.2 Develop mobile strategy to enable the mobile workforce and 
improve accessibility of data remotely

              



   

         

1.4 Improve ComIT's service management capabilities including 
a service catalog to guide Departments through the process of 
requesting and obtaining IT services

             1.3 Improve capability for Departments to capture and leverage 
data to conduct their own analysis and reporting 

 



1.6 Provide excellence in technical support, including enhanced 
transparency ticket status, faster responsiveness in resolution of 
Tier 2/3 issues, and enhanced support for Access databases

         1.5 Formalize process for analysis, documentation and 
management of business processes for City Departments 

 



1.8 Implement an enterprise scheduling and timekeeping system

         



1.7 Provide Citizens with online and mobile access to City 
services - to pay bills, request services, submit applications, apply 
for and pay for memberships, etc.



   

   

1.10 Implement modeling tools (e.g. transportation modeling, 
fiscal and economic impact modeling, community analysis, data 
/process modeling)

   

       



1.9 Provide appropriate user-training (e.g. SharePoint, Oracle 
Reports, other existing and new applications) 

  

   

1.12 Implement an enterprise wide citizen/customer relationship 
management (CRM) solution  

      



1.11 Enable vbgov.com for development of more interactive 
capabilities and improved search functions

   

            

1.14 Continue implementation of Integrated Public Safety 
initiative 

        



1.13 Automate key business processes (e.g. accounts payable, 
work order management, review of development plans, litigation 
polling)

 

     

1.16 Implement Common Facility Access card for Citizens to 
access City facilities  

     1.15 Continue with replacement of MDTs in police vehicles

 





 

1.18 Expand or leverage functionality available in existing 
enterprise applications (e.g., Oracle, Accela, Hansen)   

          



1.17 Design and build interfaces between systems (e.g. Accela 
and GIS web services, connect to State applications)

 

          

1.20 Implement an enterprise content management (ECM) 
solution with workflow and document imaging 

    



1.19 Implement an enterprise wide case management solution 

 

    





1.22 Implement a kiosk system in City facilities to help direct and 
assist those seeking City services (e.g., DSC, Human Services) 

   



1.21 Address reporting and application maintenance issues with 
current Oracle ERP system

 

2.1 Improve the process of evaluating, selecting and 
communicating the value of proposed IT projects

    

2.0 Improve IT processes

                 

2.3 Assess approach to sourcing IT services (e.g. contractors vs. 
FTE)






2.2 Improve project management processes to enhance 
collaboration and increase transparency with Departments from 
project initiation through closing



2.5 Strengthen and formalize ComIT processes (e.g. 
configuration management, application lifecycle management)





2.4 Improve ComIT's internal knowledge management 
processes

  
2.7 Automate ComIT's internal accounting and cash 
management process controls 

3.0 Provide a sound infrastructure

3.1 Deploy fiber Citywide         



 
3.3 Maintain the integrity and security of corporate information  

     3.2 Provide a scalable architecture to accommodate enterprise 
and specialty applications

 
3.4 Implement an enterprise data storage solution   

              

  

    

  
3.6 Implement modern unified communications and collaboration 
tools

           3.5 Implement an enterprise data integration solution 


3.7 Upgrade RACs infrastructure

  
     

3.8 Implement a redundant radio system 












8.5
Migrate to 
payment in 
arrears for 

payroll









5.2
Sustainable 
funding for  
technology 
infrastructur

e

4/8/2014
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MINOR IMPACT - 1

MODERATE IMPACT - 2

MAJOR IMPACT - 3 

1

Business Imperative Source

1
2
3



    

  







City Imperatives

8.0  Cross-Cutting 

  

    

  



8.9
Migrate to payment in 

arrears for payroll

2.0 Improve our processes

2.1 Improve the process of evaluating, selecting and 
communicating the value of proposed IT projects
2.2 Improve project management processes to enhance 
collaboration and increase transparency with Departments 
from project initiation through closing

2.3 Assess approach to sourcing IT services (e.g. 
contractors vs. FTE)

2.4 Improve ComIT's internal knowledge management 
processes

2.5 Strengthen and formalize ComIT processes (e.g. 
configuration management, application lifecycle 
management)

2.6 Improve software upgrade process and reduce backlog 
for packaging team

2.7 Automate ComIT's internal accounting and cash 
management process controls

3.0 Provide a sound infrastructure

3.1 Deploy fiber Citywide

3.2 Provide a scalable architecture to accommodate 
enterprise and specialty applications

3.3 Maintain the integrity and security of corporate 
information

3.4 Implement an enterprise data storage solution

3.5 Implement an enterprise data integration solution

1.11 Enable vbgov.com for development of more interactive 
capabilities and improved search functions

1.12 Implement an enterprise wide citizen/customer 
relationship management (CRM) solution

1.13 Automate key business processes (e.g. accounts 
payable, work order management, review of development 
plans, litigation polling)

1.14 Continue implementation of Integrated Public Safety 
initiative

1.15 Continue with replacement of MDTs in police vehicles

1.16 Implement Common Facility Access card for Citizens to 
access City facilities

1.17 Design and build interfaces between systems (e.g. 
Accela and GIS web services, connect to State applications)

1.18 Expand or leverage functionality available in existing 
enterprise applications (e.g., Oracle, Accela, Hansen)

1.19 Implement an enterprise wide case management 
solution 

1.20 Implement an enterprise content management (ECM) 
solution with workflow and document imaging

1.22 Implement a kiosk system in City facilities to help direct 
and assist those seeking City services (e.g, DSC, Human 
Services)



3.6 Implement modern unified communications and 
collaboration tools

3.7 Upgrade RACs infrastructure

1.21 Address problems in current Oracle ERP system







1.0 Support our customers

1.1 Proactively engage with Departments to learn their key 
business issues, and to increase effectiveness in planning, 
design, deployment and enhancement of IT applications

1.2 Develop mobile strategy to enable the mobile workforce 
and improve accessibility of data remotely

1.3 Improve capability for Departments to capture and 
leverage data to conduct their own analysis and reporting

1.4 Improve ComIT's service management capabilities 
including a service catalog to guide Departments through the 
process of requesting and obtaining IT services

1.5 Formalize process for analysis, documentation and 
management of business processes for City Departments

IT Imperatives

To what degree will the IT Imperative support the City in 
realizing each business imperative?

1.6 Provide excellence in technical support, including 
enhanced transparency ticket status, faster responsiveness 
in resolution of Tier 2/3 issues, and enhanced support for 
Access databases

1.7 Provide Citizens with online and mobile access to City 
services - to pay bills, request services, submit applications, 
apply for and pay for memberships, etc.

1.8 Implement an enterprise scheduling and timekeeping 
system

1.9 Provide appropriate user-training (e.g. SharePoint, 
Oracle Reports, other existing and new applications)

1.10 Implement modeling tools (e.g. transportation modeling, 
fiscal and economic impact modeling, community analysis, 
data /process modeling)

MODERATE IMPACT

MAJOR IMPACT

     







MINOR IMPACT



 

  



  

   

  

 

 



         

 



       

  



 







     

 

     





  



 

 

 



 











   

 



 



   

  

 



         

 

 

8.6
Provide greater visbility and 
transparency for residents 

and businesses to view City 
business operations - 

including simple access to 
current budget and fiscal 

information 







8.5
Provide a readily accessible, 
comprehensive, current and 

historic view of customer 
interactions with the City 
(e.g., service requests, 

reporting problems)









 

       

    

      

  

Degree of Alignment with the City's Business 
Strategy

City Strategy MLT



         



Workshops





   











  





     



 

  



 





 









  



  



    



         

        

   

  

1.1
Collect and analyze 

performance metrics to 
make data based decisions 
to further meet the needs of 

our citizens

1.2
Use the Virginia Beach 
Parks and Recreation 

Department revenue and 
pricing formula and tiered 

levels of service to ensure 
sustainable recreation 

programs and access to all

1.3
Improve customer service 

among residents and visitors 
to the City’s cultural and 

recreational facilities

2.1
Expand year-round research 

programs to support 
marketing directions and 

investments

4.1
Become more proactive in 
citizen engagement and in 
creating opportunities for 
bringing citizens together



1.0 Cultural & Recreational Opportunities 2.0 Economic Vitality
4.2

Improve operational 
efficiency, customer service 

and safety in Library 
facilities

7.1
Improve key public safety 

business processes, 
particularly scheduling and 
deployment of resources

7.2
Improve intra-Departmental 

coordination and 
communications 

7.3
Monitor current trends, data 
and social issues to focus 
efforts of key stakeholders 
to provide prevention and 
early intervention services 
to high-risk and vulnerable 

populations.

8.1
Improve workflow and 

minimize paper and labor-
intensive work processes

8.2
Provide self-service options 
for residents and businesses 
to do business with the City 
more easily (e.g., pay bills 

on line, apply for 
permits/licenses, submit 

service requests).

6.2
Maximize current 

transportation system 
capacity and reduce travel 

time 

6.3
Maintain a current record of 
the details, conditions and 

costs associated with 
maintaining and improving 

the City’s physical 
infrastructure

6.4
Improve waste collection 
and management through 

improved routing and 
lifecycle management of 

landfills

5.2
Reduce single purpose 
technology applications

5.3
Develop a sustainable 

funding source for essential 
technology infrastructure

5.4
Automate the employee 

performance management 
process to enhance 

documentation and provide 
data and reports for upper 

5.5
Use a centralized program to 

enhance existing, and 
incorporate new volunteer 
opportunities to preserve 

and strengthen the quality of 
neighborhoods

5.0 Quality Organization
6.1

Develop and implement new 
strategies to insure that all 
privately owned structures 

and premises are well 
maintained

5.1
Create and sustain online 
mechanisms to encourage 

citizen feedback and 
interaction with local 

government

3.0 Family & Youth Opportunities
3.1

Implement a single point of 
entry that enhances access 

to City services, 
consolidates resources and 

improves outcomes for 
families and youth

3.2
Ensure ability to 

demonstrate compliance with 
state and federal human 
services programs, as 

required to retain funding for 
critical services

3.3
Improve the City’s capacity 

to more efficiently and 
effectively manage growing 

caseloads 

2.2
Improve our development 
review processes, codes 
and standards to better 
encourage sustainable 

development and make it 
easier to implement our 

adopted plans and policies

4.0 Quality Education & Lifelong Learning 7.0 Safe Community

 



 



 

 





 



    





8.3
Enable the City’s field 

workforce to more simply 
and effectively record and 

access data

8.4
Provide City workers with 
simpler and more direct 

access to the most complete 
and up-to-date data needed 
to support decision-making.

 

 

 

  

  

  

 















 











 



 



 











8.7
Enhance opportunities for 

citizens to participate in the 
democratic process

8.8
Improve operational 

efficiency and 
responsiveness to citizen 

concerns









 









 







 

 

 

   





 

6.0 Quality Physical Environment
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Objectives 

The Department of Communications and Information Technology (ComIT) provides and supports 
communications, information, and technology solutions to enable city businesses, to inform the 
community, and to improve and promote quality of life and public safety.  As such, it is ComIT’s 
responsibility to ensure continued delivery of technology services to the City’s critical business functions in 
the event of a disruption.  As part of ComIT’s Disaster Recovery and Resiliency Initiative, a Business Impact 
Analysis (BIA) was conducted.  The results of which are the primary content of this document. 

The purpose of a BIA is to pinpoint which business units or departments, operations and processes are 
crucial to the continued delivery, and in some cases, uninterrupted delivery of technologies and services to 
the organization.  The primary purpose of this BIA is to identify critical technologies and services ComIT 
delivers to the City of Virginia Beach.  While this effort was intended to focus on technologies, ComIT used 
the opportunity to identify non-technical information that is of import to Continuity of Operations Planning 
(COOP) for each City department.  A terminology list can be found in APPENDIX A.  

The main objectives of this Business Impact Analysis were to: 

1. Identify all business functions within each department
2. Assign each function a Recovery Time Objective with justification
3. Identify the applications supporting those business functions
4. Assign application criticality based upon their respective business function
5. Identify upstream and downstream dependencies that may affect the delivery of goods and/or

services.

The technical information gathered will be used to develop disaster recovery strategies for the City.  All 
non-technical information has been made available to the City departments for COOP planning purposes. 
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Methodology, Discovery, Assumptions, and Constraints 

Methodology 

ComIT chose to use interviews as a means of collecting information.  Interviews provide a more reliable and 
comprehensive method of gathering information than a survey.  Further, interviews provide an opportunity 
for increasing the level of awareness and departmental responsibility for response and recovery planning.   

ComIT interviewed each department head, his or her direct reports, and their functional managers.  Upon 
completion of the interviews, the data gathered from each of the three levels were cross checked for 
thoroughness, consistency, and to uncover missing or relevant information. 

The interview consisted of a series of questions to identify functions, criticality, dependencies, legal and 
regulatory requirements, key personnel, alternate locations, and other technical and non-technical 
information.  A sample questionnaire can be found in APPENDIX B.   A list of those interviewed can be 
found in APPENDIX C.  

The assigned criticality is from the users’ perspective only.  Further fine tuning will occur over time and 
applications will change as ComIT becomes more mature in its resiliency efforts.   

Discovery 

Interviews were conducted beginning January 30, 2013 and were completed July 30, 2013.  Upon 
completion of each interview, a summary was sent to the interviewee for review and approval.  The 
interviewee returned the summary which was then incorporated into his/her departmental BIA report.  The 
departmental report was then sent to the department head.  This BIA Final Report was compiled using the 
information from the departmental reports.  Department and individual BIA Summaries are available 
through ComIT Applications Support, ComIT Resiliency Team. 

Assumption and Constraints 

The BIA was constructed by the information elicited from the end users.  It is assumed that the end user 
knows best which applications are critical to their business functions. 

 A BIA is only the first of several steps in determining the criticality of Customer
applications/functions. The BIA reflects the opinions of the end users.  Criticality of City applications
will be fined tuned when the Disaster Recovery Plan (DR) and the Continuity of Operations plans
(COOP) are developed and tested.

 The BIA alone cannot be the only factor in determining appropriate recovery strategies.  When
selecting the appropriate strategy, each application requires all three of the following:

o Data sensitivity
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o Level of criticality
o Cost of recovery strategy

 Because the BIA was a project of and for ComIT, the BIA was focused on City technologies.  When
able, additional non-technical information was gathered on behalf of the Departments.

 Several data centers are not supported by ComIT.  While the application information has been
collected a collaborative Disaster Recovery effort has not been addressed.
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Recovery Time Objectives (RTO) 

The business functions and supporting applications of the City of Virginia Beach have been assigned a level 
of criticality referred to as RTO or Recovery Time Objective. 

An RTO level is the duration of time and a service level within which a business process must be restored 
after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in 
business continuity.  The table below was based upon the process of determining mission essential 
functions as per the guidelines provided by the State of Virginia and adopted by the City of Virginia Beach in 
2008 and re-adopted by City Management in December 20121. 

RTO level 1 (0 downtime/continuous service required) 
Assigned to functions that relate to or support matters of life and death, or, without that function 
conditions would put citizens and visitors in harms’ way. 

RTO level 2 (Three days or less) 
Assigned to functions that directly support level 1 functions or are critical to the recovery of the City’s 
basic infrastructure. 

RTO level 3 (Seven days or less) 
Assigned to functions that can be restored after levels 1 and 2 have been restored.   Most City functions 
fall within levels 3 and 4. 

RTO level 4 (Twenty four days or less) 
Assigned to functions that can be deferred until more critical City functions have been recovered. 

The assignment of criticality to each function was determined based on the RTO above, the expertise 
within the department, industry expertise, and generally accepted Professional Practices2.   

Most downtime events are not the result of total devastation.  However, for response and recovery 
planning purposes, a worst-case scenario is used.  A worst-case scenario assumes that the physical 
infrastructure supporting each respective business unit has been destroyed and all records, equipment, 
personnel, etc. are not immediately accessible.  In the event of total municipal devastation the rebuild 
efforts would exceed the RTOs. 

The RTOs above should be re-evaluated to meet the requirements of the technology capabilities on a 
regular basis and with each change to the production operating environment or methodology.  If the 

1 VDEM Guide to Identifying Mission Essential Functions (MEFs) and Conducting Business Process Analyses (BPAs), 2011. Virginia Department of 
Emergency Management, Richmond, December 2011. http://www.vaemergency.gov/sites/default/files/VDEMGuidetoMEFs_v1_Dec11_1.pdf> 

2 Professional Practices, 2012, DRII, 1 July 2012. <http://drii.org> 
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capabilities of technology do not meet the requirements of the business unit, a gap exists leaving the 
business unit vulnerable.  These gaps must be identified and mitigated to prevent extended outages and 
serious impact to the City.  Some gaps are discovered while conducting the BIA but a more thorough 
discovery of vulnerabilities are revealed during the testing and validation of the departmental COOP plans 
and the Disaster Recovery plan.  Testing and validation of COOP and DR plans should be done annually. 
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Departments Interviewed 
 

Interview Schedule (a comprehensive interview schedule can be found in APPENDIX C)  
 

February/March  

1. Department of Human Services  
2. Police 
3. Fire  
4. EMS  
5. ECCS  
6. ComIT  
7. Museums/Historic Preservation  
8. Convention Center/Visitors Bureau  
9. Finance  
10. City Treasurer  
11. Clerk of the Circuit Court  

 
April/May 

1. Public Works  
2. Public Utilities  
3. Public Health  
4. Human Resources  
5. Office of Volunteer Services  
6. Commissioner of Revenue  
7. City Managers  
8. City Auditors  
9. City Attorney  
10. Real Estate Assessor  
11. City Clerk  
12. Media & Communications Group  
13. Public Libraries  

 
May/June/July 

1. Parks & Recreation  
2. Commissioners Attorney  
3. Sheriff’s Office  
4. Director of Management Services  
5. Agriculture  
6. Economic Development  
7. Housing & Neighborhood Preservation  
8. Planning & Community Development  
9. Cultural Affairs  

  
State Entities 
 

Some State entities rely upon the City of Virginia Beach to provide Internet access and the City’s 
infrastructure, i.e., Human Services, Public Health, Sheriff’s Department, etc.  In addition, City Departments 
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rely upon State systems and critical applications to perform their functions, i.e., Department of Social 
Services.  Information was gathered on some State entities but their resiliency efforts should be addressed 
in their departmental COOP plans and the State’s COOP and DR plans.   
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Applications Summary 

The applications list in the BIA contains only those applications that have been identified by the end users.  
There were 440 applications identified.  Many applications were not identified by the departments for a 
variety of reasons.  However, it is safe to assume that any missing applications can be considered as non-
critical.  If any of the applications not mentioned are in fact critical, their criticality will be reveled in the DR 
plan and COOP plans.  The total number of CVB applications, provided by the Applications Portfolio 
Management Team (APMT), is 894. 

Because the BIA applications list includes the following, the number of applications and their respective 
criticality may be slightly skewed.  

 Apps that ComIT may/may not support
 Web portals
 Social media
 Radio tools not included in master list
 Interfaces
 Systems software
 COTS packages
 Other

Additional efforts are underway by APMT and Gartner Group3 to further identify and categorize 
applications. 

Application Portfolio Management Team 

Conducting the BIA is only the first of several steps in identifying critical applications.  This applications list 
is a living document.  Additional fine tuning will occur as the DR Plan and the COOP plans are developed.  
Further, the APMT will use the BIA information in their efforts moving forward to: 

 The APMT will do a comparison of the application list provided by the BIA team to see which
applications are not included on the main list.

 Although the BIA and APM were separate initiatives, the analysis is showing how these processes
will link to our overall strategy plan for ComIT.

 Both initiatives have proven to provide recommendations on how application management and BIA
can be a part of a continuous business process improvement effort.  Setting Guideline for our cities
SDLC and Disaster Recovery processes.
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Once the BIA is final, the list will be turned over to the APP Team to further fine tune application 
information.  They will be able to: 

 Categorize type of applications/tools
 Confirm which applications ComIT supports and which applications it does not support
 Add applications/tools discovered during the BIA that were not on the Master List
 Combine all lists into one ComIT Application Master List

Application RTOs 

The critical applications list can be considered roughly 90% complete.  The results of the BIA can be used to 
determine the appropriate Disaster Recovery strategies for the City’s most critical applications.   

The total applications for the City of Virginia Beach are 894 (Application Portfolio Project Team).  The chart 
below breaks down the 894 applications by RTO. 

The comprehensive applications table, by criticality, can be found in APPENDIX D. 

Recovery Strategies 

The BIA alone cannot be the only factor in determining appropriate recovery strategies.  Each application 
requires consideration of the following criteria: 

 Data sensitivity
 Level of criticality
 Cost of recovery strategy

Applications should be evaluated independently and assigned an appropriate recovery strategy.  The 
possible strategies are: 

 Option A – Tape backup and on site replication – current strategy

13% 
4% 

7% 

76% 

Application Breakdown by Criticality 

0 downtime = 119 apps

<3 days = 39 apps

<7 days = 60 apps

<24 days = 676 apps
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 Option B – Cloud computing/recovery 
 Option C – Real time backup and recovery of systems at an alternate site 
 Option D – Peer to Peer/Collaboration 
 Option E – Hot site – Use of space and systems at a recovery vendor 

 

BIA Value Add 

 Information gathered will help assist the Applications Portfolio Management Team to fine tune the 
Master Applications List and to manage City applications going forward. 

 The BIA methodology was designed to encourage ongoing communication and collaboration of 
COOP and DR planning efforts with City departments. 

 The BIA was designed to help transfer and/or share COOP and DR ownership and subsequently 
costs to Customers. 

 On behalf of the customers, ComIT gathered non-technical information the departments can use to 
update or develop their COOP plans 

 ComIT has a better understanding of which departments use/share a single application, e.g., 
Hansen is used by PW, PU and P&R.  ComIT will able to track more thoroughly the impact of 
changing or decommissioning applications.  In addition, ComIT is better able to prevent the 
procurement of redundant software packages. 

 Through the BIA, ComIT is able to identify applications that are supported externally.  This will help 
in transitions from externally supported applications to ComIT supported applications & services. 

 The BIA process has produced the opportunity for ComIT to begin laying down the larger 
Operational Risk Management Framework, i.e., collaboration with Emergency Operations and City 
Auditors. 

Findings and Recommendations for ComIT 
 

The interviews revealed a number of concerns.  Because this BIA is technology centric, we have identified 
concerns for ComIT in the following pages.  Non-technical concerns will be addressed by the departments 
when they develop or update their COOP plans.  Such concerns have been made available to the 
departments through the interview summaries.  A complete list of recommendations for all City 
departments can be found in APPENDIX D. 

 

 Data Centers 

 Network and Communications 

 Information Security and Privacy 

 Server Infrastructure 
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 Database Team

 COTS Team

 GIS

 Customer Service

 Oracle Program Group

 Business Systems Team

 Web Engineering

 Multimedia

 Public Safety Program Group

 Client Services

 Staffing, Operations, and Recovery Planning
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Data Centers 
 
The 3 primary City Data Centers supported by ComIT include: 

 Operations (Bldg 2) – Primary for core infrastructure and business applications 
 ECCS 911 Center (Bldg 30) – Primary for public safety applications 
 Convention Center - Supports VBCC functions, e.g., Audio, Security, Event Mgt., Lighting, etc. plus 

acts as central hub for Police precinct and Fire station for that geographic location  

Building #2 – Operations Center 

Issue The primary data center for ComIT is located in a public building near a loading 
dock. Anyone can access the building leaving the City’s primary data 
infrastructure vulnerable to attacks or breaches. 

Recommendation The data center cannot be protected in building 2 since most of the building is, and 
needs to be, accessible to the public.  Relocating the data center is the best option.   

Recommendation However, a short term solution for the basement floor/dock exposure concern 
would be to install a guard to prevent anyone going beyond the point that is 
required for deliveries. 

Recommendation Lock the dock doors promptly at 5:00 p.m. and open no earlier than 8:00 a.m. 
 

Issue An electrical equipment room in Bldg. 2, located in the basement between the 
loading dock and the primary ComIT data center, has been found to be unlocked 
on a regular basis. 

Recommendation Keep the electrical room locked and have it checked daily by building maintenance. 
Recommendation Check permissions for entry and limit access to the electrical room where 

reasonable. 
 

Issue Power and backup power is unreliable at the primary data center for ComIT. 
There is a single path for power and cooling distribution.  Generator is exposed, 
old, and it is hard to get parts because the product is produced outside of the 
United States.  

Recommendation Install a new electrical distribution system (in progress). 
Recommendation Establish SLAs with existing vendor. 
Recommendation Buy and store backup parts. 
Recommendation Replace the generator, use old as backup to perform maintenance.  
 

 

Issue The primary ComIT data center consumes huge amounts of power to operate 
servers and cooling. 

Recommendation Provide energy monitoring to manage and streamline consumption. 
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Issue In the event of a complete loss of the primary ComIT data center, there is no 
failover of critical functions and applications to a remote site. 

Recommendation Develop and implement failover strategies for critical applications at a remote site. 
 

Issue Other Risk Mitigation Recommendations  
Recommendation Move cables stored below the flooring to elevated cable trays so that cable trays 

are not exposed to water. 
Recommendation Conduct a comprehensive risk analysis on Bldg. #2.  This would include the building 

envelope, plumbing, electrical, proximity to surrounding threats, security, etc. 
 

Issue The generator at the primary data center (Bldg. #2) for ComIT is exposed to the 
elements and/or malicious activity.  

Recommendation Build a secure enclosure around the generator similar to that for the ECCS 
generators. 

 

Building #30 – ECCS 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue ECCS data center relies heavily on Motorola for service.  ComIT does not have 
SMEs for Motorola equipment. 

Recommendation  Hire Motorola SME and cross train 
 

Issue Wiring in the ECCS is loose and in the ceiling.  
Recommendation Mark and encase the wiring in conduit.  
Recommendation If possible relocate wiring beneath the flooring 
  

Issue If ECCS's private branch exchange is unavailable, ECCS can fail over to the City's 
line but ComIT would have to make the switch and not ECCS.  

Recommendation The procedures should be finally detailed and steps put in place to make the switch 
over seamlessly. 
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Data Center – Convention Center 

Issue The Convention Center data center acts as a central network hub for the Police 
and Fire departments in that area. 

Recommendation Analyze the vulnerabilities and create an alternative path or back up strategies so 
that the public safety groups are not compromised if the Convention Center 
network becomes unavailable. 

Issue Because the VBCC is a central network hub, it creates a drain on Convention 
Center power supply.  The power supply could be used for other facility functions 
including those that could support recovery after a disaster.     

Recommendation An electrical engineer should conduct an investigation of the potential to utilize 
Switchgear Technology to divert some of the power dedicated to the Fire System 
while not in use.  This would allow power to be used for other facility functions, 
improving the ability to support recovery services. All diverted back power would 
be immediately re-directed back to the Fire System upon its activation. 

Data Centers – All  

Issue In the event of a long term outage of the City data, there are no failover 
strategies for critical functions and applications. 

Recommendation Develop and implement failover strategies for critical applications. 
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Network and Communications 

 
The City’s network infrastructure provides the foundation on which all other technical and business 
functions operate. Cisco equipment (core distribution switch, routers, switches, copper and fiber optic 
cable, wireless, VPNs, Firewalls and other Intrusion Prevention Systems) and operating system software are 
being used to deliver these network services. The availability of the network infrastructure depends on 
power supplied by Virginia Dominion Power.  

The core network distribution switch, and all other equipment in the Operations Data Center, has backup 
power provided by 2 UPSs and 1 generator. The core network distribution switch has no backup and is a 
single point of failure.  
 
In a disaster requiring a ground up rebuild, the following activities should occur in this order to bring up the 
City’s technology infrastructure. 
  

1. Restore network equipment in the primary Data Center (Bldg. 2) – the hub in a “hub and spoke” 
environment – where Cisco core switch (6509) and Cisco Nexus routes every packet in the City  

2. Install critical servers and bring up data center 
3. Bring up Building-to-Building connectivity  
4. Start restoring critical applications from backup tapes 
5. Bring up ~100 WAN sites – for enterprise apps, i.e. InSite, Banner, Anasazi, etc.  

 
The issues and recommendations for Network & Communications are listed below.  
 
Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 

CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

 

Issue ComIT (Telecom Radio) supports ~6,000 users in many departments, including 
schools, Public Works, Public Utilities, Public Safety entities, etc. with only 4 
people on staff. With only 4 people, there is a likelihood of not having enough 
people to provide support during or after a disaster.  

Recommendation It is recommended that additional people be added to the Radio team.  
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Recommendation Assess the radio team’s needs and which functions are being jeopardized.  
Develop a short term and long range strategy for radio systems 

Recommendation Hire skilled part time staff during periods of high demand. 
 

Issue The ComIT (Media & Communications Group) plays a key role in disaster 
response.  It is highly reliant on the internet and wireless service.  It is frequently 
called upon at a moment’s notice which requires its members to login to the CVB 
network.  If they are not at the City or are at home, they are reliant on air cards 
and Citrix.  The air-cards are at times unreliable and the login process for Citrix is 
involved and tedious.  Citrix, as of late, has been slow and unreliable.   

Recommendation Since technology is an absolute must and the content reaching citizens could be a 
matter of life or death during an emergency, it is recommended that more reliable 
technologies be explored. 

 

Issue ComIT (Telecom Mobile) supports the mobile data terminals (MDTs) [also known 
as mobile data computers] in 850 – 900 public safety (Police, Fire, EMS) vehicles. 
The Mobile team and Radio Team work together to support ~6,000 subscribers to 
radio and wireless communication devices. They support the voice radios of 
~3,000 Public Safety subscribers and another ~3,000 subscribers that are City 
staff but not Public Safety. The Mobile Team also supports Verizon air cards in 
over 400 Public Safety vehicles and more air cards for other City staff. Air cards 
are high speed wireless broadband cards that give users mobile Internet access 
on their laptops using Verizon’s cellular data service. The Telecom Mobile team 
has only 3 people on staff. With only 3 people, there is a likelihood of not having 
enough, or any, people to provide support during or after a disaster.  

Recommendation It is recommended that additional people be added to the Mobile team and/or 
consider hiring skilled, supplemental staff at the time of a crisis. 

Recommendation Establish family plans and response requirements for Alpha 1 personnel for before, 
during, and after an incident. 

Recommendation Develop manual work around procedures where possible. 
 

 

Issue With the expansion of mobile technology, there is not sufficient staff on the 
ComIT (Telecom Mobile) team to support the wireless systems of the size and 
complexity of those operated by the City.  

Recommendation It is recommended that additional people be added to ComIT (Telecom Mobile) 
team to support normal operations. 

 

Issue The ComIT (Mobile Team) stores critical equipment driver software on the 
network.  In addition, they store vital configuration materials on personal flash 
drives. 

Recommendation Develop a secure process to store and retrieve wireless drivers and configuration 
materials if the wired network goes down.  
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Issue ComIT (Telecom Radio) has only 1 City vehicle available for the Radio team to get 
to the 8 radio towers spread across the City (307 square miles).  

Recommendation It is recommended that an additional vehicle be provided to them. 
 

Issue ComIT is not staffed to provide a quality level of support for emerging 
technologies, e.g., users shift to mobile, the capturing and use of big data, etc. 

Recommendation Increase the number of staff. ComIT will not be able to escape emerging 
technologies.  

 

Issue The City’s wireless broadband has a singular dependency on Verizon’s Wireless 
4G voice and data communications.   

Recommendation Determine if portable equipment that utilize mobile hot spots are available for 
voice / data communications if Verizon towers or 800Mhz radio towers were to go 
down. This is the same type of equipment used by TV crews. 

Recommendation Establish and SLA with Verizon. 
 

Issue ComIT – The City currently pays Cox Communications for network connectivity in 
large areas where the City does not have fiber. In locations where the City does 
have fiber, they are old connections. Traffic Management Operations within the 
Department of Public Works has recently installed a fiber optic network and has 
extra capacity that can be shared with ComIT and other City departments.  

Recommendation It is recommended that ComIT pursue this option. 
 

 

Issue ComIT (Telecom Voice) consists of 5 FTEs and supports the vital telephony 
(communications) requirements of ~6,000 users in many departments, including 
schools, Public Works, Public Utilities, Public Safety entities, etc. New 
technologies and features are being focused on instead of strengthening the core 
functions. 

Recommendation It is recommended that quality assurance measures and change control procedures 
be incorporated into the processes and procedures of this team to ensure reliable 
voice communications. 

Recommendation Identify and correct existing system bugs and prioritize which potential bugs would 
hamper recovery processes in the event of a disaster. 

Recommendation Evaluate how inadequate staffing is causing or adding to vulnerabilities.  Hire 
staffing as needed. 

 

Issue ComIT (Telecom Network) is concerned about the lack of network redundancy. 
When the network was established, setup was based on available funding. 
Connections need to be separated. All Municipal Center buildings should be 
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connected to both B2 and B30.  
Recommendation Connect all buildings at the Municipal Center to both the Operations data center 

and the ECCS 911 data center.    
 

Issue ComIT (Telecom Network) needs a secondary core switch. Currently, there is only 
one. Without a core switch, the City has no network. Without a network, the City 
is down.  

Recommendation Procure and install a backup core switch with failover capabilities. This should be a 
top priority.   

Recommendation Establish Cisco SLA for core switch. 
 

Issue ComIT (Telecom Network) is concerned about the availability of hardware and 
the time it would take to get (replicate) what is being used. The order time from 
Cisco could take 2 – 3 weeks.  Some spare parts are stored on site as used 
equipment is replaced or upgraded, but this is a big risk to the City.   

Recommendation It is recommended that ComIT make special arrangements with Cisco for fast 
replacement of failed equipment. 

Recommendation Keep a catalogued inventory of spare parts; monitor inventory for missing parts 
and replenish. 

Recommendation Consider purchasing spare parts of hard to acquire or frequently used equipment 
and store off-site. 

 

Issue There are concerns about the reliability of the radio towers during a storm.    
Recommendation Analyze tower resiliency and develop a schedule to check towers (securing 

mechanisms, protective shelters, etc.).  
 

Issue ComIT (Telecom Network) indicates that more Internet capacity is needed.  
Recommendation It is recommended that Internet capacity be increased. This supports critical 

enterprise applications like Anasazi, InSite and many others that City users must 
have during disasters. 

 

Issue The Radio Team has indicated that productivity suffers as a result of cumbersome 
and inefficient change procedures, purchasing, etc. 

Recommendation The Radio Team should work with the business office to identify processes that 
interfere with productivity.  Implement a process improvement initiative for those 
processes.  

 

Issue There is no identified successor for the team lead.  If that team lead were 
unavailable, the City of Virginia Beach would come to a halt and recovery of this 
City’s technologies would be extremely difficult.   

Recommendation Formerly name, cross train, and conduct an exercise to ensure that this most 
critical skillset is available. 
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Information Security & Privacy Office 

 
If there were a Cyber Attack, the InfoSec team would be heavily involved in the investigation to determine 
the extent of damage and recommend the actions necessary to address the misuse.  If the City were to 
experience other disasters, Information Security would be critical to the restoration of the City’s 
technologies. Virus and intrusion protection is “baked in” the network firewalls. The primary concerns are: 
  
Issue Ernie Forni within ComIT (Information Security & Privacy Office (InfoSec)) 

indicates that all knowledge to conduct a cyber-attack investigation is known 
only to himself and his staff and is not documented.  

Recommendation The Information Security & Privacy Office (InfoSec) needs to document the 
procedures to conduct a cyber-attack investigation. 

Recommendation Identify specific vulnerabilities in information security and devise work around 
procedures for each. 

 

Issue The Team relies heavily on institutional knowledge and there is no successor for 
Ernie Forni which would leave the City highly vulnerable if he were unavailable. 

Recommendation Hire or determine a successor internally or externally and cross train to ensure if 
Ernie were not available the City’s data will be continue to be protected. 
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Server Infrastructure Team 

In the event of a complete data center loss, the Server Infrastructure team would face the following issues.  
These issues are directly related to recovery the City’s critical business functions.   

Issue ComIT (Systems Support) is currently making critical power and backup power 
upgrades to the primary data center in Bldg. 2. However, some vulnerability still 
needs to be addressed. 

Recommendation Complete the data center improvements begun in Phase IV, Part 1 and Part 2 
(dependent on funding).  Specifically ComIT will do the following:                           

 Acquire a backup Uninterruptible Power Supply (UPS)   
 Purchase spare parts for generators, network and computing equipment   
 Move or regularly inspect water pipes above the Data Center   
 Secure electrical room with card access. 

 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue The ComIT (Media & Communications Group) plays a key role in disaster 
response.  It is highly reliant on the internet and wireless service.  It is frequently 
called upon at a moment’s notice which requires its members to login to the CVB 
network.  If they are not at the City or are at home, they are reliant on air cards 
and Citrix.  The air-cards are at times unreliable and the login process for Citrix is 
involved and tedious.  Citrix, as of late, has been slow and unreliable.   

Recommendation Since technology is an absolute must and the content reaching citizens could be a 
matter of life or death during an emergency, it is recommended that more reliable 
technologies be explored. 

 

Issue ComIT (Server Infrastructure) does not have versatile backup and restore 
software capabilities. This is a prerequisite to any off site replication.  

Recommendation Improve backup and restore versatility by obtaining backup software that has 
improved connections between the virtual machines and iSCSI storage.  

 

Issue ComIT (Systems Support) is highly reliant on 2 network storage vendors (HP and 
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NetApp).   
Recommendation Establish service level agreements with storage vendors 
 

Issue The response and recovery procedures for the ComIT (Server Infrastructure) 
team are not documented and largely held with one person.  If he were to be 
unavailable during a disaster it would put hardship on the City as his functional 
processes have not been transferred to an identified and trained successor.  

Recommendation Develop a ComIT Disaster Recovery Plan that includes this team and all other 
teams. Includes the identification of successors. 

Recommendation Cross train, prepare, and conduct an exercise so that the City is assured that this 
most critical skill set is available. 

 

Issue ComIT (Server Infrastructure) has no SLAs in place for provisioning core hardware 
equipment.  

Recommendation Identify critical vendors for goods and services that are required for recovery.   
Establish SLAs with them and determine their backup strategy as well.   

Recommendation Select and identify at least two alternate vendors that could provide the needed 
equipment. 
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Database Team 
 
The Applications Support Database Team works closely with Systems Support, Client Services, and 
Telecommunications to restore the databases.  This is a critical first step to bringing up the core backbone 
infrastructure in a recovery effort.  The Applications Support Database Team faces the following 
vulnerabilities: 
 

Issue ComIT (Database) supports ~ 60 database servers and ~ 400 databases in the 3 
primary data centers (Bldg 2, Bldg 30, Convention Center) and would be critical 
for any and all recovery activities. The team must be told by management which 
application databases have the highest priority (are most critical) for restoration.  

Recommendation ComIT management will prioritize the critical applications (RTOs less than 3 days) 
and provide this list to the Database team, and other related teams.   

 

Issue ComIT (Database) depends on documentation (admin identifiers and passwords, 
inventories, etc.) to conduct the restores.  

Recommendation It is recommended that ComIT establish a strategy to backup and distribute these 
identifiers and passwords securely. 

 

Issue ComIT (Database) is a very small team, so staffing is a concern. There is only one 
Oracle DBA on the team who could conceivably retire soon. Two critical 
databases (InSite and GIS) both reside on Oracle.  

Recommendation It is recommended that cross-training occur for Oracle support or that a new 
Oracle DBA be hired. If not, try to identify a temporary resource to provide these 
capabilities and skills.   
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Client Services Team 
 
The Client Services Team would be one of the "first responder" technology teams put in place to restore 
the backbone of the IT infrastructure after a disaster. They would work hand-in-glove with the Server 
Infrastructure Team and the Database Team. The Server Infrastructure team would prepare the critical 
servers, the database team would prepare and restore the critical databases and then the Client Services 
Team would restore images to critical servers.      

Issue There are no documented recovery steps for Network, Server Infrastructure, 
Database, Client Services, and perhaps COTS.   

Recommendation Develop a DR Plan 
 

Issue While any one person on the ComIT (Client Services) team is capable of 
performing all the necessary steps in the restoration process, primary and 
secondary successors have not been identified in the event the team lead is 
unavailable. 

Recommendation Cross train staff and name successors. 
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COTS Team 
 
The COTS team will assist in the restoration of COTS applications, if necessary.  It is not likely that COTS 
applications would have to be re-installed from scratch. The applications and databases should be backed 
up so that a clean restore can occur to some pre-disaster point in time. The storage and protection of User 
Identifiers and Passwords is critical. They are the "keys to the kingdom".  Greatest area of concern is: 
 
 

Issue ComIT (COTS) and (Database) teams are concerned about the storage and 
protection of Administrative User Identifiers and Passwords, which are the "keys 
to the kingdom".  How do you share this sensitive information with the right 
people that need to do the restores while protecting them from those who 
would cause harm? These highly sensitive administrative user IDs and passwords 
may not be available during recovery due to lack of procedures for backup and 
redundancy.  This would prevent restoration of City technologies. 

Recommendation It is recommended that ComIT establish a strategy to store and distribute Admin 
user identifiers and passwords securely. 
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GIS 

 
All of the GIS functions are critical due to the interfaces with critical public safety apps, e.g., CAD. 
In the event of disaster, the normal operational functions and web site content would be transformed into 
critical emergency functions and site content for the EOC.  The concerns are: 
 
Issue The GIS team is concerned about the unavailability of the Geodatabase, 

providing web mapping services, and applying map updates (Flood zone 
locations; shelter locations, etc.) for the 911 center and first responders.  Keeping 
the Geodatabase up and available for user access via the database server is a top 
priority.  

Recommendation Failover to a remote hosting service, e.g., regional data center. 
Recommendation Fire Dept. should keep map books (stored on PDF) updated and printed more 

frequently for emergency situations. 
Recommendation Develop a disaster recovery plan and work around procedures 
 

Issue Losing connectivity between Bldg. 30 and Bldg. 2 would impede the updating of 
base maps by the ComIT (GIS) team with service requests coming in related to 
response.  

Recommendation Develop manual work around procedures, e.g., walk the SRs from ECCS to the CGIS.   
 

Issue In the event of disaster, one member of the CGIS team would be at the EOC and 
at least two other team members would play a support role back at the CGIS 
Offices, entering updates from the 911 floor like flood analysis, closed streets, 
downed trees and power lines, etc. that would facilitate first responder and 
damage assessment activities via a feed to the WebEOC application.  Losing 
connectivity between Bldg. 30 and Bldg. 2 would impede the service requests. 

Recommendation As a workaround, service requests can be hand delivered from Bldg 30 to Bldg 2.  
Other options can be explored when GIS develops their COOP plan. 
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Customer Service 

The Customer Service Team works hand-in-glove with the Support Center to analyze and fix broken 
applications for the ~ 7,000 City employees. There are ~ 1,000 applications being supported. If the Support 
Center cannot resolve the problem using a set of common Level 1 procedures, the computer problems gets 
routed to the Customer Service team for technical analysis and problem resolution and the telephone 
problems get routed to Telecom for analysis and resolution. 

Issue ComIT (Customer Service) indicates that the City has been doing business with 
ESI for a long time and it is assumed that they would provide loaner equipment if 
needed.  However, there are no SLAs in place. 

Recommendation Construct ESI contract to include continuity planning and service level requests in 
the event of a disaster. 

Recommendation Identify primary, secondary, and tertiary vendors.  Establish SLAs with each of the 
critical vendors. 

 

Issue ComIT (Customer Service) indicates that they would be unable to handle the 
surge in calls during a major disaster. 

Recommendation Determine requisite skill requirements at the time of a disaster.  Identify staffing 
vendors that can put bodies on the ground temporarily.  Establish SLAs with those 
vendors. 

 

Issue ComIT (Customer Service) has not documented or exercised disaster response 
procedures. 

Recommendation Develop a Disaster Recovery Plan that includes a succession plan.  
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Oracle Program Group 

 
The Oracle Program Group (OPG), also known as the InSITE Program Group (IPG), manages and supports 
the Enterprise Resource Planning (ERP) program named InSITE, which is hosted by Oracle on Demand in 
Austin, Texas. InSite is comprised of multiple modules from Oracle’s E-Business Suite of business 
management software and is used by all City departments as well as Virginia Beach Public Schools for 
payroll and other important financial functions, making this a critical enterprise application.   
 
  
Issue ComIT (Oracle Program Group (OPG)) supports the InSITE application, which is 

used by the City for payroll, accounting and other related functions including 
ffinancial tracking, reporting on expenditures for individual bureaus, 
Grants/CIPs/special projects, procurement cards, data entry and reconciliation. 
InSITE is hosted off site by a vendor in Austin, Texas. One VPN communications 
channel represents a single point of failure.    

Recommendation A second VPN concentrator and connection should be established in an alternate 
location in the event building 2 is unavailable.  

Recommendation A second print server for the City should be established outside the City municipal 
center in the event building 2 is unavailable.  

Recommendation A second print server for the Schools should be established outside the City 
municipal center in the event building 2 is unavailable. 
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Business Systems Team 

 
The Business Systems Team provides business systems operational support for all of the enterprise 
applications that are not supported by the Public Safety, Revenue Collection or Oracle Program Groups, 
e.g., Accela, Hansen, TeamTrack, Banner, Laserfiche,  etc. The team also provides project support for 
various City projects, including analysis, design, requirements definition, RFP development, formal process 
definition, etc. 
 
 

Issue ComIT (Business Systems) has observed that collaboration across City 
departments needs to be improved. Currently, each department has its own 
SharePoint site that is not accessible by other departments.  

Recommendation Establish a site owner for each department and publish city-wide so that all 
departments know who to contact to obtain permission to access sites from other 
departments.  

 

Issue There are no failover strategies in place. 
Recommendation Update the Cost Benefit Analysis for Hosting Options document, select and 

implement strategy. 
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Web Engineering 

The Web Engineering team develops and supports external SharePoint web sites, e.g., BEACHnet, VBGov. 
Jason is required to be on call to the EOC during emergencies to enable the publication of EOC content to 
the public, e.g., road closures, shelter locations, food and water sources, etc.  All sites managed by the web 
team are hosted via SharePoint in Building 2.  The only site hosted outside the City is the emergency site 
(http://emergency.vbgov.com.  This site is hosted by GoDaddy. 
 
Issue ComIT (Web Engineering) has only 3 persons at the time of a disaster which is a 

major concern. 
Recommendation Consider hiring part time staff during a disaster. 
Recommendation Consider using other City employees with the requisite skill sets to assist during a 

disaster. 
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Multimedia 

Emergency content development and photography to document storm damage for real estate assessors to 
use for FEMA reports and informing the public of evacuations, shelters, blocked roads, etc. are both critical 
functions before, during and after a disaster. Losing connectivity is the primary concern. If Cox and Verizon 
are down, delivery is impacted. 
 
Issue Lack of connectivity would prevent the ComIT MultiMedia team from 

documenting storm damage for FEMA reports.  FEMA reports are necessary in 
getting emergency funds from the State and Federal. 

Recommendation Determine which articles of documentation are required for the FEMA reports.  
Devise work around procedures for those critical articles. 

 

Issue If ComIT (MultiMedia) lost connectivity they would be unable to get emergency 
media content, i.e., shelters, blocked roads, flooding, etc. out to the City. 

Recommendation Identify all communication vehicles for the City and select alternate avenues and 
work around procedures. 

Recommendation Make this a part of the DR plan and include in/update the EOC plan. 
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Public Safety Program Group 

The ComIT Applications Support PSPG team has no critical functions.  However the team is small.  The 
concerns identified are: 
  
Issue Some of the ComIT (Public Safety Program Group (PSPG)) staff have over 40 years 

with the City and could retire any time, losing institutional knowledge.  
Recommendation Hire staff prior to retirement in order to transfer as much knowledge as possible. 
Recommendation It is recommended that this team cross-train to mitigate this risk.  
 
  



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      35

Staffing, Support, and Resiliency 

 
Inadequate staffing jeopardizes the day-to-day operations of the ComIT services.  Equally important, during 
a disaster, skilled human resources will be in high demand.  Key personnel will be tending to their families 
or may be rendered unavailable.  There were a number of staffing concerns identified during the 
interviews.  The top priority issues that ComIT should address are: 

 Cross train personnel so that the ‘keys to the kingdom’ are not solely with one person.  If an 
employee leaves, a second person can fill that void temporarily until a replacement is hired. 

 Successors must be clearly identified, particularly for key personnel in the event he/she were 
suddenly unavailable. 

 Mobile technologies have grown exponentially.  It appears that the Mobile, Voice, and Radio Teams 
have concerns about inadequate staffing.  These teams need to be properly staffed to keep up with 
the growth and demand for day-to-day operations but also, they need to be able to provide the 
necessary support at the time of a disaster. 

 Work with HR to develop a strategy for identifying those who are slated for retirement.  Develop a 
strategy for replacing personnel, particularly those with large amounts of institutional knowledge.  

 ComIT is attempting to improve its relationships with its Customers.  However, ComIT has taken on 
many projects but may not have the necessary staff to adequately support its Customers.  
Customers frequently shared with the resiliency team that they believe ComIT is incompetent, 
unfocused, and unresponsive.  If ComIT does not have appropriate talent to serve its Customers 
these perceptions will continue. 

   

Issue There is a widespread perception that ComIT does not provide good customer 
service. 

Recommendation It is recommended that all City departments have a ComIT technical support 
resource assigned to them, similar to DHS, to support their technology needs and 
provide advocacy for their organizations. 

Recommendation Establish a ComIT liaison that communicates regularly with City departments and 
provides a periodic report to ComIT management on issues and current state of 
affairs. This liaison would ensure expectations are properly set and that Customers 
experience a collaborative and positive experience with ComIT.  This person would 
be an advocate for the Customers but would be employed through ComIT. 

Recommendation Increase the number of staff or reset expectations by clearly defining a reduced 
scope of support to City Departments.  

 

Issue ComIT is not staffed to provide a quality level of support for emerging 
technologies, e.g., users shift to mobile, the capturing and use of big data, etc. 

Recommendation Increase the number of staff. ComIT will not be able to escape emerging 
technologies.  
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Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue ComIT has no failover strategy for critical functions and applications to a remote 
site.  

Recommendation For critical applications (0 downtime and <3 days) that were identified in the BIA, 
select and implement the appropriate failover strategy, i.e., internal backup, cloud, 
reciprocal recovery, co-location, etc.  Take into consideration sensitivity of the 
data. 

 

Issue ComIT does not have a Disaster Recovery steering committee. The Applications 
Support Business Systems Team has championed the effort for the past several 
years, but this needs departmental buy-in and leadership going forward. 

Recommendation Establish a Disaster Recovery steering committee.  The steering committee will be 
responsible for but not limited to: 

 Develop and document a senior management crisis management plan 
which lays out specific duties and responsibilities before, during, and after 
a disaster 

 Develop short and long term resiliency strategies for City technologies 
 Determine policies and procedures for systemic integration of disaster 

recovery, i.e., CIP development, project management, change 
management, etc. 

 Ensure ComIT’s DR & COOP plans adhere to the City’s Resiliency Office for 
City policies, regulations, directives, etc. (A City Resiliency office has not 
been established to date.) 

 

Issue ComIT does not have a Continuity of Operations Plan (COOP) to address all non-
technical responses and recovery requirements.  

Recommendation Develop a COOP that addresses but is not limited to: 
 Critical functions and dependencies 
 Alternate locations 
 Key personnel 
 Communication vehicles 
 Physical resources (phones, desks, etc.) 
 Detailed and staged recovery procedures  
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 Legal and regulatory requirements 
 Scenario planning 
 Validation (exercise/test plans) 
 Maintenance 

 
**COOP planning information was gathered during the BIA and is identified in the 
individual summaries.  These summaries should be used when developing or 
updating COOP plans.** 

  

Issue ComIT does not have a Disaster Recovery Plan for the City’s technology 
infrastructure.  

Recommendation Develop a The Disaster Recovery Plan that addresses the resiliency of the City’s 
technologies.  A DR Plan includes but is not limited to:  

 DR policies & procedures 
 DR short term and long term strategies 
 Team response & recovery procedures 
 Backup and failover solutions 
 Vendors and service level agreements 
 Application criticality and prioritization list 
 Vital records 
 Alpha 1 personnel and succession 
 Targeted testing and exercising 
 Integrated testing and exercising 
 Maintenance plan 

 

 

 

Issue Certain ComIT teams (Network, Server Infrastructure, Database, Client Services) 
would be central in the early recovery stages of a major disaster yet there are no 
documented recovery steps. 

Recommendation Document detailed recovery steps and develop a Disaster Recovery Plan. 
 

Issue ComIT (Business Center) often changes the procedures and forms that other 
functional teams use to procured goods and services.  

Recommendation The ComIT Business Center should streamline the procurement processes and 
procedures so that the various technology teams can be more productive with less 
“red tape”.  

 

Issue The Radio Team has indicated that productivity suffers as a result of cumbersome 
and inefficient change procedures, purchasing, etc. 

Recommendation The Radio Team should work with the business office to identify processes that 
interfere with productivity.  Implement a process improvement initiative for those 
processes.  
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High Priority Recommendations for ComIT  
 
A complete list of recommendations can be found in APPENDIX D.  The issues of greatest concerns are:  

 

Issue ComIT does not support all data centers.  However, at the time of a disaster 
ComIT will be expected to recover those technologies, regardless which 
departments maintain them day-to-day. 

Recommendation ComIT needs to identify all non-ComIT supported data centers and collaborate 
with them in the Disaster Recovery initiatives.   

 

Issue The Telecom team lacks network redundancy. When the network was 
established, setup was based on available funding and lacks capacity – need 
more Internet connections – and connections need to be separated.  All 
Municipal Center buildings should be connected to both B2 and B30. 

Recommendation Connect all Municipal Center buildings to both the Operations Data Center and the 
ECCS 911 Data Center so that if the primary Operations Data Center goes down, 
the network functions will failover to the ECCS 911 Data Center.   

 

Issue The City currently pays Cox Communications for network connectivity in large 
areas where the City does not have fiber. In locations where the City does have 
fiber, they are old connections.   

Recommendation Traffic Management Operations within the Department of Public Works has 
recently installed a fiber optic network and has extra capacity that can be shared 
with ComIT and other City departments.  This network consists of an 87 linear mile 
fiber optic cable backbone, 48 miles of twisted pair copper cable, and 43 closed-
circuit television cameras. It is recommended that ComIT pursue this option. Cox 
could then be used to back up or augment the City network infrastructure, 
reducing both cost and external dependencies.  

 

Issue The City of Virginia Beach has been rapidly moving toward mobile technologies.  
Currently, it is believed that there is insufficient staff to keep up with growth and 
support for wireless systems the size and complexity of those operated by the 
City. Inadequate staffing is a great concern of the Mobile, Radio, and Voice 

Issue The amount of time it would take to replicate existing equipment is excessive. 
The lead time for Cisco could take 2 – 3 weeks.  Such a long lead time would 
thwart all disaster recovery efforts.   

Recommendation Establish SLA with Cisco for fast replacement of failed equipment. 
Recommendation Keep a catalogued inventory of spare parts and monitor inventory for missing parts 

and replenish.  Inventory on a quarterly basis. 
Recommendation Consider purchasing spare parts of hard to acquire or critical equipment and store 

off-site. 
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Teams, i.e., the Radio Team supports ~6,000 users in many departments, 
including schools, Public Works, Public Utilities, Public Safety entities, etc.  
Further, with only 4 people, there is a likelihood of not having enough people to 
provide support during or after a disaster. 

Recommendation Assess the Mobile, Radio, and Voice Team needs and determine which functions 
are being jeopardized.  Hire part time or full time staff as needed with expertise in 
mobile technologies. 

Recommendation In responding to a disaster, consider hiring temporary expertise in mobile 
technologies. 

Recommendation Establish family plans and response requirements for Alpha 1 personnel that 
address the responsibilities of key personnel for before, during, and after an 
incident. 

Recommendation Develop manual work around procedures where possible. 
 

Issue There are no documented recovery steps for Network, Server Infrastructure, 
Database, Client Services, and perhaps COTS.   

Recommendation Develop detailed recovery steps as part of the City’s Disaster Recovery Plan 
 

Issue There are no failover strategies for critical functions and applications. 
Recommendation Develop appropriate strategies for applications relative to their criticality and data 

sensitivity. 
 

Issue Ernie Forni within ComIT (Information Security & Privacy Office (InfoSec)) 
indicates that all knowledge to conduct a cyber-attack investigation is known 
only to himself and his staff and is not documented.  

Recommendation The Information Security & Privacy Office (InfoSec) needs to document the 
procedures to conduct a cyber-attack investigation. 

Recommendation Hire or determine a successor internally or externally and cross train to ensure if 
Ernie were not available the City’s data will be continue to be protected. 

Recommendation Identify specific vulnerabilities in information security and devise work around 
procedures for each. 

 

 

Issue There are no SLAs in place for provisioning core hardware equipment.  
Recommendation Identify critical vendors for goods and services that are required for recovery.   

Establish SLAs with them and determine their backup strategy as well.  Select and 
identify at least two alternate vendors that could provide the needed resources. 

 

Issue SCADA software architecture is vulnerable to cyber-attacks.  
Recommendation Upgrade SCADA software to newer version (in process).  
Recommendation Develop a DR plan for Public Utilities that address old and new threats to the City’s 

waste water systems. 
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Issue While detailed recovery steps need to be documented throughout ComIT.  The 
response and recovery procedures for the ComIT (Server Infrastructure) team are 
not documented and largely held with one person.  This is a significant 
vulnerability.  If this person were unavailable during a disaster it would put 
tremendous hardship on the City as these functional processes have not been 
transferred to an identified and trained successor.  

Recommendation Document detailed recovery steps as part of the City’s DR Plan 
Recommendation Cross train, prepare, and conduct an exercise so that the City is assured that this 

most critical skill set is available.  Name a successor to the Server Infrastructure 
team lead. 

 

Issue The Database team supports ~ 60 database servers and ~ 400 databases in the 3 
primary data centers (Bldg 2, Bldg 30, and Convention Center).  The databases 
would be critical for any and all recovery activities. The team expects to be told 
by management which application databases have the highest priority (are most 
critical) for restoration because this is a business decision, not a technology 
decision. 

Recommendation The BIA will provide information for senior management to determine the priority 
of critical applications and the priority will be made a part of the formal disaster 
recovery plan.  

 

Issue The administrative identifiers, passwords, and inventory can be backed up prior 
to a predictable event, i.e., hurricane.  With no-notice events, the identifiers, 
passwords, and inventory would not be current causing a significant delay or 
stoppage in the recovery of the City’s technical infrastructure. 

Recommendation A strategy should be developed to backup highly sensitive admin user identifiers 
and passwords, and inventory for all events so that the information is secure and 
available only to authorized persons. 

 

Issue ComIT (COTS) and (Database) teams are concerned about the storage and 
protection of Administrative User Identifiers and Passwords, which are the "keys 
to the kingdom".  How do you share this sensitive information with the right 
people that need to do the restores while protecting them from those who 
would cause harm? These highly sensitive administrative user IDs and passwords 
may not be available during recovery due to lack of procedures for backup and 
redundancy.  This would prevent restoration of City technologies. 

Recommendation It is recommended that ComIT establish a strategy to store and distribute Admin 
user identifiers and passwords securely. 
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Issue The way the City connects to the hosting provider, Oracle On Demand, is via a 
VPN connection that utilizes a single VPN concentrator in the computer room. 
This represents a single point of failure.  If the connection goes down, the City’s 
critical functions would be jeopardized.    

Recommendation Provide a second VPN concentrator and connection in an alternate location in the 
event building 2 is unavailable. 

Recommendation Provide a second print server for the City outside the City municipal center in the 
event building 2 is unavailable. 

Recommendation Provide a second print server for the Schools outside the City municipal center in 
the event building 2 is unavailable. 

Issue ComIT does not have a Disaster Recovery steering committee. The Applications 
Support Business Systems Team has championed the effort for the past several 
years, but this needs departmental buy-in and leadership going forward. 

Recommendation Establish a Disaster Recovery steering committee.  The steering committee will be 
responsible for but not limited to: 

 Develop and document a senior management crisis management plan
which lays out specific duties and responsibilities before, during, and after
a disaster

 Develop short and long term resiliency strategies for City technologies
 Determine policies and procedures for systemic integration of disaster

recovery, i.e., CIP development, project management, change
management, etc.

 Ensure ComIT’s DR & COOP plans adhere to the City’s Resiliency Office for
City policies, regulations, directives, etc. (A City Resiliency office has not
been established to date.)
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Recommendation Develop COOP plans that addresses but not be limited to: 
 Critical functions and dependencies
 Alternate locations
 Key personnel
 Communication vehicles
 Physical resources (phones, desks, etc.)
 Detailed and staged recovery procedures
 Legal and regulatory requirements
 Scenario planning
 Validation (exercise/test plans)
 Maintenance

**COOP planning information was gathered during the BIA and is identified in the 
individual summaries.  These summaries should be used when developing or 
updating COOP plans.** 

Issue ComIT does not have a Disaster Recovery Plan for the City’s technology 
infrastructure.  

Recommendation Develop a The Disaster Recovery Plan that addresses the resiliency of the City’s 
technologies.  A DR Plan includes but is not limited to: 

 DR policies & procedures
 DR short term and long term strategies
 Team response & recovery procedures
 Backup and failover solutions
 Vendors and service level agreements
 Application criticality and prioritization list
 Vital records
 Alpha 1 personnel and succession
 Targeted testing and exercising
 Integrated testing and exercising
 Maintenance plan

Issue ComIT does not have a Continuity of Operations Plan (COOP) to address all non-
technical responses and recovery requirements.  



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      43

Threat Analysis 
 
The City of Virginia Beach is the most populous City in the state of Virginia.  Virginia Beach has roughly 
500,000+/- residents with an estimated visitor population of $3M/year.  It is a coastal city with military 
presence which presents a high degree of vulnerability.  

While the City of Virginia Beach is exposed to numerous threats, two of the greatest threats to the City and 
the region are hurricanes and cyber-terrorism.  

Hurricanes 

As of the date of this report, the National Oceanic and Atmospheric Association expect the hurricane 
season to produce the following in 2013: 

 13 to 19 named storms (top winds of 39 mph or higher), including  
 6 to 9 hurricanes (top winds of 74 mph or higher), of which 
 3 to 5 could be major hurricanes (Category 3, 4 or 5; winds of at least 111 mph) 

These ranges are above the 30-year seasonal averages of 12 named storms, six hurricanes and three major 
hurricanes.4 

The Jersey Shore in New Jersey was one of the hardest hit areas by Hurricane Sandy.  It is estimated that 
New Jersey suffered $36-$50 billion in economic lost and $10-$20 billion in government funds, much of 
which was dedicated to the Jersey Shore.  The damage to the Jersey Shore can be an indication of the 
devastation that would befall the City of Virginia Beach if a hurricane were to hit the area.  Both Cities are 
similar in geography and demographics, are tourist destinations, and are subject to the same 
vulnerabilities.   

Terrorism 

Terrorists are improving their sophistication and abilities in virtually all aspects of their operations. The 
aggressive use of modern technology for information management, communication and intelligence has 
increased the efficiency of these activities. The availability of technology, trained personnel, and funding 
allow terrorist to equal or exceed the sophistication of governmental counter-measures. While Hampton 
Roads is considered one of four ports DHS has identified as most vulnerable to traditional terrorist attacks, 
it is cyber-terrorism that provides the greatest level of concern. 

Cyber-terrorism 

Until recently, terrorism has been associated with physical acts of violence and crime; for example killings, 
bombings, kidnapping, destruction of property, etc. Starting in the twentieth century the increasing advent 
of technology, and more specifically systems controlled by computers, has seen a new form of criminal 

                                                           
 

4 NOAA 
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activity that has often combined destruction of property with financial crime, propaganda, economic 
warfare and possibly physical harm to innocent human lives. Cyber-terrorism is relatively "young" in its 
evolution and has been associated with individuals, terrorist groups and state actors / countries - which in 
particular, could escalate into a cyber-war.5   

There are several areas in which cyber-terrorism can affect the City’s functions: 

 Viruses 
 Network Infrastructure 
 Propaganda 
 Cyber-crime 

ComIT should continue the development of its cyber-terrorism capabilities with an aggressive objective of 
staying ahead of the global cyber-terrorism operations. 

  

                                                           
 

5 Terrosim-research.com 
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Conclusion 
 
State of ComIT and City Resiliency 

ComIT recently engaged the Gartner Group to asses ComIT capabilities.  As part of that study, ComIT 
evaluated its resiliency maturity and scored itself to be at a level of 1.5 out of 5.  A maturity level of 1.5 
corroborates with our initial analysis at the start of Phase III.  

The following diagram represents ComIT’s maturity level and identifies steps to be taken in order to mature 
to a level of 4-5. 

 

 

 

 

 

 

 

 

 

 

 

The City of Virginia Beach cannot recover its technology infrastructure in an acceptable period of time for 
the City’s 200 most critical applications.  Most applications are Public Safety apps, however, there are many 
Citizen services that cannot be down (0 downtime), i.e., DHS dispenses medications to its Citizens; Child 
Protective Services must do intake and investigations; applications control the integrity of the City’s water 
supply, etc. 
 
ComIT tested its ability to restore the City’s technology in early 2013.  The test revealed that there would 
be a two month delay in ComIT’s ability to restore the City’s technologies following a major event.   The 
detailed ComIT Disaster Recovery Initiative can be found in the section’ Phases, Funding, and Next Steps’ of 
this report. 

Works in progress as of the date of this report are: 

 Business Impact Analysis (BIA) 
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 Facility Risk Analysis (RA)
 Cost Benefit Analysis
 Disaster Recovery Framework
 Data Center Improvements

The BIA will be used to assist ComIT in prioritizing the City’s most critical applications.  ComIT can safely use 
the findings of this report to prioritize the critical applications identified in the BIA.  Then, ComIT will be in a 
position to develop response and recovery strategies so that it can recover the City’s most important 
technology functions within an acceptable period of time following a disaster. 
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Strategic Opportunities

Resiliency at the City level 

In order to ensure continuity of the City’s critical functions and to ensure ComIT receives continued funding 
and City support, ComIT is in the position to elevate the awareness level of Disaster Recovery and 
Continuity of Operations Planning (COOP) for the City.   The City of Virginia Beach does not have an 
Operational Risk Management office.  An ORM office would determine policies, procedures, funding 
strategies, and governance of resiliency strategies City-wide.  It is with the formation of such an office that 
resiliency and disaster recovery would most likely be afforded the attention and funding that it requires.   

It is a fact that funding for resiliency is often the first to be cut when budgets are trimmed.  This is usually 
due to the misunderstanding of the critical nature of resiliency planning which then results in limited 
funding.  Unfortunately, the vulnerabilities to organizations continue to grow in frequency and intensity.  
While it is not the responsibility of ComIT to develop strategies at the City level, it is in ComIT’s best interest 
to champion, contribute to, and support the development of an office that can assist in continuity of 
operations and disaster recovery that will ultimately strengthen ComIT’s exposure and help secure funding 
going forward.  The timing is propitious for establishing an ORM office at the City level.  The CVB Audit and 
the Emergency Operations Management groups strongly support the need for an ORM initiative and are 
willing and able to work with ComIT toward this end.  Specifically, the audit group holds considerable 
weight with senior management and City Council on this issue and with their support it is highly possible 
that the ORM Office be established and can champion future disaster recovery efforts.   

Timing plays a crucial role in securing funding.  On the heels of Hurricane Sandy and with the expectations 
of more extreme weather patterns and increased vulnerabilities, City Council has shown increased interest 
in pre-emptively securing City functions.  Through prior efforts and with the current BIA, ComIT has 
succeeded in elevating resiliency awareness across City departments.  ComIT is in a position to harness the 
City’s interests to keep resiliency front and center.   

Customer Service and Cost Sharing 

ComIT has identified service, collaboration, and cost sharing with its Customers as top priorities.  The BIA 
has helped ComIT in each of these areas.   

 ComIT Customers were appreciative that ComIT sat down with them and gathered information on
their behalf.  It is believed that the face time with customers, while conducting the BIA interviews,
contributed to breaking down negative barriers and helped contribute to putting a more positive
‘face’ on ComIT.

 The BIA was designed to support the need for cost sharing of disaster recovery initiatives with
Customers.
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 During the interviews, we took the opportunity to raise the awareness of the department’s
responsibility toward resiliency from a DR, COOP, and Emergency Operations perspective.  This aids
in the shift toward shared costs and collaboration of disaster recovery.

 The processes put in place have been structured to fit into a future ORM structure.

Without being privy to ComIT’s management strategies, the following suggestions may help in contributing 
to ComIT’s focus on its Customers: 

 For a finite duration, establish a public relations person/ombudsman to reach out to customers on
a regular basis. This person would help facilitate the collaboration and cost sharing between the
parties.

 Assign ComIT Business Analysts to each department, similar to what is currently being done with
Department of Human Services/Anasazi and Public Utilities/SCADA.  These persons would be
responsible for representing and championing customer needs.  The costs associated for dedicated
personnel could be shared between ComIT and the Customer.  ComIT would maintain control of
said staff.

BIA Value Add 

A BIA provides an opportunity to add value to an organization in sometimes unexpected ways.  The BIA 
process has provided: 

 Information gathered will help assist the Applications Portfolio Management Team to fine tune the
Master Applications List and to manage City applications going forward.

 The BIA methodology was designed to encourage ongoing communication and collaboration of
COOP and DR planning efforts with City departments.

 The BIA was designed to help transfer and/or share COOP and DR ownership and subsequently
costs to Customers.

 On behalf of the customers, ComIT gathered non-technical information the departments can use to
update or develop their COOP plans

 ComIT has a better understanding of which departments use/share a single application, e.g.,
Hansen is used by PW, PU and P&R.  ComIT will able to track more thoroughly the impact of
changing or decommissioning applications.  In addition, ComIT is better able to prevent the
procurement of redundant software packages.

 Through the BIA, ComIT is able to identify applications that are supported externally.  This will help
in transitions from externally supported applications to ComIT supported applications & services.

 The BIA process has produced the opportunity for ComIT to begin laying down the larger
Operational Resiliency Management Framework, i.e., collaboration with Emergency Operations and
City Auditors.
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This BIA focused on the functions for the City of Virginia Beach.  However, there are areas that were not 
included and/or require more in depth analysis.  It is recommended that each of the areas below be 
analyzed extensively through the prism of City resiliency. 

 With a high level of importance, non-ComIT data centers should be analyzed for the disaster
recovery capabilities.  These data centers must be included in the recovery solutions.

 State entities that rely on CVB infrastructure and the CVB departments that rely on State systems
and applications should be analyzed for resiliency.

 Analyze the vulnerability of facilities in their entirety including building envelopes, plumbing,
electrical, other infrastructure components, as well as the relocation of data center services.

 Analyze radio tower resiliency and harden as necessary.
 Investigate regional resiliency for regional collaboration and cost sharing opportunities.
 Analyze the backup procedures and storage tools for highly sensitive information, i.e.,

administrative user identifiers and passwords, Personally Identifiable Information protected and
privacy rules by HIPAA, etc..

Additional Analysis Required 
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Phases, Funding, and Next Steps 
 
This BIA is the most critical step in moving ComIT and the City toward resiliency.  Subsequently, the phases 
toward resiliency heavily rely on the completion of the BIA with each subsequent step building upon the 
prior phase.  Resiliency maturity will not be realized until all phases are complete. 

ComIT set in motion a Disaster Recovery initiative in 2010.  The initiative consisted of eight (8) phases.  
However, Phases V, VI, and VII have been revised and Phase VIII has been eliminated.  The revisions will do 
the following: 

 Consolidate the projects so that the City reaches its expected level of recovery capability sooner 
than was originally planned 

 Reduce overall costs of the seven phases of the ComIT Disaster Recovery Initiative 

The phases are as follows: 

 Phase I – Needs analysis – 100% completed 
 Phase II – Cost/Benefit Analysis, SharePoint repositories – (50% completed) 
 Phase III – BIA, RA, Comprehensive DR Framework, ORM Framework – (50% complete)  
 Phase IV – Data Center facility upgrades and cameras – in progress 
 Phase V – Select Recovery Strategies and Develop Recovery Plans – FY 2015 
 Phase VI – Procure Disaster Recovery Solutions & Develop Recovery Plans – FY 2016 
 Phase VII – IT Recovery Computing Environment Contract Award(s) and Resiliency Computing 
Environment Implementation FY2017. 

 

Phase Details 

Phase Phase Objectives 

Phase II Create SharePoint BC & DR recovery sites 
Define Governance Structures 
Manage and oversee the migration of BC & DR documentation 
Cost Benefit Analysis 

Phase III Business Impact Analysis 
Risk Analysis (facilities) 
Develop Detailed DR Framework 
Develop high Level ORM  Program Framework 

Phase IV Part 1 – in progress 
Part 2 – Requesting Funds for Data Center Improvements 

Phase V Requesting Funds to: 
Select Disaster Recovery Strategies 
Develop COOP structure and strategy 
Begin Development of ComIT Recovery Plans 
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Phase VI Requesting Funds to: 
Procure ComIT Disaster Recovery Solutions 
Continue Development of ComIT recovery Plans  

Phase VII Requesting Funds to: 
Implement Disaster Recovery Solutions 
Finalize Recovery Plans 
Conduct Plan Testing 

 

Funding 
 
In order to secure funding from City Council, each phase must contribute significantly to the resiliency of 
the City’s technologies.  Each phase builds upon the previous.  Each phase has a critical and necessary 
component(s) that moves ComIT to the next phase.  Identifying and focusing on the critical components 
coupled with the maturity level will strengthen and bolster the request for funding. 

 
Next Steps 

 
There is a typical order in developing a resiliency program.  With the restructuring of the phases there are 
several steps that need to occur before proceeding to Phase V.  The necessary next steps are: 

 Establish the Resiliency Steering Committee 
 Update the CBA to identify all possible remote hosting strategies and associated costs. 
 ComIT Management must prioritize and rank recovery order of critical applications. 
 Develop the Disaster Recovery framework. 
 Secure funding for Phases IV and V 
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Appendix A
TerminologyAppendix I 
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Alert Notification that a potential disaster situation is imminent exists or has 
occurred; usually includes a directive for personnel. To stand by for 
possible activation 

Alternate Site An alternate operating location to be used by business functions when 
the primary facilities are inaccessible. 1) Another location, computer 
center or work area designated for recovery. 2) Location, other than the 
main facility, that can be used to conduct business functions. 3) A 
location, other than the normal facility, used to process data and/or 
conduct critical business functions in the event of a disaster. 

Application Recovery The component of Disaster Recovery that deals specifically with the 
restoration of business system software and data after the processing 
platform has been restored or replaced.  

Backup (Data) A process by which data, electronic or paper-based, is copied in some form 
so as to be available and used if the original data from which it originated is 
lost, destroyed or corrupted. 

Backup Generator An independent source of power, usually fueled by diesel or natural gas. 

Business Impact Analysis A process designed to prioritize business functions by assessing the 
potential quantitative (financial) and qualitative (non-financial) impact that 
might result if an organization was to experience a business continuity 
event. 

Call Tree A document that graphically depicts the calling responsibilities and the 
calling order used to contact management, employees, customers, 
vendors, and other key contacts in the event of an emergency, disaster, or 
severe outage situation. 

Continuity Of Operations 
Plan (COOP) 

A COOP provides guidance on the system restoration for emergencies, 
disasters, mobilization, and for maintaining a state of readiness to provide 
the necessary level of information processing support commensurate with 
the mission requirements/priorities identified by the respective functional 
proponent. The Federal Government and its supporting agencies 
traditionally use this term to describe activities otherwise known as 
Disaster Recovery, Business Continuity, Business Resumption, or 
Contingency Planning. 
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Critical Business Functions The critical operational and/or business support functions that could not 
be interrupted or unavailable for more than a mandated or predetermined 
timeframe without significantly jeopardizing the organization. An example 
of a business function is a logical grouping of processes/activities that 
produce a product and/or service such as Accounting, Staffing, Customer 
Service, etc. 

Critical Infrastructure Physical assets whose incapacity or destruction would have a debilitating 
impact on the economic or physical security of an organization, 
community, nation, etc. 

Data Backup Strategies Data backup strategies will determine the technologies, media and offsite 
storage of the backups necessary to meet an organization’s data recovery 
and restoration objectives. 

Data Backups The copying of production files to media that can be stored both on and/or 
offsite and can be used to restore corrupted or lost data or to recover 
entire systems and databases in the event of a disaster.  

Disaster A sudden, unplanned catastrophic event causing unacceptable damage or 
loss. 1) An event that compromises an organization’s ability to provide 
critical functions, processes, or services for some unacceptable period of 
time 2) An event where an organization’s management invokes their 
recovery plans. 

Disaster Recovery The technical aspect of business continuity.  The collection of resources 
and activities to re-establish information technology services (including 
components such as infrastructure, telecommunications, systems, 
applications and data) at an alternate site following a disruption of IT 
services.  Disaster recovery includes subsequent resumption and 
restoration of those operations at a more permanent site.   

Disaster Recovery Plan The management approved document that defines the resources, actions, 
tasks and data required to manage the technology recovery effort. Usually 
refers to the technology recovery effort. This is a component of the 
Business Continuity Management Program.  

Enterprise Wide 
Planning/Organizational 
Resiliency Management 
(ORM) 

The overarching master plan covering all aspects of business continuity 
within the entire organization. 
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Exercise A people focused activity designed to execute business continuity plans 
and evaluate the individual and/or organization performance against 
approved standards or objectives. Exercises can be announced or 
unannounced, and are performed for the purpose of training and 
conditioning team members, and validating the business continuity plan. 
Exercise results identify plan gaps and limitations and are used to improve 
and revise the Business Continuity Plans. Types of exercises include: Table 
Top Exercise, Simulation Exercise, Operational Exercise, Mock Disaster, 
Desktop Exercise, Full Rehearsal. 

High-Availability Systems or applications requiring a very high level of reliability and 
availability. High availability systems typically operate 24x7 and usually 
require built-in redundancy to minimize the risk of downtime due to 
hardware and/or telecommunication failures. 

Network Outage An interruption of voice, data, or IP network communications. 

Off-Site Storage Any place physically located a significant distance away from the primary 
site, where duplicated and vital records (hard copy or electronic and/or 
equipment) may be stored for use during recovery.  

Outage The interruption of automated processing systems, infrastructure, support 
services, or essential business operations, which may result, in the 
organizations inability to provide services for some period of time.  

Recovery Implementing the prioritized actions required to return the processes and 
support functions to operational stability following an interruption or 
disaster. 

Recovery Time Objective 
(RTO) 

The period of time within which systems, applications, or functions must 
be recovered after an outage.  RTO includes the time required for:  
assessment, execution and verification.  RTO may be enumerated in 
business time (e.g. one business day) or elapsed time (e.g. 24 elapsed 
hours).  
 
Notes:  Assessment includes the activities which occur before or after an 
initiating event, and lead to confirmation of the execution priorities, time 
line and responsibilities, and a decision regarding when to execute.  
 
Execution includes the activities related to accomplishing the pre-planned 
steps required within the phase to deliver a function, system or application 
in a new location to its owner. 
 
Verification includes steps taken by a function, system or application owner 
to ensure everything is in readiness to proceed to live operations. 
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Recovery Site A designated site for the recovery of business unit, technology, or other 
operations, which are critical to the enterprise. 

Resilience The ability of an organization to absorb the impact of a business 
interruption, and continue to provide a minimum acceptable level of 
service. 

Risk Assessment / Analysis Process of identifying the risks to an organization, assessing the critical 
functions necessary for an organization to continue business operations, 
defining the controls in place to reduce organization exposure and 
evaluating the cost for such controls. Risk analysis often involves an 
evaluation of the probabilities of a particular event. 

Single Point of Failure (SPOF) A unique pathway or source of a service, activity, and/or process. Typically, 
there is no alternative and a loss of that element could lead to a failure of a 
critical function. 

System Recovery The procedures for rebuilding a computer system and network to the 
condition where it is ready to accept data and applications, and facilitate 
network communications. 

Table Top Exercise One method of exercising plans in which participants review and discuss 
the actions they would take without actually performing the actions. 
Representatives of a single team, or multiple teams, may participate in the 
exercise typically under the guidance of exercise facilitators. 

Workaround Procedures Alternative procedures that may be used by a functional unit(s) to enable it 
to continue to perform its critical functions during temporary unavailability 
of specific application systems, electronic or hard copy data, voice or data 
communication systems, specialized equipment, office facilities, personnel, 
or external services. 
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Appendix B
BIA QuestionaireAppendix I 
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Questions Posed During the BIA Interviews: 

What functions/services/products does your business unit provide? 
  
What is the maximum amount of downtime for each function?  (0, 3, 7, or 24) 
 
Do you have to adhere to any legal or regulatory requirements?  What time frames and penalties are 
surrounding these regulations? 
  
Who/which department(s) depends on you to perform these functions? 
  
What/who/which department(s) do you depend upon in order to perform these functions? 
  
What applications do you use in performing these functions? 
  
Do you have any peak times or calendar frequency issues for each of these functions? 
  
Do you have work around procedures for each of the functions? 
  
Do you have any vital records (non-Technical) and if so, where are they stored/located?  Are any 
irreplaceable? 
  
If you had to move to an off-site location during a disaster, how many of the following would you need for 
each function/or in total? 
  

Phones   # of people                         
Desks               Skill sets required 
Printers Other 

  

Do you rely on any vendors or contractors to perform these functions?  Do you have SLAs with those 
vendors? 

Do you have call trees set up? 

Do you have a COOP plan in place and if so, how and when was it last updated? 

Are there other considerations or concerns that are relevant to your area? 
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Appendix C
Interview List

by Department
Appendix I 
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Department Org 
Chart 

Invite 
Sent 

Interview 
Scheduled 

Interview 
Complete 

Summary 
Sent 

Summary 
Accepted 

Notes 

Agriculture Y Y Y 3/11 Y Y COMPLETE 

§ Administration  -  -  -  -  -  -  - 

§ Cooperative
Extension Program 

 -  -  -  -  -  -  - 

§ Agricultural
Reserve Program 

 -  -  - -  -  -  - 

§ Farmer's Market  -  -  -  -  -  -  - 

City Auditor N Y Y Y 5/6, 5/17 5/17 COMPLETE 

City 
Attorney 

N Y Y Y 5/6, 5/17, 
6/17, 
7/17 

ACCEPTED
/No Final 
approval 

City Clerk Y Y Y Y 5/6, 5/17 ACCEPTED
/No Final 
approval 

City Council Y Contacted 
Amanda 

Barnes for 
phone 

interview 
X4036 

TBD 

City Manager 
- **** 
Restructure 
**** 

Y Contacted 
Amanda 

Barnes for 
phone 

interview 
X4036 

TBD 

§ Administration TBD 

§ Organizational
Development 

TBD 

§ Volunteer
Resources 

Y Y Y 5/23 6/18 COMPLETE 

§ Media and
Communications 

Y Y Y 3/29, 5/6 5/6 COMPLETE 

City 
Treasurer 

John Atkinson Y Y Y 5/6 COMPLETE 

§ Receipts

§ Investment



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      61

Management 

Commissioner 
of the Revenue 

Eric Schmudde Y Y 6/7  6/10  PBT to do 
summary 

§ Administration

§ DMV Select
Program 

§ Business Revenue

§ Compliance

Common-
wealth's
Attorney 

Y Y Y Y 5/8 , 
5/17, 
6/17, 
7/17 

7/22 COMPLETE 

ComIT Y 

§ Business Center Y 2/8 2/8 2/12  3/15  3/15  COMP
LETE 

§ Application
Support 

Y 

 AS Public Safety
(Steve Ramsay)

- 2/18 2/27 2/27 5/23, 
6/17, 
7/22 

Clarificatio
ns sent to 
Steve 7/22 

 AS Software
Engineering -
George
Omwengo

- Y 2/18 2/25 2/25 6/18 COMPLETE 

 AS Web
Engineering
(Jason Hall)

- Y 2/18 2/19 5/7 5/13 COMPLETE 

 AS Oracle
Program Group
(Anne
Cummings)

- 2/18 2/26 3/25 6/13, 
6/24, 
7/16 

6/18, 
7/18 

COMPLETE 

 DB Management
& Admin (Elena
Balitsky)

- 2/18 2/18 2/22 2/22, 
7/22 

 AS Business
Systems  (Skip
Leezer)

- Y Y 3/4 3/10 7/23 ACCEPTED 
by PBT 

 AS Rev. Assess
& Collections

- 2/18 2/18 6/3 6/13 6/18 COMPLETE 
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(Dotti VanPelt) 

§ Technology
Services -(Deb 
McDaniel) 

Y 2/18 2/19 2/26  5/23, 
6/17, 
7/17 

7/17 COMPLETE 

 Information
Security (Ernie
Fornie)

- 3/11 2/26 5/23 5/23, 
6/17, 
7/17 

7/25 COMPLETE 

§Multimedia
Services - Matt 
Cernigliaro 

Y 2/8 2/18 5/23 5/23  5/30 COMPLETE 

 ComIT - MM -
Technical
(Richard Dyer)

Y 2/25 2/27 3/6 3/25 Need app 
criticality 
and 
justificatio
n 

 ComIT - MM
Content
(Barbara
Morrison)

- 3/25 3/19 3/19 5/23, 
6/17, 
7/22 

7/23 COMPLETE 

§ Systems Support Y 

 SS Data Center
& Printing (Dave
McCarter)

- 2/12 2/19 2/19 5/23 7/15 COMPLETE 

 SS Customer
Support (Myron
Schultz)

Y 2/12 2/12 3/19 5/23 5/30 COMPLETE 

 SS Client
Services
(Michael Clark)

- 2/12 2/13 2/28 5/6, 7/22 Need the 
application
s table 
completed
, 
specifically 
justificatio
ns for 0 
downtime 
application
s. 

 SS Server
Infrastructure
(Shawn Hayes)

- 2/12 2/12 2/14 5/7, 6/3, 
6/18, 
7/22 

 7/30 COMPLETE 

 SS COTS
(Dave Foster)

- 2/12 2/12 2/14 5/7, 6/3, 
7/17 

Need app 
list 
completed 
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§ Telecom Y 

 Networking
(Brian Johnson)

- 4/8 4/8 4/16, 
4/24 

5/23, 
7/22 

7/22  COMP
LETE 

 Mobile (Marc
St. Clair)

- 4/10 4/17 5/1 5/13, 
7/22 

Need the 
application
s table 
completed
, 
specifically 
justificatio
ns for 0 
downtime 
application
s. 

 Radio (Rob
Delauney)

- 4/8 4/10 5/3 5/13, 
7/22 

7/24 COMPL
ETE 

§ GIS COMPL
ETE 

 GIS (Rob Jessen) - 2/18 2/25 5/23, 
6/17 

5/23, 
6/17, 
7/16, 
7/23 

7/23 Had to 
clarify 
criticality 
for Rob on 
7/23 

 GIS Production
(Dave Palmer)

- 3/1 3/8 3/14 5/23, 
7/23 

7/23 COMPL
ETE 

 GIS Support
(Todd Grissom)

- 3/1 3/8 3/14  6/3, 
6/18, 
7/16, 
7/23 

 7/23 ACCEPT
ED/No 
final 
approv
al 

Convention 
and Visitors 
Bureau 

Y 

§ Convention
Promotion & 
Facility 
Management 

 - 3/11 3/11, 4/11 5/13 7/16  COMP
LETED 
THE 
FINAL 
DEPT 
SUMM
ARY - 
AWAITI
NG 
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FINAL 
APPRO
VAL 

§ Media &
Communications 

 - - - - - - 

§ Business
Development 

 - - - - - - 

Courts - 
STATE 

§ General District
Court 

 N Y Y Y 5/15  5/15  COMP
LETE 

§ Juvenile &
Domestic Relations 
Court 

5/15 Requested 
confirmati
on of City 
resources. 

§ Clerk of the
Circuit Court 

Y Y Y Y 5/6, 5/17  ACCEP
TED/No 
final 
approv
al 

§ Magistrate 5/15 Requested 
confirmati
on of City 
resources. 

Cultural 
Affairs 

Emily Lebowes Y Y Y  5/10, 
5/17, 
6/18, 
7/17 

 ACCEP
TED/No
t 
approv
ed- 
DEPT 
SUM 

§ Arts &
Humanities 
Commission 

- - - - - - - 

§ Sandler Center - - - - - - - 

§ Contemporary
Arts Center Grant 

- - - - - - - 

Economic 
Development

5/14, 
6/19 

5/22  6/28 

§ Administration - - - - - - 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      65

§ Minority Business
Program 

- - - - - - 

§ Virginia Beach
Development 
Authority 

- - - - - - 

§ Central Business
District-South TIF 

- - - - - - 

§ Town Center
Special Service 
District 

- 
- 

- - - - 

Emergency
Commun. &
Citizen
Services
(ECCS) 

Y Y Y Y 5/14, 
6/17 

6/19 COMPLETE

Requested

more 

info for 

Apps 

Tble 

§ Applications
Support - Ozo 

- 5/17 Y Y Y - - 

§ Emergency
Communications 
(911) 

- - - - - - - 

§ Citizen Services
(311) 

- - - - - - - 

Emergency 
Medical 
Services 

Y Y Y Y 5/14, 
6/17 

6/19 COMPLETE

DEPT 
SUM 

§ Administration - - - - - - - 

§ Operations - - - - - - - 

§ Emergency
Response System 

- - - - - - - 

§ Regulation &
Enforcement 

- - - - - - - 

§ Lifeguard
Services 

- - - - - - - 

§ Training - - - - - - - 

Finance Y 

§ Debt & Financial  - 7/18 
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Services - Nancy 
Leavitt 

§ Accounts Payable - Y 5/20 5/20 7/16 

§ Payroll - Y Y Y 5/9, 5/17, 
7/23 

5/21 COMPLETE

§ Comptroller - Y Y Y 5/9, 5/17 5/31 COMPLETE

§ Purchasing - Y Y Y 5/10, 
6/17 

ACCEPTED
No final
approval

§ Risk
Management 

- Y Y Y Y  5/10 COMPLETE

Fire Y Y Y Y  5/14, 
6/17 

 6/19 COMPLETE
DEPT 
SUM 

§ Fire Marshall’s
Office 

- - - - - - - 

§ Fire Operations - - - - - - - 

§ Emergency
Management 

- - - - - - - 

§ Fire Training - - - - - - - 

General 
Registrar - 
STATE 

Housing and 
Neighbor-
hood
Preservation

3/7, 
3/26, 
5/9, 
6/20 

6/21 6/25 

§ Administration - - - - - - - 

§ Code
Enforcement 

- - - - - - - 

§ Rental Housing - - - - - - - 

§ Housing
Development 

- - - - - - - 

§ Strategy, Policy - - - - - - - 
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and Resource 
Development 

Human 
Resources 

Y 

§ Learning &
Development - 
Patricia Greer 

- Y 5/21 

§ Staffing &
Compensation - Bill 
Edwards 

- Y Y Y  6/17 

§ Police HR  -
Miriam Bryant 

- Y Y Y Y  5/9 COMPLETE

§ OSHA - Judy
Weiss 

- 5/9 5/9  5/16 7/18 7/23 

Human 
Services 

Y 

§ Central
Administration - 
Randy Thompson 

Y 

 A/P - Fay Ward - Y Y 4/29 7/8 

 Personnel/Payroll/
Training -
Marie Ja Kob

- Y Y 5/20 6/2, 7/17 7/17 

 Transportation -
Joanna
McAnulty

- Y Y 
Y 

5/15 

 Fiscal Services
Manager -
Helen Wen

- Y Y 5/15 6/21 6/25 

 ComIT - Jim
Bugg

- Y Y Y  7/8 

§ Social Services
Division -
Alexis Zoss 

Y 

 Adult & Family
Services - Wendy
Swallow

- Y Y Y 6/21 6/25 

 Child Welfare -
Permanency
Tracy Jones

- Y Y Y PBT TO 
WRITE 
SUMMARY 

COMPLETE

COMPLETE

COMPLETE

COMPLETE
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 Child Welfare-
Safety - Mary
Ann Richards

- Y Y Y 6/21, 
7/16 

7/17 COMPLETE

§ Financial
Assistance 

- Y Y Y 

§ Quality
Assurance (Jonina 
Moskowitz) 

- Y Y Y 6/17 6/21 

§ Juvenile
Detention Center 

- Y Y Y Y 6/18 

§ Mental Health
and Substance 
Abuse Services - 
Aileen Smith 

- 

 Child Services
Coordinator -
Aileen Smith

Y 

 Beach House
Psycho-Social
Day Program -
Amy Darden

- 5/16 5/22 6/14 6/14, 
7/17 

-Child & Youth 
Services - James 
Thornton 

- Y Y Y 5/23, 
6/17 

6/17 

-Integrated 
Treatment Teams - 
Cindy Elswick 

- 5/16 5/16 6/14 6/14, 
7/17 

Current 
health 
crisis.  Will 
get back 
with us. 

 Medical Director
- Dr. Davis Rosin

- 5/16 

 MHCM Case
Management -
Pat Moriarty

- Y Y 6/14 6/14 Requested 
completion 
of App 
Table  
Patrick 
willl get to 
the table 
by Thur 
7/25 

 Path(Homeless) -
Cheryl Molinet

- 5/16 5/22 6/14 6/14 6/14 

 Prevention - 5/16 5/23 6/14 6/14 6/17 

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE
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Services - Ava 
Lawrence 

- 

 Recovery Center
- Dr. Freeman
and Carol Sims

- 6/19 6/19 6/24 7/8 7/18 

- A Adult Day 
Support - Sandra 
Quarles 

- 5/16 5/23 6/14 6/14, 
7/17 

7/18 

 Sr. Adult Services
- Kathleen
O'Connor

- 5/16 5/23 6/14 6/14 6/17 

 Supportive
Residential
Services -
Natasha Sams

- Y Y Y 6/3, 7/16 

 Clinical Services
Coordinator -
Pam Hudson

Y Y Y Y 6/3 6/10 

 Adult
Correctional
Services -
Bridget Manyak

- 5/16 5/31 Y 6/17 6/21 

 Adult Outpatient
Services - Kjersti
Lee

- Y Y Y 6/6 6/13 

 Crisis
Management -
Alicia Maisonave

- Y Y Y 6/20 7/10 

 Emergency
Services - Mary
Witwer

- Y Y Y Y Y 

 Consumer
Relations -
LeAnne Brant

- 5/16 5/23 5/23 6/14 6/17 

 Nursing Services
- Cathleen
Fleming

- 5/16 7/8 

 Project LINK -
Cleriece
Whitehill

- 5/16 5/23 5/23 6/14 6/17 

§ Developmental
Services - Fran Fox 

Y Y Y Y 6/19, 
7/17 

7/17 

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE
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 Case
Management -
Nicola Morley

- 4/16, 
5/9, 
5/20 

5/20 Y 6/19 6/17 

 Community
Employment
Options -
Carmen Mendez

- 5/16 7/12 

 Early
Intervention/Inf
ant Program -
Jennifer
McElwee

- Y Y Y 6/19 6/21 

 PALS I & II -
Laura Disney

- 5/16 5/28 Y 6/19, 
7/17 

 SkillQuest -
Colleen Zalewski

- Y Y Y 5/28 5/30 

 Supportive
Living Programs
- Chris Davis

- 5/16 5/23 Y 6/19, 
7/17 

7/18 

§ Pendleton Child
Service Center - 
Susan Dye 

Y 4/8, 
5/15 

5/21 Y 6/21 6/24 

SECTION
SUMMARY

 Chesapeake
Services

- - - - - - - 

 Comprehensive
Services Act -
Terry Griffin

- - - - - - - 

 Educational
Services -
Matthew
Donovan

- - - - - - - 

 Virginia Beach
Services - vacant

- - - - - - - 

§ Community
Corrections/Pretria
l - Sharon Jones 

Y Y Y Y 6/21, 
7/17 

Juvenile - - - - - - - - 

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

COMPLETE

SECTION
SUMMARY

COMPLETE
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Probation - 
STATE 

Libraries Y Y Y Y 5/8, 5/17 ACCEPTED

No final 
approval

DEPT 
SUM 

§ Administration - - - - - - 

§ Records
Management 

- - - - - - 
- 

- 

§ Libraries - - - - - - - 

§ Technology
Services 

- - - - - - - 

§ Mobile Services - - - - - - - 

§ Special Services - - - - - - - 

§ Law Library - - - - - - - 

Magistrate - 
STATE 

- - - - - - - - 

Management
Services 

Catheryn Whitesell 3/8, 
7/15 

Museums 
(Lynn 
Clements) 

5/13, 
5/20, 
6/21 

6/21  7/8 

§ Virginia
Aquarium & 
Marine Science 
Center 

§ Historic
Preservation 

§ Museum Stores

Organization 
Development
Office 

Kathy Hevey 7/15 

Parks and 
Recreation 

Y Y Y Y 5/14  7/16 

SECTION
SUMMARY

COMPLETE
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§ Administration
and Business 
Systems 

- - - - - - - 

§ Planning, Design
and Development 

- - - - - - - 

§ Programming and
Operations 

- - - - - - - 

§ Landscape
Management 

- - - - - - - 

Planning & 
Community 
Development

Y Y, 
5/14 

w/Jack 

Y Y 6/13, 
6/17, 
7/17 

ACCEPTED/

No final
approved

DEPT 
SUM 

§ Comprehensive
Planning 

- - - - - - - 

§ Current Planning
and Zoning 

- - - - - - - 

§ Management and
Support 

- - - - - 
- 

- - 

§ Planning Boards
and Commissions 

- - - - - - - 

§ Development
Services 

- - 
- 

- - - - - 

§ Building Permits
and Inspections 

- - - - - - - 

§ Environmental
and Sustainability 
Office 

- - - - - - - 

Police Y Y Y Y 

§ Administration Y Y Y Y 

§ Uniform Patrol Y Y Y Y 

§ Investigations Y Y Y Y 

§ Animal Control Y Y Y Y 

§ Mounted Patrol Y Y Y Y 
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§ Marine Patrol Y Y Y Y 

§ Extradition
Program 

Y Y Y Y 

§ Red Light Camera
Program 

Y Y Y Y 

§ Helicopter Unit Y Y Y Y 

§ Services/Support Y Y Y Y 

§ False Alarms Y Y Y Y 

§ School Resource
Officer Program 

Y Y Y Y 

§ K-9 Unit Y Y Y Y 

§ Crime Prevention Y Y Y Y 

Public 
Health - 
STATE 

3/10, 
5/14 

 6/7 

Public 
Utilities 

Y COMPLETE
DEPT
SUMMARY
COMPLETE

§ Engineering and
Capital 
Construction - Rob 
Clark 

4/16 Y Y 5/23 , 
6/17 

6/20 COMPLETE

§ Operations and
Maintenance - Jim 
Sarver 

4/16 Y Y  5/23, 
6/17 

ACCEPTED
/No final
approval

§ Business
Operations - Bob 
Montague 

 Y 5/15 y  y 6/25 

Public Works § Operations
Support - Phil 
Davenport 

Y 

 Facilities
Management -

- 5/10 5/15 5/28 7/8 7/12 

ACCEPTED
/No final
approval

COMPLETE
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Barry Shockley 

 Contracts - John
Lasley

- 5/10 5/15 6/25 7/17 No final 
approval 

 Real Estate
Office -  James
Lawson

- 5/10 5/15 5/15 7/13 No final 
approval 

 Waste
Management -
Mary Richmond
and John Barnes

- 5/10 5/15 5/15 7/10 No final 
approval 

 Fleet
Management -
Reginald
Padgett

- 5/1, 
6/19 

7/1  7/1  7/13 No final 
approval 

§ Administration -
Phil Davenport 

Y 2/26 3/6 3/18 Met 
individuall
y with 
direct 
reports 

 Business Center
Michelle Clark

- 5/10 5/10 7/1 7/1 7/15 

 Storm Water
Cust. Serv.

- 5/10 

§ Operations Y  3/21,5
/9, 
5/16, 
6/13 

 Operations
Mgnt.- Phil
Koetter

- 6/13 7/1  7/1  7/8,7/17  No final 
approval 

 Infrastructure
Maintenance -
Mark Johnson

- 6/13 6/13 7/1 7/17 7/17 Complete 

 Traffic Mgnt Ops
- Frank Hickman

- 6/13 6/13 6/25 7/10 No final 
approval 

 Building
Maintenance -
Chuck Davis

- 6/13 6/13 6/28 7/17 7/19 Complete 

§ City Engineering -
John Fowler 

Y 

 Engineering - 3/19,3 4/2 4/2 5/23,6/17 ACCEPTED

COMPLETE
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Services - Bobby 
Wheeler 

/26 /No final
approval

 Facilities Des &
Cons. - Everette
Herndon

- 3/19,3
/26 

3/26 3/27 3/28 5/10 

 Trans Program
& PM - Phil
Pullen

- 3/19,3
/26 

3/26 3/27 

 Traffic Eng. Div. -
Robert Gey

 3/19,3
/26 

3/26 4/1 5/23, 
6,18,7/26 

No final 
approval 

 Water Resources
Mgnt. - Phil
Roehrs

- 5/10, 
6/18 

6/18 6/18 7/17, 
7/22 

No final 
approval 

Real Estate 
Assessor 

Y Y Y Y Y 5/14, 
6/17 

COMPLETE

DEPT 
SUM 

§ Administration - - - - - - - 

§ Board of
Equalization 

- - - - - - - 

Sheriff Y 3/9, 
5/15 

5/28  7/17 - 

§ Administration - - - - - - - 

§ Court Support - - -  - -  - - 

§ Workforce
Services 

- - - - - - - 

§ DARE Program - - - -  - - - 

§ Correctional
Operations 

- - -  -  -  - - 

§ Central Booking - - -  -  -  - - 

§ Inmate Services - - -  -  -  - - 

Strategic 
Growth Area 

Barry Frankenfield 

VB Public 
Schools - 
OUT OF 
SCOPE 

COMPLETE

COMPLETE
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Appendix D
Comprehensive

Applications
Table by
Criticality

Appendix I 
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Application 
Name 

Application 
Description 

Criticality 
 

0 No downtime permitted 
<3 max downtime 
<7 max downtime 

<24 max downtime 
 

Justification Owner / Users 

Davis Weather 
Station 

Weather monitoring  
(Not being used) 

    Owner –  
VBCC 
 
Users -  
VBCC  

MapGuide Develop and deploy 
web mapping 
applications and 
geospatial web 
services 
(Being retired in 
March 2013) 

      Owner –  
ComIT          
 
Users –  
ComIT    

WMBPTA 
(Women and 
Minority 
Business 
Participation) 

should be retired - 
replacing with manual 
process 

   Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Acrobat  PDF, Flash Player 0 Operations 
Management 
Admin supports 
the vital work of 
that PW 
performs before, 
during and after 
any significant 
incident. Used to 
create .pdf 
documents for 
dispatch, 
emergency 
procurement, 
etc.  

Owner-ComIT 
Users -Enterprise 

Active Directory Login and security 
access 

0 Critical to 
standing up the 
City’s ComIT 
infrastructure.  
Other systems 
rely on AD for 
authentication 

Owner – ComIT 
Users – 
Enterprise  
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Advocate-PAM A component of 
Advocate-PCC. Used in 
precincts for elections. 

0 on Election Day; 
<24 days on all 
other days 

Owner – Voter 
Registrar’s Office 
Users – Voter 
Registrar’s Office  

Advocate-PCC Datacard® Advocate™ 
Precinct Control 
Center (PCC) / 
Electronic Pollbook 
(EPB) a complete poll-
book management 
solution that enables 
election officials and 
poll workers to 
automate many of the 
manual, paper-based 
procedures used to 
process voters on 
Election Day. 

0 on Election Day; 
<24 days on all 
other days 

Owner – Voter 
Registrar’s Office 
Users – Voter 
Registrar’s Office 

Advocate-
Utilities 

A component of 
Advocate-PCC. Used in 
precincts for elections. 

0 on Election Day; 
<24 days on all 
other days 

Owner – Voter 
Registrar’s Office 
Users –Voter 
Registrar’s Office  

Allen-Bradley SCADA system to 
monitor flows, pumps, 
etc.  Vendor is 
Rockwell Automation. 

0 Used by 
Aquarium to 
manage tanks, 
etc.  The animals 
require special 
equipment for 
air and filtration 
that must be 
available for 
their survival. 
Equipment 
cannot be down 
for more than 8 
hours.      

Owner - 
Museums & 
Historic 
Resources   
Users –Museums 
& Historic 
Resources 

Anasazi Electronic health 
record 

0 Primary system 
that stores 
consumer health 
information for 
prescribed 
medications and 
other health 
services. 

Owner – DHS 
Users – DHS 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      79

ANI/ALI 
Database  

Automatic Number 
Information – 
Automatic Location 
information. 
Automatic Number 
Information – 
Automatic Location 
information. 
Automatic Number 
Identification 
corresponds to the 
subscriber's seven 
digit telephone 
number. The ANI 
displays at the PSAP 
on the digital ANI 
display console. 
Automatic Location 
Identification provides 
for an address display 
of the subscriber 
calling 911. With ALI, 
the PSAP receives the 
ANI display and an ALI 
display on a screen. 
The ALI display 
includes the 
subscriber's address, 
community, state, 
type of service and if a 
business, the name of 
the business. The 
PSAP will also get a 
display of the 
associated ESN 
information (police, 
fire, rescue).  

0 Facilitates 
emergency call 
response. 

Owner-ECCS 
Users –ECCS  

APCO MEDS  Association of Public 
Safety 
Communications 
Officials ( APCO) 
International's 
popular talking 
software to provide 
practical instructions 
for public safety 
telecommunicators. 
Communications 
Scripting. 

0 Public Safety 
Critical 

Owner –ECCS 
Users – ECCS  
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ArcGIS for 
Desktop 

Create maps, spatial 
analytics, manage 
geo-databases 

0 Need to be able 
to update 
emergency 
service maps, 
and CAD 
systems. 

Owner –ComIT  
Users – 
Enterprise 

ArcGIS Web 
Server 

Allows sharing of GIS 
resources (maps. 
Models, tools) across 
the enterprise. Feeds 
Accela. 

0 Pushes out / 
displays Map 
changes to 
Emergency 
Operations 
Center. 

Owner – ComIT 
Users –
Enterprise 

ASAPS State, regional and 
local staff use a 
monthly report 
generated from the 
Adult Services/Adult 
Protective Services 
(ASAPS) to focus on 
timeliness of 
investigations as a 
management tool for 
monitoring the safety 
of elderly and 
incapacitated 
consumers. 

0 Mandated by 
Title 63.2 of the 
Code of Virginia. 
Under the ASAPS 
rules, an 
investigation 
must be initiated 
within 24 hours 
of receiving 
notice. An 
attempt to make 
face-to-face 
contact must be 
made within 5 
days. 

Owner -
Commonwealth 
of Virginia - VDSS 
/ Adult and 
Family Services 
Users -DHS 

Assessment 
Admin 

Takes ProVal values 
and modifies taxes 
based on programs 
and other criteria,  
e.g., land use values, 
green buildings, 
elderly programs, 
disabled veteran 
programs, review 
deeds recorded at City 
Clerk’s Office and 
other supplements 
and exonerations. 

0 Used for FEMA 
assessments 

Owner – Real 
Estate Assessor 
Users – Real 
Estate Assessor 

Avaya 
Communication
s Server 1000 
(CS1K) 

IP Communications 
System 

0 Public Safety 
Communications 
hub 

Owner –ComIT 
Users –ECCS 

Aviat 
Microwave 
System 

Software/System 0 E911/Pub Safety Owner ComIT   
Users – 
Enterprise 
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AVL 
(Automated 
Vehicle 
Location) 

CAD-associated 
Interface. PS - tied to 
AVL - vehicle locator.  
Location based 
services uses air card  

0 Public Safety 
Critical 

Owner –ECCS 
Users –ECCS 

Business Call 
Recording 

Monitor call center 
calls 

0 Call could be a 
bomb threat. 

Owner – ComIT  
Users –ComIT 

CAD - Computer 
Aided Dispatch 

Public Safety 
Communications - 
computer aided 
dispatch for 911 
Center to record 
incidents and dispatch 
first responders to 
scene 

0 Central to critical 
ECCS Operations 
– GIS feed map 
updates to CAD 
during a disaster  

Owner –ECCS 
Users –
ECCS,Fire,Police,
EMS,ComIT 

CAD – Mobile 
Mapping 

CAD mapping client. 
Units in the field have 
a similar (but limited) 
map as well. It is part 
of the CAD system. 

0  Public Safety 
Critical – part of 
CAD 

Owner - ECCS 
Users - ECCS 

CAD - Time 
Synch 

Real- Time File 
Synchronization - This 
is a utility that is a 
component of CAD, 
not an application. It 
syncs time across all 
CAD components. 

0  Public Safety 
Critical – part of 
CAD 

Owner - ECCS 
Users – ECCS 

CAD Activity 
Reporting 
System (CARS)  

CAD-associated 
Interface  Public 
Safety Reporting 

0  Public Safety 
Critical 

Owner - ECCS 
Users –ECCS 

CAD Pistol 
Gateway 

Dispatch – public 
safety 

0 Public Safety 
Critical 

Owner - ECCS 
Users –ECCS 

Cassidian 911 
Call Processing 

Call handling for 
emergency call 
centers with NG9-1-1 
ready solutions for call 
processing, data 
management and 
analytics, and CAD and 
mapping.  

0 Technologies 
streamline and 
expedite call 
taker and 
dispatcher 
response efforts, 
as well as assist 
in facilitating 
preparedness 
and recovery 
initiatives for 
first responders. 

Owner - ComIT  
Users – ECCS 

Cassidian Magic  Telephone Records 
Management/Reporti
ng System. Statistics 
Server for 911 - Call 
Reporting  

0  Public Safety 
Critical 

Owner – ComIT 
Users – ECCS 
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Cassidian Vesta  Telephony User 
Interface (Separate 
CAD-integrated 
application on the 
workstation) ECCS  
desktop app for 911 
incoming and call 
mgmt. 

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Cassidian Vesta 
View  

Supervisory 
monitoring tool. 
ECCS/PIO/311/POL - 
statistics 

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Cisco Firewall 
IPS Modules 

Intrusion Detection 
System 

 0 The function is 
critical in re-
establishing the 
City’s 
infrastructure.  

Owner – ComIT 
Users – 
Enterprise  

Citrix Provides remote 
access to applications 

0 Allows remote 
access to critical 
staff that cannot 
get in to office. 
Operations 
Management 
Admin answers 
customer service 
calls and 
dispatches crews 
to incident 
scenes. They 
may need to 
work remotely 
during a disaster. 
Case workers 
must be able to 
access 
prescribed 
medications on 
Anasazi.   

Owner – ComIT 
Users –
Enterprise    

City of VB – 
online mapping 

Mapping applications 
to locate a variety of 
infrastructure  

0 Operations 
Management 
Admin uses to 
dispatch crews 
to incident 
scenes. 

Owner-ComIT 
Users -DPW 
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Crystal Reports 
Easy View 

View Crystal reports 
from Hansen, CADD 

0 Operations 
Management 
Admin needs to 
create reports 
for services 
requests and 
work orders to 
manage 
emergency 
response.    

Owner-ComIT 
Users -DPW 

DBA custom 
developed tools 

In-house tools used by 
the DBA team to 
perform their jobs; 
individual tools not 
listed. 

0  Critical database 
restores may 
rely on DBA tools 

Owner - ComIT  
Users - ComIT    

Deccan   Strategic planning 
software for 
apparatus and station 
siting/relocation; 
automated 
procedures for 
building dispatch 
order sequence lists 
for stations, units and 
hospitals; and real-
time tactical dispatch 
decisions regarding 
the best placement of 
available units. 

0 Used to deploy 
resources when 
dispatching to 
emergencies  

Owner -Fire  
Users -Fire 

DHCP Network 
Authentication and 
Host Resolution 

0 IT core 
infrastructure 

Owner – ComIT 
Users –
Enterprise 

Digital Push-To-
Talk (PTT) 

CAD-associated 
Interface.  PS 911 
Communications 
(Hand Held) 

0  Public Safety 
Critical 

Owner –ECCS 
Users –ECCS 
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Domain name 
System (DNS) 

Naming system for 
computers, services, 
or any resource 
connected to Internet 
or private network 
that translates easily 
memorized domain 
names to numerical IP 
addresses needed to 
locate computer 
services and devices 
worldwide. This 
keyword-based 
redirection service, 
the Domain Name 
System is an essential 
component of the 
functionality of the 
Internet. 

0 Name 
resolution. 
Required for 
systems to 
communicate. 
Central to core 
infrastructure. 

Owner -ComIT  
Users - 
Enterprise 

Dominion 
Power Street 
Light Reporting  

Reporting street light 
outages and trouble 
directly to Dominion 
Virginia Power for 
repair 

0 Used to report 
power outages 
directly to 
Dominion 
Virginia Power 
for repair. 

Owner-DPW 
Users -DPW   

E9-1-1  Enhanced 911, E-911 
or E911 is a system 
used in North America 
that links emergency 
callers with the 
appropriate public 
resources by 
pinpointing the 
caller's exact location. 

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

E911 CAMA 
trunks   

32 E9-1-1 CAMA 
trunks try to 
automatically 
associate a location 
with the origin of the 
call to derive a 
location that can be 
used to dispatch 
police, fire, 
emergency medical 
and other response 
resources. Uses ANI-
ALI database.  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Emergency 
Medical 
Records  

Used by EMS to store 
emergency medical 
records (Stored in 
Colorado) 

0 Used by EMS to 
store emergency 
medical records 

Owner – EMS 
Users –EMS  
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Emergency 
Website 

Hosted by GoDaddy 
http://emergency.vbg
ov.com 

0 Needed for 
emergency 
communications 

Owner – ComIT 
Users – 
Enterprise 

EMS Two Tone 
Alerting  

CAD-associated 
Interface  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Enterprise Data 
Storage and 
Protection 

Enterprise NAS 
Storage 

0 IT core 
infrastructure 
that facilitate 
backup and 
restore 
capabilities. 

Owner –ComIT  
Users – 
Enterprise 

Fire Alarm 
Status 
Maintenance    

via city SharePoint site  0 Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Fire/EMS 
Station Alerting 
(EMNET?) 

CAD-associated 
Interface. Part of 
CADS and CARS 
(Tiburon)(Workstation 
connected to satellite 
dish for backup email 
to state ;?) 

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

FleetFocus Fleet management 
software tracks all 
vehicles and 
equipment 
maintenance 
functions and offers 
billing and tracking for 
vehicle equipment.  

0 Used for first 
responder 
emergency 
vehicles 

Owner-ComIT 
Users -
DPW,Finance 

Forefront 
Threat 
Management 
Gateway 

Remote Access and 
Antivirus and Reverse 
Web Proxy for Client 
VPN (firewall) 

0 IT core 
infrastructure 

Owner – ComIT, 
Microsoft    
Users - ComIT 

FuelFocus Realtime fuel and fluid 
management at 11 
fuel sites across the 
City. FuelFocus runs 
independently at all 
11 sites. Each site 
interfaces with the 
centralized FleetFocus 
application.   

0 Facilitates 
fueling of Public 
Safety vehicles 
used in first 
responder 
emergency 
vehicles 

Owner – DPW 
Users – DPW 
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GIS Geographic 
Information System - 
Manages the 
acquisition and 
storage of 
geographical data for 
the City. Contains and 
locates streets, 
parcels, geography, 
buildings and other 
data elements. Daily 
interaction with GIS 
team for new 
Geographic Parcel 
Identification 
Numbers (GPINs); 
Used by inspectors to 
locate parcels, First 
responder vehicles 
preloaded with GIS 
maps on a quarterly 
basis. 

0 Used by first 
responders, real 
estate assessors 
and others in 
recovery efforts   

Owner – ComIT 
Users – Real 
Estate Assessor, 
DPU, DPW, 
Museums & 
Historic 
Resources, Fire, 
Police, ECCS, 
Housing & 
Neighborhood 
Preservation, 
Parks & Rec, SGA 

Google Earth Locating City 
infrastructure 

0 Used to dispatch 
crews to 
emergency 
scenes 

Owner-ComIT 
Users -DPW  

Government 
Revenue 
Management 
(GRM) 

Keeps records and 
tracks real estate 
revenue and property 
owners, Tax 
Calculation, Billing, 
Payment & Delinquent 
Management 
application.  Extracts 
are provided to 
vendor hosted 
CollectMax 
application for online 
access to 
billing/payment/delin
quent information.  

0 Used by real 
estate assessor 
for FEMA 
reporting 

Owner -
Thomson 
Reuters        
Users -Treasurer, 
Real Estate 
Assessor, DPU, 
DPW, ComIT    
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Hansen Enterprise asset 
management, work 
order, computerized 
maintenance 
management system, 
Work Tracking 
System; enter Service 
Requests, View 
Service Request 
status, Scheduling, 
Work Orders.  

0 Used to create 
work orders to 
deploy crews to 
emergency 
scenes - Used to 
deploy service 
vehicles (CVB 
and contractors) 
to infrastructure 
outages in order 
to keep water, 
sewer and other 
infrastructure 
operations 
functioning. 

Owner – DPW 
Users - 
DPW,DPU,Parks 
& Rec 

HRPDC 
Microwave 
System 

Regional OC3 
microwave system for 
Hampton Roads 
Planning District 
Commission (HRPDC)  

0 E911/Pub Safety; 
Interoperability 
at all levels; Port 
Security 
Issues;Digital 
and broadband 
capability; 
CAO/EOC 
communications 

Owner – ComIT 
Users –
Police,Fire, EMS 

HURREVAC Decision support tool 
of the National 
Hurricane Program, 
administered by 
FEMA, the USACE, and 
the NOAA National 
Hurricane Center 

0 Used by 
Emergency 
Management 
during storms 

Owner – Fire  
Users – Fire 

HURRTRAK Tropical Cyclone 
Tracking and Analysis 
Systems for probable 
strike zones, etc. 
Vendor is PC Weather 
Products 

0 Used by 
Emergency 
Management 
during storms 

Owner – Fire 
Users –Fire 

Hyper-V Server infrastructure 0 Required to 
recover current 
Virtual Machines 
and can be 
utilized to 
recover some 
current physical 
machines 

Owner –ComIT 
Users –ComIT 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach88

ImageTrend Emergency Reporting 
is done with Image 
Trend.  It is a web-
based, off-site 
application.  If EMS 
has access to the 
Internet, they will be 
able to perform this 
function. Supported 
by Emergency Data 
Systems (EDS). 

0 Used for the 
collection and 
management of 
EMS pre-hospital 
data 

Owner – EMS 
Users – EMS, 
Fire 

InSITE Oracle Financial 
system used by the 
City for payroll, 
accounting and other 
related functions.  
Hosted off site by 
vendor in Austin, 
Texas - 
Payroll/Personnel 
Actions; Financial 
tracking, accounting, 
reporting on 
expenditures for 
individual bureaus, 
Grants/CIPs/special 
projects, procurement 
cards, data entry and 
reconciliation. 

0 The staff needs 
to get paid to 
work, especially 
during difficult 
disaster 
situations. 

Owner-Finance 
Users -Enterprise 

Internet Global system of 
interconnected 
computer networks 
that use the standard 
Internet protocol suite 
(TCP/IP) to serve 
several billion users 
worldwide. 

0 Used by 
enterprise 
applications to 
connect with 
hosting 
providers. OCA 
uses for Westlaw 
research, Jail call 
services, 
VCIN/NCIC, Case 
Finder.  

Owner-None 
Users -Enterprise 

LifeNet Software component 
of cardiac monitor / 
defibrillator that 
transmits heart attack 
data from the EMS 
vehicle to the hospital 
while in transit. 

0 Used by EMS 
vehicles to 
transmit heart 
attack data from 
the EMS vehicle 
to the hospital 
while taking 
patient to the 
hospital.  

Owner-EMS 
Users -EMS 
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Lync Instant messaging by 
Microsoft 

 0 Communications 
software  

Owner – ComIT 
Users – 
Enterprise 

Maverick 
Mapping 

Separate CAD-
integrated application 
on the workstation). 
Tied to AVL vehicle 
locator  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Message Switch Link between VCIN 
and PISTOL 

0  Used by Police to 
do background 
checks  

Owner –Police 
Users – Police, 
VBSO 

MISS Utility 
(Vision) 

Virginia 811 is the free 
“one call” Virginia 
communications 
center for excavators, 
contractors, property 
owners, and those 
planning any kind of 
excavation. Used to 
view utility map 
tickets, enter requests 
for marking of utility 
lines prior to PW 
doing work 

0 Used by Public 
Works and 
Public Utilities 
during recovery 
effort. Used for 
disaster repair 
work. Website 
maintained 
outside of ComIT 
by MISS Utility of 
Virginia. 

Owner – ComIT 
Users –
DPU,DPW 

Motorola 25 7.8 
Radio System 

800 MHz Motorola 
ASTRO 25 release 7.8 
digital radio system 

0  E911/Pub Safety Owner – ComIT 
Users – 
Enterprise 

Motorola CPS Customer 
Programming 
Software (CPS) 
consisting of 3 
modules 

0 Used by the 
ComIT Mobile 
Team to repair 
broken 
equipment in 
first responder 
vehicles 

Owner – ComIT 
Users – DPW, 
ComIT  

Motorola 
MCC7500 Elite 
Dispatch (Gold 
Elite?)  

Separate application 
on the workstation. 
Radio dispatch? 

0  Public Safety 
Critical 

Owner –ECCS 
Users – ECCS 

Motorola 
Professional 
Radio CPS 

Radio 
Communications 
(Motorola 800 MHz 
Radio System 
Software) 

0 Communications 
tool for 
responding to 
emergency 
situations.  

Owner –ComIT 
Users – DPW 
ComIT    

Motorola 
Smartnet 

Radio system software 0  Used by Public 
Safety entities to 
communicate 

Owner – ECCS 
Users –DPW 
Police,Fire,EMS,
DPU,VBSO 
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MS Access  Track consumers, Help 
Desk Incident Tracking 

0 DHS  
Transportation 
Services uses to 
validate that 
consumer has 
been admitted; 
DHS IT uses for 
Help Desk 
tracking 

Owner – ComIT 
Users –
Enterprise 

MS Enterprise 
Data Protection 

Backup and restore 0 Required for 
system recovery 

Owner –ComIT 
Users –ComIT 

MS Exchange & 
Lync 

Communication – 
Instant Messaging 

0 Communication 
during and after 
an event 

Owner – ComIT 
Users – 
Enterprise 

MS Office Office tools, including 
Outlook 

0 Communications 
is critical during 
a disaster 

Owner – ComIT 
Users – 
Enterprise  

MS SQL Server 
Database 
Management 
System 

Integrated 
environment for 
accessing, configuring, 
managing, 
administering, and 
developing all 
components of SQL 
Server 

0 DBMS for 400 
databases in the 
3 primary data 
centers (Bldg 2, 
Bldg 30, Dam 
Neck Rd)  

Owner – ComIT 
Users –
Enterprise 

My Oracle 
Support 

Internet to Oracle - 
Needed for 
Finance/Payroll, 
Benefits and HR, 
however this is hosted 
by Oracle not the City 

0 Needed for 
Finance/Payroll, 
Benefits and HR, 
however this is 
hosted by Oracle 
not the City 

Owner –Oracle 
Users - ComIT 

Name Unknown Camera application 
for court security    

0  Used by Sheriff’s 
Office to secure 
courts 

Owner – VBSO 
Users – VBSO 

 NCIC National Crime 
Information Center is 
the FBI’s 
computerized index of 
criminal justice 
information, i.e., 
criminal record history 
information, fugitives, 
stolen properties, 
missing persons. 

0 Used by Police, 
Sheriff’s Office, 
Fire and OCA to 
do criminal 
background 
checks  

Owner – FBI 
Users – 
Police,VBSO,Fire,
OCA 

NICE Inform 
Voice Logger / 
Recorder  

An advanced recording 
solution that captures 
all forms of audio —
VoIP, analog and digital 
telephony for control 
room operations 

0  Public Safety 
Infrastructure 

Owner –ECCS 
Users –ECCS 
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Nortel Business 
Communication 
Manager (BCM) 

Platform delivers 
small to medium-sized 
businesses and branch 
offices a converged 
voice and data 
solution. Interactive 
voice response, IP 
routing and data 
services such as 
firewall, wireless, and 
more. 

0 Used by Telecom 
Voice team to 
support voice 
communications 

Owner – ComIT 
Users – 
Enterprise 

OASIS On-line Automated 
Services Information 
System is used by DSS 
to automate 
processes and 
information for child 
welfare programs 

0 The intake and 
investigative 
service functions 
for Child 
Protective 
Services are 
critical and 
mandated by the 
State to be up 
24x7x365 

Owner -
Commonwealth 
of Virginia  / 
Child Welfare 
Safety, Quality 
Assurance   
Users - DHS 

Offender 
Management 
System (OMS) 

Jail Management 
System including all 
info from intake to 
release, e.g.,  initial 
intake, charges, 
sentencing, property, 
housing, medical, 
meal planning, 
scheduling, and 
temporary release.  

0 Used by 
Sherriff’s Office 
to manage 
inmates 

Owner – VBSO 
Users – BSO 

Oracle Client DB Connectivity 
RDBMS TNS names 

0 Used by OPG for 
Insite support of 
Finance/Payroll, 
Benefits and HR 

Owner -ComIT 
Users - ComIT 

Oracle 
Database 
Enterprise 
Manager 
Utilities and 
Tools 

Monitors the 
database.  
Administrator tools to 
add users, modify 
table spaces, files, etc. 

0 Needed to 
monitor 
recovery of 
Oracle 

Owner –ComIT 
Users -ComIT 

Oracle DB 
Server 

Oracle RDBMS 0 Oracle database 
management 
system for GIS 
and Insite  

Owner –ComIT 
Users –
Enterprise 

Oracle Forms & 
Reports 

Reporting RDBMS 0 Automatically 
comes up with 
Oracle 

Owner -ComIT 
Users - ComIT    
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Oracle SQL 
Developer  

Integrated 
development 
environment for the 
development and 
management of the 
Oracle Database 

0 Needed for 
Finance/Payroll, 
Benefits and HR 

Owner -ComIT  
Users –ComIT 

Oracle Tool - 
Discover Admin 

Reporting tool 0 Needed for 
Finance/Payroll, 
Benefits and HR 

Owner –ComIT 
Users –DHR, 
Finance 

Oracle Tool - 
Putty 

Terminal emulation 
software to remote 
into routers 

0 Needed for 
Finance/Payroll, 
Benefits and HR 

Owner -ComIT 
Users –
DHR,Finance 

Oracle Work 
Flows Builder 

 0 Automatically 
comes up with 
Oracle 

Owner -ComIT 
Users –
Enterprise  

Orion Regional 
Radio System 

Overlay Regional 
InterOperability 
Network (ORION) 

0 E911/Pub Safety Owner – ComIT 
Users –Police, 
Fire, EMS 

OSCAR  Scheduling volunteer 
resources - off-site 
application developed 
and maintained by a 
former member of the 
EMS staff. Named 
after his cat.  

0 Used by EMS to 
schedule  
volunteers 

Owner –EMS 
Users –EMS 

Outlook  E-mail 
communications 

0 Communication 
is critical during 
a disaster.  

Owner –ComIT 
Users - 
Enterprise 

Paging  CAD-associated 
Interface  

0  Public Safety 
Critical 

Owner –ECCS 
Users – ECCS 

PISTOL   Police Intelligence 
System Totally On-
Line - A SunGard OSSI 
product that functions 
as a records 
management 
application that 
collects, stores, and 
provides access to 
arrests, names, 
incident reporting, 
warrants, probation, 
etc.   

0 Used by Police, 
ECCS, VBSO, 
DHS, OCA, and 
Fire to conduct 
criminal 
background 
checks 

Owner – Police 
Users –Police, 
ECCS, VBSO, 
DHS, OCA, and 
Fire 

Positron Public 
Safety Systems 
(PPSS) 

Provides 9-1-1 
database mgt. and 9-
1-1 call routing 
services. Maintains 
records in a tabular 
database. Identifies 
City for selective 
router. 

0 Support 
emergency calls 
at the 911 
Center  

Owner –ECCS 
Users –ECCS 
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ProComm Used to program 
switches 

0 Used by Telecom 
Voice team to 
maintain voice 
communications 

Owner –ComIT 
Users –ComIT  

ProVal 
(Manatron) 

Appraisal software for 
assessment, records 
management & 
mapping support for 
real estate. 
Note:  GRM & ProVal 
are two separate 
applications 
performing separate 
tasks but sharing the 
same large, complex 
database.  

0 Required for 
disaster damage 
assessment & 
recording for 
FEMA 

Owner -Real 
Estate Assessor, 
Manatron   
Users –Real 
Estate Assessor, 
DPW,ComIT 

PTCC Pretrial Community 
Corrections - Risk 
Assessment tool  

0 Assess offenders 
while they 
remain in 
custody  

Owner -
Commonwealth 
of Virginia  / 
Child Welfare, 
Community 
Corrections/Pret
rial Users – DHS 

Radio Control 
Manager (need 
name of 
software)   

Separate application 
on the workstation.  
Maintained by ComIT.  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Records 
Management 
Services (RMS)  

Stores contact info 
(name, address, etc.) 
for EMS volunteers on 
MS Access database – 
Supported by ComIT   

0 Used by EMS to 
store contact 
info for 
volunteers – 
backed up to 
Volgistics 
database 
(vendor in 
Michigan) by 
Volunteer 
Resources to 
provide 
redundancy if 
data is lost.   

Owner –EMS 
Users – EMS 
Volunteer 
Resources  

Safe Measures Pulls statistical OASIS 
data for management 
reports, service plans, 
due dates, etc.  

0 The intake and 
investigative 
service functions 
for Child 
Protective 
Services are 
critical and 
mandated by the 
State to be up 
24x7x365 

Owner - 
Commonwealth 
of Virginia 
Supreme     
Users – DHS 
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SCADA  (Supervisory Control 
And Data Acquisition) 
Computer- controlled 
system that monitors 
and controls physical 
devices in the pipes, 
pump stations, etc. 
throughout the 
infrastructure. 
Monitors rainfall 
levels, wet well levels, 
inflow and infiltration, 
and other flow data 
for water supply, 
water distribution and 
sewer infrastructure. 

0 Because the 
threat of 
contaminated 
water is a large 
concern 
following a 
disaster PU must 
manage the 
integrity of the 
City's water 
supply 
immediately 
following a 
disaster. 

Owner –DPU 
Users –DPU 

SCCM  Systems Center 
Configuration 
Manager - Manages 
large groups of 
computers to provide 
remote control, patch 
management, 
software distribution, 
operating system 
deployment, network 
access protection and 
hardware and 
software inventory 

0 Software tool 
used by Client 
Services team 
used to restore 
the critical IT 
backbone 

Owner – ComIT 
Users –ComIT 

 SCVMM Systems Center Virtual 
Machine Manager - 
Manages large 
numbers of Virtual 
Servers 

0  Used by ComIT 
Systems Support 
to manage 
virtual servers 

Owner –ComIT 
Users –ComIT  

SharePoint Communication and 
collaboration system 
developed by 
Microsoft for content 
management, 
document 
management, search, 
business intelligence, 
portals and 
collaboration. 

0 Used to 
communicate 
and collaborate 
during 
emergency 
situations. 
Important 
response and 
recovery 
procedures are 
stored in 
SharePoint. 

Owner-ComIT 
Users -Enterprise  
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Simplex Grinnell Fire enunciation and 
alarm System 

0 Fire Officials may 
not permit the 
building to be 
occupied 
without these 
systems being 
operational. Fire 
is more likely 
after a major 
event.  Since 
VBCC is a critical 
EO facility at the 
time of a 
disaster, the fire 
system needs to 
be functional. 

Owner –VBCC 
Users - VBCC 

Social Media  Multimedia uses 
Twitter, Facebook, 
Flickr, YouTube and 
group email accounts 
to publish emergency 
information to public. 

0 This system is 
used to 
notify/warn 
citizens in an 
emergency (i.e. 
hurricane, 
criminal activity, 
rabid animals, 
evacuation, etc.) 
situation. It 
advises them of 
an incident and 
steps they need 
to take to keep 
them and their 
families safe. 

Owner –ComIT 
Users –ComIT  

Solar Winds Network, application, 
virtualization and 
storage management 
software that 
maintains monitors 
and troubleshoots IT 
networks.  Monitors, 
reports and does 
network backups. 

 0 Needed to 
establish and 
monitor security 
protocols, 
networking, and 
radio towers.  
Monitors and 
remotes in to 
Fire and EMS air 
cards. 

Owner –ComIT 
Users –ComIT 
City Treasurer 
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Spider Travels the Web 
(hence the name 
"spider"), locating and 
indexing websites for 
search engines. 
Queries many 
programs – gives 
some financial 
information and 
determine current or 
past history (even 
DMV)       

0 The intake and 
investigative 
service functions 
for Child 
Protective 
Services are 
critical and 
mandated by the 
State to be up 
24x7x365 

Owner  -
Commonwealth 
of Virginia  
Users-DHS 

Symposium – 
Telephony Call 
Data Reporting 
System  

Agent activity data 
collection to analyze 
productivity levels, 
identify trends, and 
assist in forecasting 

0 Used during 
customer service 
communications 
when receiving 
emergency calls. 

Owner-ComIT 
Users -DPW 

Symposium 
Contact Center 

Graphical user 
interface to the 
CS1000 – Gateway to 
DPU Business call 
center  

0 Used by ComIT 
Telecom Voice 
team as GUI to 
the CS1000 / 
Used by DPU 
Business as 
gateway to their 
call center 

Owner –ComIT 
Users –ComIT, 
DPU 

TeleCorp For E911 alarm when 
calls are in the queue - 
Browser accessed 3Si 
GPS Robbery Tracking 
Tool Puts call/wait 
times on display 

0 Used by ECCS to 
support 911 
Center  

Owner – ComIT 
Users –ECCS 

Telestaff   Scheduling personnel  
(3 shifts) 

0  Used by Fire to 
schedule staff 

Owner – Fire 
Users – Fire 

Teraterm Open Source terminal 
emulator 
(communications) 
program 

0 Supports voice 
communications 

Owner – ComIT 
Users –ComIT 

Tiburon CAD 
2000  

Computer-Aided 
Dispatch and mobile 
mapping 

0  Public Safety 
Critical 

Owner –Public 
Safety 
Committee 
Users – ECCS 

UCM Unified 
Communications 
Management for 
Exchange servers, 
databases, backups, 
maintenance 

0 IT core 
infrastructure 

Owner – ComIT, 
Avaya  Users –
ComIT   
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VBalert Citizens subscribe to 
receive phone calls on 
incidents from ECCS. 
Multimedia creates 
content.  

0 This system is 
used to 
notify/warn 
citizens in an 
emergency (i.e. 
hurricane, 
criminal activity, 
rabid animals, 
evacuation, etc.) 
situation. It 
advises them of 
an incident and 
steps they need 
to take to keep 
them and their 
families safe. 

Owner – ECCS, 
Cooper 
Notification 
Users –
Citizens,ECCS,Co
mIT 

VBgov Public facing website 
flips over to 
Emergency Page 
during incidents. 
Provides status, news 
releases, shelter info, 
etc. 

0 This system is 
used to 
notify/warn 
citizens in an 
emergency (i.e. 
hurricane, 
criminal activity, 
rabid animals, 
evacuation, etc.) 
situation. It 
advises them of 
an incident and 
steps they need 
to take to keep 
them and their 
families safe. 

Owner –ComIT 
Users –
Citizens,Enterpri
se  

VBTV Emergency broadcasts 
occur on channels 46, 
47 and 48. Multimedia 
creates content.   

0 This system is 
used to 
notify/warn 
citizens in an 
emergency (i.e. 
hurricane, 
criminal activity, 
rabid animals, 
evacuation, etc.) 
situation. It 
advises them of 
an incident and 
steps they need 
to take to keep 
them and their 
families safe. 

Owner –ComIT 
Users –Citizens, 
ComIT   
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VCIN  Virginia Criminal 
Information Network -
A service facility under 
the control of the 
Virginia Department 
of State Police that 
provides operational 
support to the entire 
criminal justice 
community by  
providing a means of 
rapid communication 
for criminal justice 
agencies throughout 
Virginia. It is a 
statewide data 
communications 
network incorporating 
computerized links to 
regional and national 
law enforcement 
systems, including 
DMV, NCIC, and 
NLETS.  

0 Needed at time 
of arrest to 
assess the level 
of danger to 
public safety 
officials and to 
apprehend those 
with warrants 
issued against 
them. 

Owner –Virginia 
Department of 
State Police 
Users –
Police,ECCS,VBS
O,Commonwealt
h 
Attorney,Courts,
DHS,ComIT 

VCIN/NCIC Local 
Warrants  

CAD-associated 
interfaces. 
background 
checks/probation/par
ole - data access and 
lookups  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Verizon 
selective router 
service 

links emergency 
callers with the 
appropriate public 
resources  

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

WebEOC EOC crisis incident 
management - Web 
site to make requests 
for assistance, 
understand the 
common operating 
situation and identify 
resources during a 
disaster. Connectivity 
with regional 
jurisdictions during 
emergency planning 
and unusual events. 

 0 Collaborative 
tool used during 
a crisis/disaster 
to communicate 
to/from public 
safety personnel. 
Used by all 
functional 
teams. 

Owner –Fire 
Users –
Enterprise   
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WebEOC 
Mapper  

New! To be deployed 
soon. 

0 Pushes out / 
displays Map 
changes to 
Emergency 
Operations 
Center. 

Owner –Fire 
Users –
Enterprise  

WebQuery  CAD-associated 
Interface RTIMIS? 

0  Public Safety 
Critical 

Owner – ECCS 
Users – ECCS 

Zetron Paging 
System 

Software/System that 
establishes a private 
paging service to 
ensure that personnel 
can be contacted at all 
times 

0 E911/Pub Safety Owner – ComIT 
Users – Police, 
Fire, EMS 

Accela  Enterprise work 
management software 
application for 
governments 

3 Planning uses 
Accela for the 
permitting 
system that 
FEMA would 
need to get 
permits to 
rebuild. 

Owner – Housing 
& Neighborhood 
Preservation, 
Planning & 
Community 
Development 
Users – Housing 
& Neighborhood 
Preservation, 
Planning & 
Community 
Development 

Alerton Envision 
BacTalk 

Bac-Talk is a protocol 
for controlling large 
chillers, boilers and air 
handling devices.  ALC 
is a user interface 
application used for 
thermal comfort 
monitoring system 
that controls 
temperature and 
humidity.ALC 
(Automated Logic 
Corporation) 

3 If VBCC were to 
be used as an 
emergency 
shelter or 
distribution 
center, this 
application could 
be critical as 
medicines/vacci
nes and other 
supplies may 
require climate 
control. 

Owner – VBCC 
Users - VBCC  

Autodesk 
Mapguide 
Author  

A program calibrated 
to display map data 
using CAD and GIS 
data 

3 Support of the 
Geo database 
and making web 
mapping service 
and application 
changes for the 
911 center are 
critical functions 
during an 
incident because 
they are used by 
public safety first 
responders 

Owner – ComIT 
Users –ComIT 
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CardAccess 
3000 

Card access security 
badge generator and 
access privileges 
software 

 3 Security is vital 
to supply 
stations at the 
time of a 
disaster.  

Owner –VBCC 
Users -VBCC  

CHRIS Comprehensive 
Human Rights 
Information System 
(CHRIS) is a state 
system used to report 
critical incidents, 
which are any actual 
or alleged event or 
situation that creates 
a significant risk of 
substantial or serious 
harm to the physical 
or mental health, 
safety or well-being of 
a waiver participant. 

3 Must report 
critical incidents 
promptly 

Owner – DBHDS 
state portal 
Users –DHS  

CiscoWorks Suite of management 
tools that simplify the 
configuration, 
administration, 
monitoring, and 
troubleshooting of 
Cisco networks. 

3 Supports 
network for 
Treasurer   

Owner-ComIT 
Users -City 
Treasurer 

City Law File management 
software - primary 
application used by 
City Attorney's Office, 
e.g., calendar, 
interfaces with 
Outlook, Word, Saves 
all billing time, collects 
data  

3 Used to write 
ordinances (to 
be approved by 
City Council) 
required to close 
City or get 
federal funding 
after a disaster 

Owner-City 
Attorney's Office 
Users –City 
Attorney's Office 

Crystal Reports Ad hoc report 
generation tool, 
Creates FEMA reports 
out of FleetFocus, 
Hansen, CADD  

3 Fleet 
Management 
uses to create 
FEMA reports 
out of 
FleetFocus.  
State requires 
reports within 3 
days for FEMA 
funds. 

Owner-ComIT 
Users -DPW 
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Data 
Transporter 

External file transfer 
tool used to transport 
financial information 
into and from Oracle; 
Automatic bill entry, 
ACH, invoice entry and 
payment. Runs twice 
per week. 

3 Finance/Payroll, 
Benefits and HR 
interfaces Insite 
modules with 
financial 
institutions.   

Owner -Finance 
Users –Finance  

DCJS CIMS Department of 
Criminal Justice 
Services - Client 
Information 
Management System 
Victim Witness 
Program receives 
financial support from 
DCJS, who is the 
administering agency 
for the victim/witness 
grant program 
established by the 
General Assembly in 
1984. Quarterly 
program performance 
reports are required 
to participate and are 
generated through 
CIMS. 

3   Owner –  
Commonwealth 
of Virginia   
Users –OCA 
(State Supported 
System) 

EPIC Electronic health 
record (EHR) software; 
includes registration 
and scheduling; 
clinical systems for 
doctors, nurses, 
emergency personnel, 
and other care 
providers; systems for 
lab technicians, 
pharmacists, and 
radiologists; and 
billing systems for 
insurers. 

3 Food Stamp 
consumers 
cannot go 
without food for 
an extended 
duration. Web-
based state 
system used to 
manage EBT for 
food stamps 

Owner – DHS 
Users – DHS 

Financial 
Management 
System 

Purchasing – off site - 
System supported by 
VA Supreme Court 

3  Owner –VA 
Supreme Court 
Users –Clerk of 
the Circuit Court 
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GeoMedia 
Hansen 
Interface 

Enhances 
infrastructure 
management 
productivity by 
making all native 
GeoMedia and Hansen 
functions available 
from either product 

3 Hansen is used 
by Public Works, 
Public Utilities 
and Parks & Rec 
to clear roads 
and restore City 
infrastructure 
after a disaster 

Owner – ComIT 
Users – 
ComIT,DPW,DPU
,Parks & Rec 

Hansen Map 
Services 

Used to display GIS 
maps from within 
Hansen 

3 Supports Public 
Works efforts to 
clear roads and 
restore City 
infrastructure 

Owner –ComIT 
Users – 
DPU,Parks & Rec 

HVAC digital 
control systems 
(vendor-specific 
application 
names) 

Siemens, Johnson, 
Trane, Barber- 
Coleman, Alerton, 
Advanced Logic, and 
others 

3 Each vendor-
specific 
application is 
used to monitor 
and control 
systems in 
important 
buildings during 
a disaster. 

Owner-DPW 
Users -DPW   

Landfill Tonnage database, 
tracks landfill dumping 

3 Facilitates 
hauling storm 
debris to 
disposal centers 
during disasters.  

Owner-DPW 
Users -DPW 

Lenel OnGuard Security - Facility 
Access/Security Mgt., 
HR issues building 
security access cards 

3 Staff must be 
able to enter and 
leave important 
buildings during 
a disaster.  

Owner –DPW 
Users -DPW, HR, 
DHS, Police 

Meltwater Media tracking 
service. Tool 
determines if AP has 
picked up story. 

3 Used to craft 
news releases, 
for 
dissemination of 
emergency 
information and 
public outreach. 

Owner –ComIT 
Users –ComIT 

Members Used to maintain 
personnel records for 
critical reports 
(including FEMA).  It is 
a Microsoft Access 
database and not 
maintained by ComIT. 

3 Used to maintain 
personnel 
records for 
critical reports 
(including 
FEMA).  

Owner-DPW 
Users -DPW 
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MP2   Infor’s COTS 
enterprise asset 
management product 
for inventory and 
work orders  

3 Used to create 
work orders and 
manage 
inventory to 
keep systems in 
important 
buildings 
operational 
during 
emergencies. 

Owner-DPW 
Users -DPW 

MS Notepad ++ source code editor 3 Used by GIS 
Support team to 
develop/revise 
software code  

Owner – ComIT 
Users –ComIT 

Paymode  Electronic payment 
through Bank of 
America (via ACH). Off 
site.  

3 Must have to 
make City 
payments 

Owner –
Finance/BOA 
Users – Finance 

Pictometry Translates complex 
geospatial aerial 
imagery information 
into useful visual data, 
e.g., imagery showing 
the fronts and sides of 
buildings and 
locations on the 
ground  

3 Used by ComIT 
GIS Support 
team to support 
the 911 center  

Owner – ComIT 
Users – 
ComIT,DPW 

RedNMX  Data Management 
System for Fire for 
Incident Reporting, 
Fire Reports (used by 
inspectors and 
investigators) 

 3 Used by Fire 
Dept. in 
emergency 
situations  

Owner – ComIT 
Users – Fire 

Remong2 Remote elevator 
monitoring and 
diagnostics 

3 Staff needs to be 
able to access 
their offices in 
important 
buildings during 
emergencies. 

Owner-DPW 
Users -DPW 

SCOM System Center 
Operations Manager -
A cross-platform data 
center management 
system for operating 
systems and 
hypervisors; uses a 
single interface that 
shows state, health 
and performance 
information of 
computer systems 

 3 Systems 
monitoring will 
be needed soon 
after recovery  

Owner –ComIT 
Users – ComIT, 
City Treasurer 
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Snagit Screen capture; assists 
in producing and 
illustrating an issue, 
concern, training point  

3 Used to describe 
work to be 
performed by 
crews 
responding to 
incidents.   

Owner-ComIT 
Users -DPW  

Threat 
Management 
Gateway 

Network router, 
firewall, antivirus, VPN 
server and web cache 
from Microsoft. Runs 
on Windows Server  
line of operating 
systems and works by 
inspecting all network 
traffic that passes 
through it 

3 Virtual Private 
Network for City 
owned laptops 
to establish 
remote 
connections.  Als
o provides 
reverse proxy 
access for 
Constituent 
access to 
SharePoint 

Owner –ComIT 
Users –ComIT 

Total Recall Inventory control 
software for records 
storage - vendor is 
DHS 

3 Important City 
records will need 
to be available 
soon after a 
disaster 

Owner – Library 
Users –Library 

Tow Tracker  ECCS/311 – tracking 
Used by towing 
services to report 
activity to City   

3 Public Safety 
Critical - Used by 
Police to 
respond to 
missing vehicles 
complaints 

Owner –ECCS 
Users –
ECCS,Police 

Trailer  Used for scheduling of 
yard debris container 
rentals for residents 
and maintaining 
record of payments 
received.  The data 
tables are in SQL and 
maintained by 
ComIT.  MS Access 
used as the interface 
for queries, forms, 
and reports. 

3 Removal of yard 
debris is a critical 
activity after a 
storm. 

Owner-DPW 
Users -DPW 
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VDBHDS portal Virginia Dept. of 
Behavioral Health and 
Developmental 
Services Portal 
includes assistance, 
applications, 
inspections, vital 
records and more 

3 Crisis 
Management is a 
critical function 
because it  
provides support 
services to 
patients who 
have acute 
illnesses and 
were treated in 
mental hospitals 
in the recent 
past 

Owner –VDBHDS 
Users – DHS 

Veeder-Root Tank gauging system 
that monitors and 
controls fuel  levels  

3 Public safety and 
DPW cleanup 
crews require 
fuel as a base 
resource. 

Owner-ComIT 
Users -DPW 

Virginia Public 
Assistance 
Portal 
(VirginiaPA.org) 

A federal grant 
program to aid State 
and local governments 
in returning a disaster 
area to pre-disaster 
conditions. A 
minimum of 75% of 
eligible costs is 
provided to primarily 
address the repair and 
restoration of public 
facilities, 
infrastructure, or 
services which have 
been damaged or 
destroyed. Hosted by 
the Virginia 
Department of 
Emergency 
Management(VDEM) - 
Application to compile 
and track emergency 
and unusual event 
data for public 
assistance 
reimbursements 

3 Used to 
communicate 
with 
VDEM/FEMA in 
disaster 
situations.  

Owner –Virginia 
Department of 
Emergency 
Management 
(VDEM)        
Users –
Finance,DPW 
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VPN Extends a private 
network across a 
public network, such 
as the Internet. It 
enables a computer to 
send and receive data 
across shared or 
public networks as if it 
were directly 
connected to the 
private network, while 
benefitting from the 
functionality, security 
and management 
policies of the private 
network. 

3 Virtual Private 
Network for City 
owned laptops 
to establish 
remote 
connections. 

Owner –ComIT 
Users –
Enterprise 

Wetlands Spreadsheet of 
wetlands – moving to 
Accela 

3 Need this info to 
issue immediate 
repair permits 

Owner –Planning 
Users – Planning 

What’s Up Gold 
(WUG) 

Network management 
and monitoring 
software developed 
by Ipswitch. WUG 
offers network, 
system, application 
and log monitoring 
and management in 
both physical and 
virtual infrastructure 
environments. 

3 Used to 
troubleshoot  
network 
problems 

Owner –ComIT 
Users –
ComIT,DHS,City 
Treasurer 

WhenToWork Employee scheduling 
software 

3 Engineers come 
in to manage 
tanks.  Tanks 
cannot be down 
for more than 8 
hours.  Three 
generators can 
run 36 hours 
before refueling.  

Owner - 
Museums & 
Historic 
Resources   
Users – 
Museums & 
Historic 
Resources 

WMTrucks Daily weight ticket file 
from transfer stations 
– pay by ton 

3 Must be able to 
process 
incoming daily 
electronic file of 
weight tickets 
for City 
collection 
vehicles to pick 
up storm debris.  

Owner-DPW 
Users -DPW 
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Work Orders Work Order 
Management  

3 Used to create 
and assign work 
orders, including 
scheduling 
special storm 
debris pickup. 

Owner-DPW 
Users -DPW  

1099 Pro  Used for printing 
1099s 

7   Owner –Finance 
Users – Finance 

ACD Automatic Call 
Distributor (ACD) is a 
computerized 
telephony system that 
analyzes incoming 
calls and distributes 
them based on 
specific instructions 
that define how the 
calls are to be 
handled.  

7   Owner –  
ComIT          
 
Users –  
ComIT 
 

ACE Training 
Records 
Management 
System 

Access DB used by 
LETA (Law 
Enforcement Training 
Academy) to track 
training, certifications, 
and firearm 
qualifications. This 
also supplies 
mandatory reports to 
DCJS. - (includes ACE 
Track and ACE Score). 

7   Owner –  
Police  
 
Users –  
Police 

ADAPT Application Benefit 
Delivery Automation 
Project (for eligibility) 
/ Customer 
Relationship 
Management (CRM) 
application  

7   Owner - 
Commonwealth 
of Virginia - VDSS  
 
Users –  
DHS 

Addressing Official creator of 
addresses for the City 

7   Owner –  
Planning 
 
Users –  
Planning 

Adobe Acrobat PDF writer 7  Owner –  
ComIT          
 
Users –  
Enterprise  

Adobe Acrobat 
Creative Suite 

A collection of design 
and development 
applications 

7  Owner –  
ComIT          
 
Users –  
ComIT 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach108

AMCAD Court Case 
Management. Land 
Records, Jail 
Management, ROAM 
(Internet access to 
public and secure 
information) - Bldg 
10B 3rd Floor - Dell 
Server (not supported 
by ComIT but by 
internal staff (Robert 
Borum). Staff use 
AmCad to look up 
Virginia Beach Circuit 
Court case 
information on cases 
from July 31, 2009 
forward. 

7   Owner –  
Commonwealth 
of Virginia           
 
Users - 
Clerk of the 
Circuit Court, 
OCA 
 

 Applicant 
Tracking System 

 Helps the training 
academy track Police 
Officer applicants 
from application 
submission to hire 
date. 
(recruit_beta.mdb) 

7   Owner –  
Police  
 
Users –  
Police 

Application 
Desktop 
Integrator (ADI)  

A spreadsheet-based 
extension to Oracle 
Applications that 
offers full cycle 
accounting and asset 
management. 

 7   Owner –  
ComIT 
 
Users – 
Finance 

ATMS.now         
                             
                    

Modular central 
transportation 
management platform 
for traffic signal 
control, data 
collection, report 
generation, and alarm 
monitoring. 

7   Owner- 
DPW, 
Trafficware 
 
Users - 
DPW 

Avaya CallPilot Voicemail 7 Voicemail 
recovery can be 
deferred for a 
short duration  

Owner –  
ComIT          
 
Users –  
ComIT    
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Banner Stores customer 
information such as 
names, identifiers, 
contact information, 
services locations, 
billing and payment 
information, account 
status, meter routes 
and locations, and 
other related 
information. 

7   Owner – 
DPU 
 
Users –  
DPU 

Beachnet City’s Intranet site 7   Owner –  
ComIT          
 
Users –  
Enterprise   

CAFR Unlimited Ad hoc report writer 
utilized during the 
production of the 
City’s Comprehensive 
Annual Financial 
Report.  The software 
utilizes Microsoft 
Access to  analyze 
thousands of accounts 
in the production of 
the auditable records 
and financial reports 
for publication. 

 7   Owner – 
Finance 
 
Users – 
Finance 

Cameleon CCTV pan-tilt-zoom 
control 

7   Owner- 
DPW, 
360surveillance 
 
Users - 
DPW 

Cisco Security 
Manager (CSM) 
Intrusion 
Detection 

Manages Cisco 
Security Devices 

 7  Owner – 
ComIT 
 
Users – 
ComIT 

City Law 
 

City Law is used to 
manage cases, file 
paperwork, and court 
calendars. 
 
(vendor supported) 

7   Owner - 
City Attorney's 
Office  
 
Users -  
City Attorney's 
Office 
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Class Software 
 

Helps community 
organizations manage 
recreation activities 
more efficiently and 
effectively, from 
registration and 
scheduling to point of 
sale and 
memberships.  
(Active Network) 

7   Owner –  
Parks & Rec 
 
Users –  
Parks & Rec 
 

CMP Contract Management
 Program - (CMP) is 
used by Public Utilities 
to help with the 
management of 
departmental 
engineering and 
construction 
contracts. CMP 
maintains contract 
information in a SQL 
Server database and 
also automatically 
generates contract-
related documents. 

7   Owner – DPU 
Users - DPU 

CMS Case Management 
System - Staff use 
CMS to look up all 
court cases for 
Virginia Beach General 
District Court and 
Virginia Beach 
Juvenile & Domestic 
Relations Court, and 
only Virginia Beach 
Circuit Court cases 
prior to July 31, 2009. 

7   Owner –  
Commonwealth 
of Virginia 
 
Users -  
OCA 
(State Supported 
System) 

Collection Basin 
Capacity 

This utility calculates a 
Base Sewage Flow 
(BSF) for each 
collection basin by 
determining the water 
usage for each 
customer within a 
service area over the 
previous 2 years. 

7   Owner – DPU 
Users - DPU 

Concealed 
Weapons 
Permit 
Application 
(CWPS)  

In-house database to 
track concealed 
weapons permits 
purchased by VBPD 
retirees  

7   Owner –  
Police  
 
Users –  
Police 
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Control Point Manage CCTV 
cameras at traffic 
signals 

7   Owner- 
DPW,  
Digital Sentry 
 
Users - 
DPW 

DAP Data Assurance 
Program - (DAP) is 
used by Public Utilities 
to help manage the 
effort of maintaining 
the quality of the 
sewer Supervisory 
Control And Data 
Access (SCADA) data. 
DAP maintains a list of 
data quality issues 
that are resolved by 
the Sewer Pump Shop 
Supervisors and 
Electricians. DAP 
contains several data 
analysis tools to help 
detect poor quality 
data. 

7   Owner – DPU 
Users - DPU 

Delta State’s web portal 
used to report 
Community Consumer 
Submissions for 
Development Services 
(DS) waiver case 
management to the 
state on the 15th of 
each month    

7   Owner -
Commonwealth 
of Virginia DSS  
 
Users –  
DHS 

Domestic 
Assault  

 Archived application 
(no longer in use) 

7   Owner –  
Police  
 
Users –  
Police 

DSNAP Disaster Food Stamps 7   Owner - 
Commonwealth 
of Virginia   
 
Users –  
DHS  
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EBMS   Web based Event 
business management 
software used for 
scheduling, reporting, 
booking, and 
invoicing. Vendor is 
Ungerboeck. Fully 
hosted service. 

7 VBD80011, 
VBWSDMZ15, 
VBAS9071, 
VBDB013 
  
 

Owner –  
VBCC 
 
Users -  
VBCC 
  

EnergyCAP  Energy Management 
Software for Utility bill 
tracking (uses Data 
Transporter)  

7    Owner – 
Finance 
 
Users –  
Finance, 
DPW 

EnergyCAP Billing for a variety of 
Utilities - Utility bill 
tracking (uses Data 
Transporter) 

7   Owner- 
ComIT 
 
Users – 
Finance, 
DPW Operations 
Management 
Admin 

ePRO 
(Electronic 
Police Reports 
Online)  

In-house application 
developed by Andy 
Lam that publishes 
incident and accident 
reports to the web for 
viewing by the public. 
The public may also 
report a low-priority 
offense through this 
system. ePro 
Scheduler is a web-
based, workflow 
solution that 
combines schedule 
management, time & 
attendance and 
payroll control into 
one accessible tool.  It 
is ideal for public 
service organizations 
like EMS operations, 
fire and police 
departments, 911 
dispatch agencies and 
hospitals.  Track actual 
attendance against 
the posted schedule. 
External query 
initiated by scheduled 
job.  

7   Owner –  
Police  
 
Users –  
Police 
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Feature 
Manipulation 
Engine (FME) 

Integrated collection 
of spatial ETL (Extract, 
Transform, and Load) 
tools for spatial data 
transformation and 
data translation 

7  Owner 
ComIT –  
 
Users -  
ComIT 
 

FileZilla Free cross-platform 
file transfer software 

7   Owner - 
ComIT  
 
Users -  
ComIT 

Fleet Master Manage vehicle fleet 7   Owner –  
DPU 
 
Users – 
DPU 

FTR (For The 
Record) 

Digital recording and 
content management 
software to produce 
agenda and minutes 

7   Owner –  
City Clerk 
 
Users – 
City Clerk 

GeoMedia 
Professional 

Geospatial data 
editing app for 
building and 
maintaining enterprise 
geospatial data.  
Taxmap maintenance 
normal operations. 

7  Owner –  
ComIT          
 
Users –  
ComIT 
    

GovMAX Budgeting software to 
support bureau heads 
with data entry and 
reports, streamlines 
Operating Budget, 
Capital Improvement 
Program and 
performance 
measurement.   
(hosted by Method 
Factory) 

7   Owner- 
MethodFactory 
and Sarasota 
County, FL 
 
Users - 
DPW,  
DHR,  
Parks & Rec, 
Cultural Affairs 

HydrantView The HydrantView is 
used by Public Utilities 
to help manage 
efforts related to fire 
hydrants such as 
reporting and 
processing of hydrant 
defect reports and 
requests for hydrant 
flow tests. 

7   Owner –  
DPU 
 
Users – 
DPU 
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IAPro  Internal Affairs and 
Professional Standards 
software - IAPro 
assists public safety 
agencies in identifying 
potential problems 
early on, so that 
proactive action can 
be taken. IAPro 
ensures the most 
efficient handling of 
citizen complaints, 
administrative 
investigations, use-of-
force reporting, and 
other types of 
incidents, while 
providing the means 
to analyze and identify 
areas of concern. 
Vendor is CI 
Technologies, Inc.  

7   Owner –  
Police  
 
Users –  
Police 

IDOLS  Intellectual Disability 
On-Line System - 
Virginia’s Electronic 
ID/DS Waiver Service 
Authorization System 

7   Owner -
Commonwealth 
of Virginia  
 
Users –  
DHS 

iNovah Enterprise Cashiering 
System to collect 
payments.  (iNovah is 
an enterprise 
cashiering system for 
billed tax & service 
payments, not a point 
of sale application) 
Shared database 
server with 
GRM/ProVal. 

 7   Owner - 
City Treasurer   
 
Users –  
City Treasurer, 
DPW,   
DPU 
    

International 
Roll Call   

City Council Voting 
and Legislative 
Management 
software  

7   Owner - 
City Clerk 
 
Users -  
City Clerk 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      115

International 
Species 
Information 
System (ISIS) 
Zoological 
Information 
Management 
System (ZIMS) 

The ZIMS database 
contains info on 
12,490 taxonomies at 
species level, 393,641 
living individuals and 
3,170,281 reported 
individuals in groups. 

ISIS members use the 
basic biologic 
information (age, sex, 
parentage, place of 
birth, circumstance of 
death, etc.) collected 
in the ISIS system to 
care for and manage 
their animal 
collections. Used by 
more than 800 zoos 
and aquariums in 
almost 80 countries. 

7  Owner - 
Museums & 
Historic 
Resources 
 
Users - 
Museums & 
Historic 
Resources 

IPOAD Police Officer Court 
Date Scheduling (Used 
by OCA to schedule 
police officers for 
court) 

7  Owner - 
OCA  
 
Users - 
OCA 

Irs.gov  Web portal for U.S. 
government agency 
responsible for tax 
collection and tax law 
enforcement. Includes 
income tax forms, 
instructions, and 
agency publications. 
Off site. 

 7   Owner – 
Finance 
 
Users – 
Finance 

Laserfiche Enterprise Content 
Management (ECM) 
software, records 
management, 
document imaging  

7   Owner- 
Libraries 
 
Users - 
City Clerk, DPW, 
DPU, OCA 
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Law 
Enforcement 
Information 
Exchange (Linx)  

Regional law 
enforcement (NCIS) 
information sharing 
database.  Analytics 
software that 
retrieves and links 
available data  to 
support investigative 
and tactical 
operations. LInX 
supports queries 
against both 
structured and free 
text documents. 
External query 
initiated by scheduled 
job. 

7   Owner –  
Police  
 
Users –  
Police 

Lexis/Nexis 
 

Research tool 
 
(vendor supported but 
downloaded to 
ComIT) 

7   Owner - 
City Attorney's 
Office  
 
Users -  
City Attorney's 
Office 

Lightweight 
Directory 
Access Protocol 
(LDAP) 

Constituent access 
Application protocol 
for accessing and 
maintaining 
distributed directory 
information services 
over an internet 
protocol (IP) network. 

7  Owner – 
ComIT 
 
Users – 
Enterprise 
 

Lotus Notes Collaboration (email, 
calendaring, contacts 
management, instant 
messaging -- as well as 
access to other Lotus 
Domino applications 
and databases) 
including jury system, 
docket postings, jail  

7   Owner - 
OCA  
 
Users – 
OCA 

Lutron Application controls 
architectural and 
exhibit hall lighting. 

7 Manual 
switching can 
override this 
application with 
some level of 
inconvenience 
and knowledge. 

Owner –  
VBCC 
 
Users -  
VBCC  
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MARS   Meter Account 
Reading Schedule - 
analyzes meter routes 
and read activity and 
recommends 
improvements.   Requi
red to process meter 
reading information 
(revenue). 

 7   Owner –  
DPU 
 
Users – 
DPU 

McAfee   Computer security 
anti-virus protection. 
End point integrity 
and management 

 7   Owner – 
ComIT 
 
Users – 
Enterprise 
  

Meter Check 
Out   

The Meter Check Out 
(MCO) is used by 
Public Utilities to help 
manage the effort of 
recording the 
checkout of meters 
and meter cases. MCO 
generates the meter 
check-out sign-out 
sheet and data 
entry.  The Search 
feature allows 
retrieval of MCO 
records. 

 7   Owner –  
DPU 
 
Users – 
DPU 

MIDAS Meter Issue Dispatch 
and Account System - 
manages meter-
related dispatch 
activity. 

7   Owner –  
DPU 
 
Users – 
DPU 

MMIS Medicaid 
Management 
Information System is 
an integrated group of 
procedures and 
computer processing 
operations 
(subsystems)  

7   Owner –  
Centers for 
Medicare & 
Medicaid 
Services (CMS) 
 
Users – 
DHS 

MPS500 Avaya Media 
Processing Server is 
Public Utilities IVR for 
water billing 

7    Owner –  
ComIT          
 
Users –  
DPU 
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MS Silverlight Plug in from Microsoft 
used by Arc-GIS.  
Development tool for 
web and mobile 
applications 

7   Owner –  
ComIT  
 
Users –  
ComIT 
 

NCR 
Counterpoint 
POS used by 
Uniform & 
Supply (U&S) 

NCR (National Cash 
Register) 
Counterpoint POS 
(Point of Sale) system 
provides tracking of 
the VBPD Uniform 
Shop. Vendor is C&K 
Systems  

7   Owner –  
Police  
 
Users –  
Police 

Nessus 
Vulnerability 
Management 

Vulnerability 
Management System 

 7   Owner – 
ComIT 
 
Users – 
ComIT    

OHM Occupational Health 
Manager (tracking, 
analysis and reporting 
tools for employee 
health, medical and 
safety programs) 

7   Owner – 
HR 
 
Users –  
HR 

Opticom 
Central 
Management 
System                
       

Monitor vehicle pre-
emption system 

7  Owner- 
DPW, Global 
Traffic 
Technologies 
 
Users - 
Traffic 
Management 
Operations 

Oracle 
Discoverer 

a tool-set for ad-hoc 
querying, reporting, 
data analysis, and 
Web-publishing for 
the Oracle database   
environment 

 7   Owner – 
Finance 
 
Users – 
Enterprise 

Peavey Media 
Matrix 

Digital Signal 
Processing that 
controls and routes all 
audio signal 
throughout the VBCC 

7   Owner –  
VBCC 
 
Users -  
VBCC  

Pelco DVR 
System 

Video surveillance 
software that controls 
CCTV cameras and 
recorded content. 

7   Owner –  
VBCC 
 
Users -  
VBCC 
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PIP Permit Information 
Program - tracks 
permitted digging 
activity. 

7   Owner –  
DPU 
 
Users – 
DPU 

PsAdvance  Early Intervention 
System (EIS) for police 
personnel 
discipline/training. A 
script extracts the 
information from 
various systems (InSite 
HRMS, Pistol, CAD, 
PAMS, iPoad, IAPro, 
AceTrack, and Risk 
Master). The files are 
then loaded into a 
staging area for CVB, 
the vendor picks up 
the data and puts it 
into its own (MSI) 
staging area for 
scrubbing and 
formatting into 
psAdvance fields. 
Tracks employee 
(Police) performance 
data offering 
personnel 
information. Early 
intervention system 
designed to identify 
trends, investigate 
these trends, and 
intervene when 
appropriate to help 
Police officers change 
their patterns of 
practice before 
problematic trends 
become a lawsuit or 
worse. External query 
initiated by scheduled 
job. Vendor is 
Management Science 
Associates, Inc. (MSI).  

7   Owner –  
Police  
 
Users –  
Police 

PU Lab Public Utilities Lab 
Program - provides 
data access and 
reporting tools using 
laboratory sample 
data. 

7   Owner –  
DPU 
 
Users –  
DPU 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach120

Pump Station 
Capacity 

The report provides 
available vs. needed 
wet well capacity 
measured in terms of 
the RTS standard. 

7   Owner –  
DPU 
 
Users –  
DPU 

Radix Meter Reading 
(Routes, 
Consumption, 
Schedule) 

7   Owner –  
DPU 
 
Users –  
DPU 

ReportBeam 
Electronic 
Incident 
Reporting 
System  

Web-based traffic 
collision reporting 
system provided by 
the DMV to automate 
the collection of 
FR300 crash data.  The 
application enables a 
police officer to 
complete Crash 
Reports using built-in 
rules and create crash 
diagrams.  
Www.reportbeam.co
m Vendor is Visual 
Statement.  

7   Owner –  
Police  
 
Users –  
Police 

SIS Supports Intensity 
Scale - Assessment 
tool that evaluates 
practical support 
requirements of a 
person with an 
intellectual or 
developmental 
disability 

7   Owner -
Commonwealth 
of Virginia 
 
Users –  
DHS 

SNAP Supplemental 
Nutrition Assistance 
Program is Food 
Stamps 

7   Owner - 
Commonwealth 
of Virginia  
 
Users –  
DHS    

SSOs Sanitary Sewer 
Overflows - SSO 
provides access to 
overflow event 
information and 
accepts SSO report 
information. 

7   Owner –  
DPU 
 
Users –  
DPU 
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Station Status 
Map 

The Station Status 
Map – View program 
was created to allow 
anyone with access to 
the City of Virginia 
Beach network, the 
ability to view the 
status of the Public 
Utilities Sanitary 
Sewer Pump Stations 
on a City map. 

7   Owner –  
DPU 
 
Users –  
DPU 

Street Paving 
Map 

Paving Map program 
allows users to view 
the dynamic status of 
the Public Works 
street paving program 
on an interactive map 
of Virginia Beach. 

7   Owner –  
DPU 
 
Users –  
DPU 

SunGard IJS 
Prosecutor 

Case Management 
System  
 

7  Owner - 
OCA  
 
Users - 
OCA  

The Crime 
Fighter BEAST 
(Barcoded 
Evidence 
Analysis and 
Statistical 
Tracking)  

The Crime Fighter 
BEAST (Barcoded 
Evidence Analysis and 
Statistical Tracking) 

7   Owner –  
Police  
 
Users –  
Police 

TN3270 Green screen 
emulator for 
mainframe 
applications.  Needed 
to prepare, run, and 
monitor mainframe 
daily and nightly batch 
processing 

 7   Owner – 
ComIT 
 
Users – 
ComIT 
    

Tracker In-house developed 
application in MS 
Access that tracks 
contracts 

7   Owner- 
DPW 
 
Users - 
DPW 

Vanguard 
Professional       
                            

Dynamic message sign 
control (permanent 
signs) 

7   Owner- 
DPW,  
Daktronics 
 
Users - 
DPW 
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Verismart Maintain inventory, 
do billing, capture 
phone records for 
Police/Fire 
investigations 

7   Owner –  
ComIT          
 
Users –  
Police 
Fire 
ComIT 
   Telecom 

WaterAdmin Middleware between 
Banner billing and 
customer - used 
extensively 

 7   Owner – 
DPU 
 
Users – 
DPU 

WebSense 
Internet 
Management 

Internet Management 
System – web 
protection 

 7   Owner – 
ComIT 
 
Users – 
ComIT 
   Info Sec 

WSFTP32 File transfers 7   Owner –  
ComIT          
 
Users –  
ComIT 
   Telecom    
Voice 

 Daily Rental   
 

Mainframe application 
that provides the 
ability enter, track, 
maintain and report 
on data related to the 
operating rental 
businesses within the 
city, e.g., rental tax on 
equipment, movies, 
etc.  

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue, 
Treasurer 
 
Users - 
Commissioner of 
Revenue, 
Treasurer 
 

 Trust Tax   
 

Mainframe application 
that provides the 
ability to enter, track, 
maintain and report 
on data related to the 
assessment of ‘trusted 
taxes’, e.g.,  meals, 
food taxes, food, 
sports, lodging, etc.   

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue, 
Treasurer 
 
Users - 
Commissioner of 
Revenue, 
Treasurer 
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Personal 
Property   
 

Mainframe application 
that provides the 
ability to enter, track, 
maintain, and report 
on data related to 
personal and business 
property within the 
city, e.g., cars, boats, 
etc. 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue   
 
Users - 
Commissioner of 
Revenue 

 TRACER 
 

Tidewater Regional 
Adult Criminal 
Element Records 
(TRACER) is a 
mainframe application 
that is used to track 
offender’s from point 
of entry into the 
criminal justice system 
(arrest/booking) 
through exit.  
Secondary, it tracked 
both criminal and 
traffic-related 
uniformed 
summonses.  This 
application was 
replaced by the OSSI 
PISTOL Records 
Management System 
(RMS) in January, 
1999.  PISTOL is an 
acronym for 'Police 
Intelligence System 
Totally On-Line".  
However, only 
selected arrest 
information was 
transitioned to the 
new application and 
none of the summons 
information was 
carried forward.  So, it 
was necessary to 
maintain arrest and 
summons historical 
data in the old 
environment 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Police 
 
Users - 
Police 
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 Civil Warrants 
 

The Civil Warrants 
Application, also 
known as CJIS or Civil 
Process, is a 
mainframe application 
used by the Sheriff’s 
department to keep 
track of civil warrants.  
Tracking is kept of 
warrants that have 
come in to be served 
and the status of the 
warrant (has it been 
served, not served or 
can’t find the person 
to serve) 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
VBSO 
 
Users - 
VBSO 

 NADA 
 

NADA Car Assessment 
Application is a 
mainframe appraisal 
guide application used 
in the Personal 
Property Application 
to appraise vehicles 
for taxing. 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue   
 
Users - 
Commissioner of 
Revenue 

3W Staff scheduling 24   Libraries 
 

AASHTO - 
American 
Association of 
State Highway 
and 
Transportation 
Officials 

Transportation-
related software 
products based on 
many of the AASHTO 
standards, 
specifications, and 
guide documents  

24   Owner- 
DPW, 
AASHTO 
 
Users - 
DPW 

ACL  ACL data analytics, 
formerly known as 
Audit Command 
Language, is a data 
extraction and 
analysis software used 
for fraud detection, 
prevention and risk 
management. By 
sampling large data 
sets, ACL analytics 
software is used to 
find irregularities or 
patterns in 
transactions that 
could indicate control 
weaknesses or fraud. 
(vendor supported by 
ACL data analytics) 

24   Owner - 
City Auditor's 
Office  
 
Users -  
City Auditor's 
Office 
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Activity Track Contact Management/ 
Correspondence 

24   Owner- 
DPW 
 
Users - 
DPW 

Adobe Acrobat 
Professional 

Development tool 
used for building web 
applications that run 
without a browser. 

24  Owner –  
ComIT          
 
Users –  
Enterprise 

Adobe Air Adobe Integrated 
Runtime, also known 
as Adobe AIR, is a 
cross-platform run-
time system 
developed by Adobe 
Systems for building 
Rich Internet 
applications (RIA) that 
can be run as desktop 
applications or on 
mobile devices, 
programmed using 
Adobe Flash, Apache 
Flex (formerly Adobe 
Flex), HTML, and Ajax 

24  Owner –  
ComIT          
 
Users –  
ComIT 
 

Advisor II 
firmware 
upgrade 
Software 

Motorola firmware 
upgrade 

24  Owner –  
ComIT          
 
Users –  
ComIT    

Agilent IntuLink 
ENA 

Network analyzer 24  Owner –  
ComIT          
 
Users –  
ComIT 

Agilent IO 
Libraries Suite 

a collection of libraries 
and utility programs 

24  Owner –  
ComIT          
 
Users –  
ComIT 

Airmux 200 
Manager 

a carrier-class, point-
to-point broadband 
wireless transmission 
system 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 
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All Clear 7 System for visualizing 
and analyzing 
processes (phasing 
out - no longer 
supported by vendor)  

24   Owner - 
City Auditor's 
Office  
 
Users -  
City Auditor's 
Office 

Animal Control 
Pet Tags  

Used by Police when 
stray animals are 
picked up  

 24   
 

Owner –  
Treasurer 
 
Users –  
Treasurer 

APC 
PowerChute 

protects your 
computer from 
potential data 
corruption in the 
event of an 
unexpected power 
outage 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
 

APZ (Accident 
Potential Zone) 

Limit development 
and building due to 
Navy - stems 
encroachment, 
condemns and buys 
property in the base's 
accident zone, buys 
development rights 

24   Owner –  
Planning 
 
Users –  
Planning 

ArcIMS Arc Internet Map 
Server 

    Being retired in 
march 2013 
 
   GIS 

Astro 25 Mobile 
CPS 

Motorola ASTRO 25 
Voice and Data 
Communications 
integrated voice and 
data network 
communications for 
emergency response 
and coordinated 
communications 
during and after an 
incident 

24  Owner –  
ComIT          
 
Users –  
Police, Fire, EMS 

Astro 25 
Portable CPS 

integrated voice and 
data network 
communications for 
emergency response 
and coordinated 
communications 
during and after an 
incident 

24  Owner –  
ComIT          
 
Users –  
Police, Fire, EMS 
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Astro 25 Tuner Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Astro 6.8 7.0 
install program 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Astro Saber & 
XTS 3000 CPS 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Astro Spectra 
CPS 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

ATI catalyst 
Control Center 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

ATI control 
Panel 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

ATI hydravision Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 
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AutoAudit Comprehensive audit 
management 
package that adapts 
to any audit structure 
(COSO, CoCo, 
CSA) and offers a 
number of features 
designed to ease 
the burdens of a busy 
audit department 
including: 
• Scheduling: quickly 
staff resources 
• Workpapers: easily 
create and share 
electronic workpapers 
• Reporting: design 
and distribute a broad 
array 
of reports 
 
(Vendor supported by 
THOMSON REUTERS) 

24   Owner - 
City Auditor's 
Office  
 
Users -  
City Auditor's 
Office 

Autodesk 
Design Review 
2008 

CADD 24   Owner- 
ComIT 
 
Users - 
DPW 

AVG Free 8.0 Free antivirus and 
anti-spyware security 
software for Windows 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

BADGE  Balanced Approach to 
Data Gathering 
Environment - Keeps 
track of juveniles that 
move for Dept. of 
Juvenile Justice  

24   Owner -
Commonwealth 
of Virginia DSS  
 
Users – DHS  
 

Bentley View 
8.1 

CADD,  
design, model, 
visualize, document, 
map, and sustain 
infrastructure projects 

24   Owner- 
ComIT 
 
Users - 
DPW 

Bicycle License Used to track stolen 
bicycles  

 24   
 

Owner –  
Treasurer 
 
Users –  
Treasurer 
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Blackbaud Point of Sale system 24 Owner -
Museums & 
Historic 
Resources 

Users – 
Museums & 
Historic 
Resources 

Boson NetSimLe Cisco network 
simulator with virtual 
packet technology 

24 Owner – 
ComIT  

Users – 
Enterprise 
   ComIT 
      Telecom 

Br802 Pocsag 
PPS 

Pager Software 24 Owner – 
ComIT  

Users – 
Enterprise 
ComIT 
   Telecom 

Budget Budget Management - 
real time amount that 
can be spent 

24 Owner- 
DPW 

Users - 
DPW 

Business Center 
Billing 

Used to send/post 
charges to City 
Departments for 
postage; generates 
statements, also used 
for copier venders. 

24 Owner- 
ComIT 

Users - 
ComIT 

Business 
Revenue 

Provides the ability to 
enter, track, maintain 
and report on data 
related to operating 
businesses within the 
city, e.g., business 
license, trust tax and 
daily rental tax. 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue, 
Treasurer 

Users - 
Commissioner of 
Revenue, 
Treasurer 
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Business 
Revenue 

Mainframe 
applications for 
business revenue 

24 Physically 
located on 
shared 
Mainframe 
environment 

Owner - 
ComIT   
 
Users –  
Treasurer 
Commissioner of 
Revenue, 
   ComIT 
      AS  

BVS Coyote CTU a high performance, 
modular receiver 
system providing two 
unique and 
independent RSSI 
measurements using 
precision dual 
receivers 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

BVS Coyote DL a high performance, 
modular receiver 
system providing two 
unique and 
independent RSSI 
measurements using 
precision dual 
receivers 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

BZA (Board of 
Zoning Appeals) 

Used to enforce City 
Code and administer 
zoning regulations 

24   Owner –  
Planning 
 
Users –  
Planning 

CareMC Corvel’s claims 
management website. 

24   Owner –  
HR        
 
Users –  
HR 

CARS Community 
Automated Reporting 
System (DBHDS) 

24   Owner - 
Commonwealth 
of Virginia - 
DBHDS  
 
Users - DHS  

CBPA 
(Chesapeake 
Bay 
Preservation 
Area) 

Portal for 
development 
guidelines related to 
the Chesapeake Bay 
 

24   Owner –  
Planning 
 
Users –  
Planning 

CCS Community Consumer 
Submission (DBHDS) 
to comply with federal 
and state reporting 
requirements 

24   Owner -
Commonwealth 
of Virginia - 
DBHDS  
 
Users - DHS   
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Centracom Gold 
Series 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

CircIT Primary Library 
application that 
automates system for 
self check-out, 
circulation, reports, 
and RFID tag 
read/write functions 

24  Owner –  
Library       
 
Users –  
Library 

Cisco SDM Cisco Router and 
Security Device 
Manager (SDM) is a 
Web-based device- 
management tool for 
Cisco routers that can 
improve the 
productivity of a 
network  

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Citrix 
zPresentation 
Server Client 

Presentation Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Color Kinetics Control LED lighting in 
ballroom (antiquated) 

24   Owner –  
VBCC 
 
Users -  
VBCC  

Complaints Zoning complaints 24   Owner –  
Planning 
 
Users –  
Planning 

Configuration 
Service 
Software 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

CorVel Accidents - Third party 
injury tracker for 
Workman’s Comp 
cases. 

24   Owner –  
HR 
 
Users -  
HR, DHS 
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CounterPoint Retail Point of Sale 
(POS) system 

24   Owner -
Museums & 
Historic 
Resources, VBCC 
 
Users –  
Museums & 
Historic 
Resources, VBCC 

CPS Reports Child Protective 
Services 
Accountability System 
Reports 

24  Owner –  
Virginia DSS          
 
Users –  
DHS 

 Crestron A/V interface which 
permits virtual and 
physical separation of 
audio programming 
between spaces. 

24   Owner –  
VBCC 
 
Users -  
VBCC  

DBRS Market salary survey 
used for budgeting 

24   Owner –  
HR    
 
Users –  
HR 

DBRSCRIP CADD modeling of  
multiple interacting 
contaminants as well 
as sediment 
deposition and re-
suspension in drinking 
water distribution 
systems 

24   Owner- 
ComIT 
 
Users - 
DPW 

Delorme Street 
Atlas USA 2009 

Street Atlas 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Desktop Tapi 
32bit TSP 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 
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DMHMRSAS  Dept. of Mental 
Health, Mental 
Retardation, and 
Substance Abuse 
Services - State 
program to facilitate 
hospital discharge 
planning  

24   Owner -
Commonwealth 
of Virginia   
 
Users - DHS  

DonorPerfect 
(SofterWare) 

Fundraising (Grant & 
Gift tracking, moves 
management, mass 
mailings) 

24   Owner – 
Cultural Affairs  
 
Users – 
Cultural Affairs  

DonorPerfect 
 

Fundraising (Grant & 
Gift tracking, moves 
management, mass 
mailings) 
(by SofterWare) 

24    Owner - 
Cultural Affairs  
 
Users -  
Cultural Affairs 

E Learning Web-based training 
package - Infotech is 
current vendor 

24   Owner – 
HR 
 
Users – 
HR     

Eagle Point Complements 
AutoCAD in AEC 
market, physical 
surveys   

24   Owner- 
DPW 
 
Users - 
DPW 

Easy Media 
Creator 

digital music, photo, 
or video design tool by 
Roxio 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Easy Span II spectrum analyzer 
software application 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Edgeport 
configuration 
utility 

USB to serial 
converter 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT    
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Encase  Forensic Analysis 24   Owner – 
ComIT 
 
Users – 
ComIT     

ERDAS-Remote 
Sensing 

A remote sensing 
application with raster 
graphics editor 
abilities designed by 
ERDAS for geospatial 
applications 

24   Owner – 
ComIT 
 
Users – 
ComIT 

eTapestry Manage relationships 
with donors, 
prospects, members 
and alumni (from 
Blackbaud) 

24   Owner - 
Museums & 
Historic 
Resources 
 
Users - 
Museums & 
Historic 
Resources 

Ethereal 
Network 
Analyzer 

utility program for use 
on computer 
networks 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Extensis 
Portfolio 

digital asset 
management - quickly 
finding the right digital 
media 

24  Owner –  
ComIT          
 
Users –  
ComIT    

EZproxy Allows you to create 
one set of web pages 
that can be used by 
both on-site and off-
site users to gain 
access to licensed 
databases. EZproxy is 
a third party software 
supported by EBSCO. 

24   Owner –  
Libraries 
 
Users –  
Libraries 

Fileroom   Records Management   24   Owner – DHS 
 
Users - DHS  

Fips FileMaker Security plug-in for 
Filemaker DBMS 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 
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Fips Loader Software 24  Owner –  
ComIT          
 
Users –  
ComIT    

Flash Tool a desktop application 
that you can use to 
flash Sony software on 
your unlocked 
Xperia™ device. 

24  Owner –  
ComIT          
 
Users –  
ComIT    

Forensic ToolKit A computer forensics 
software made by 
AccessData. It scans a 
hard drive looking for 
various information. It 
can locate deleted 
emails and scan a disk 
for text strings to use 
them as a password 
dictionary to crack 
encryption. 

24  Owner – 
ComIT 
 
Users – 
ComIT 
  

Freedom a computer program 
designed to keep a 
computer user away 
from the Internet for 
up to eight hours at a 
time 

24  Owner –  
ComIT          
 
Users –  
ComIT 

Gateway portal  
http://www.gat
ewayedi.com/ 

GatewayEDI is the 
clearinghouse that 
DHS uses to send 
medical insurance 
claims for DHS clients 
for reimbursement 

24   Owner -
Commonwealth 
of Virginia - 
DBHDS  
 
Users - DHS  

GE MDS 
Toolbox 

send and receive 
SCADA polling 
messages to be used 
with RTU Simulator on 
Transparent Radios 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

GeoMedia 
GN2GRM- 
Transfer Parcel 

custom DLL that uses 
API on GRM to 
transfer data 

24  Owner –  
ComIT          
 
Users –  
   ComIT 
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GeoMedia 
Parcel Mapper 

maintain cadastral 
layers 
 

 

24  Owner –  
ComIT          
 
Users –  
   ComIT 
       
 

GeoMedia 
Public Works 
Manager 

extesnion for 
geomedia to maintain 
stormwater network 
 

 

24  Owner –  
ComIT          
 
Users –  
   ComIT 
       
 

GeoMedia 
Smart Client 

Intergraph editing - 
individuals across 
enterprise can create 
data, maps and 
reports for their 
projects, rather than 
having to rely on a GIS 
specialist or outsource 
the work 

24  Owner –  
ComIT          
 
Users –  
   ComIT 
       
 

GeoMedia 
Transaction 
Manager 

controls ability of 
geomedia to make 
long transactions to 
database backend for 
cadestral layers 

24  Owner –  
ComIT          
 
Users –  
   ComIT 
       
 

GIS Web Mapping 24    Owner –  
ComIT          
 
Users – 
Enterprise 
ComIT 
   MM 
   GIS 

Google Maps Driving Directions 24   Owner – Google 
 
Users - DHS   

Google 
SketchUp 8 

A 3D modeling 
program for a broad 
range of applications 
such as architectural, 
civil, mechanical, film 
as well as video game 
design   

24   Owner- 
Google 
 
Users - 
DPW 
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Group1 
(Spectrum) 

Address validation 
software - Postal 
related 

24 Owner- 
ComIT 

Users - 
ComIT 

Hansen GIS 
Web Services 

Asset management 
system and work 
order administration. 

24 Owner – 
ComIT 

Users -Enterprise 
Public Works 
Public Utilities 
Parks & Rec 
ComIT 
   GIS 

Harmony Payment system for 
regular foster care not 
paid by 4E, Medical 
billing and coding, 
electronic health care 
software for Social 
Services check 
generation   

24 Owner - DHS 

Users - DHS 

HCS2010 Highway Capacity 
Software 

24 Owner- 
DPW, 
McTrans 

Users - 
DPW 

HEAT Service call system 
Manager used to 
manage incidents and 
problems under 
normal operating 
conditions. 

24 Owner – 
ComIT  

Users – 
Enterprise 
ComIT 
   Telecom 
   IT Services 

HEC-RAS Hydrologic 
Engineering Centers 
River Analysis System 
(HEC- RAS) - water 
resource management 

24 Owner- 
DPW 

Users - 
DPW 

Helix Forensic Analysis and 
Data Collection 

24 Owner – 
ComIT 

Users – 
ComIT 
   Info Sec 
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Helmsman Nortel Helmsman 
Software and DMS100 
documents 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

HMIS  Homeless 
Management 
Information System - 
HUD software 
application that 
facilitates the 
Homeless Emergency 
and Rapid Transition 
to Housing (HEARTH) 
Act 

24   Owner – 
DHS  / HUD  
 
Users - DHS   

Housing Pro  
(by HAPPY 
Software®) 

Used by housing 
agencies to administer 
Section 8 and Public 
Housing programs. 
Creates file for 
Finance to make 
payments 
(Vendor-provided, 
ComIT- supported) 

24    
 

Owner –  
Housing & 
Neighborhood 
Preservation 
 
Users –  
Housing & 
Neighborhood 
Preservation 

HUD 
(US Department 
of Housing and 
Urban 
Development) 

http://portal.hud.gov/
hudportal/HUD?src=/
program_offices/ 
Internet portal for 
HUD resources 

24   Owner –  
Housing & 
Neighborhood 
Preservation 
 
Users –  
Housing & 
Neighborhood 
Preservation 

Human 
Resources – 
eLearning 

Online courses for 
self- improvement 

24   Owner- 
DHR 
 
Users - 
DPW 

Human 
Resources – VB 
Careers 

Create, modify and 
post position 
requisition vacancies.  

24   Owner- 
DHR 
 
Users - 
DPW 
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HyPack Lite Hydrographic Survey 
software 

24   Owner- 
DPW,  
Hypack 
 
Users - 
DPW 

ID Works Badges 24   Owner –  
DHR 
 
Users –  
DHR, Police, DHS  

iGrafx Business Process 
Management and 
Business Process 
Analysis solutions 
assist business and IT 
groups to achieve 
continuous process 
improvement   

24   Owner- 
DPW 
 
Users - 
DPW 

IHSDM 2010   Interactive Highway 
Safety Design Model 
(IHSDM) 

24   Owner- 
DPW 
 
Users - 
DPW 

Interbase 
Server manager 

RDBMS currently 
developed and 
marketed by 
Embarcadero 
Technologies. 
InterBase is 
distinguished from 
other RDBMSs by its 
small footprint, close 
to zero administration 
requirements, and 
multi-generational 
architecture 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

InterPlot  CAD project publishing  24   Owner- 
DPW 
 
Users - 
DPW 

InterVideo 
WinDVD 

Multimedia including 
video capture, video 
editing, DVD 
authoring, CD/DVD 
recording, file 
distribution and video 
playback  

24   Owner- 
DPW 
 
Users - 
DPW 
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ITS Moscad 
Database 
Builder 

SCADA RTU Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

ITS SCF 
configurator 

utility connects to I-
FIU through existing 
Modbus port utilized 
for the central 
computer 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Jamar TRAXPro Traffic Data Analysis - 
process traffic data 
collected with JAMAR 
automatic traffic 
recorders. 

24   Owner- 
DPW, JAMAR 
Technologies  
 
Users - 
DPW 

Java v 6 update 
24 

Replaced JInitiator 24   Owner - 
ComIT   
 
Users -  
ComIT 
   AS 

JMAR Used for precision 
measurement, motion 
control and laser 
systems 

24   Owner- 
DPW, JMAR 
Technologies 
 
Users - 
DPW 

KePRO Under Meridian 
Global Knowledge 
Center. Used to 
submit annual 
payment requests for 
Medicaid consumers, 
Mental Health 
Support Services 
(MHSS) Eligibility 
Assessment   

24   Owner -
Commonwealth 
of Virginia  
 
Users - DHS   

KIS  Ticket printing system 24   Owner –  
VBCC 
 
Users -  
VBCC  

Kit Host State program to 
report activities and 
services for non-
clinical functions to 
keep grant money  

24   Owner - 
Commonwealth 
of Virginia  
 
Users – DHS  
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KPG-47D Kenwood two-way 
radio programming 
software 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

LabVIEW (short for Laboratory 
Virtual Instrument 
Engineering 
Workbench) is a 
system-design 
platform and 
development 
environment for a 
visual programming 
language from 
National Instruments 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Labels   Labeling Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Laser State reporting 
software – must 
report monthly to get 
reimbursed   

24   Owner – 
Commonwealth 
of Virginia 
 
Users – DHS   

Leica 
Geosystems 

For surveying and 
geographical 
measurement 
(geomatics)   

24   Owner- 
DPW, Leica 
Geosystems 
 
Users - 
DPW 

Lexmark 5600-
6600 Series 

Printer drivers 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

LightScribe  Direct Disc Labeling 24   Owner- 
DPW 
 
Users - 
DPW 
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LIMS  (Laboratory 
Information 
Management System) 
Manages the 
acquisition, analysis, 
and reporting of 
laboratory sampling 
activity. 

<24 days    Owner – 
DPU 
 
Users –  
DPU 

LiveScan Fingerprinting 24   Owner - DHS  
 
Users - DHS  

LMS Learning Management 
System – data entry 
and tracking of 
training classes; 
produce reports 

24   Owner- 
ComIT 
 
Users - 
HR, DHS, DPW 

Logitech Connects additional 
compatible mice, 
keyboards, webcams 
to a computer  

24   Owner- 
ComIT 
 
Users - 
DPW 

Logitech Quick 
Cam 

Web cam Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Logitech 
Webcam 9000 

Web cam software, 
live meeting video 

24   Owner- 
ComIT 
 
Users - 
DPW 

Marquee - Full 
Matrix, Sign 
Viewer, and 
ProLine 

External marquee sign 
software 

24 VBAS026 Owner –  
VBCC 
 
Users -  
VBCC  

MCS 2000 CPS Radio Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

MCS 2000 
Tuner 

Radio Software 24  Owner –  
ComIT          
 
Users –  
ComIT    
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MDS TFTP 
server 

Radio Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Memory 
Presets 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Mercury Marine 
CDS (Computer 
Diagnostic 
System) 

Software 24  Owner –  
DPW          
 
Users –  
DPW 

MFTS 
Operations & 
Management 
System 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

MicroMain 
CMMS 

Work order 
management system 
for scheduling 
facilities maintenance 
and PM work 

24   Owner –  
VBCC 
 
Users -  
VBCC  

MicroStation 
CAD   

CAD software for 2- 
and 3-dimensional 
design and drafting    

24   Owner- 
ComIT 
 
Users - 
DPW 

Microwave 
Software 
Upgrade Utility 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Mitchell (On 
Demand 
Mechanics 
Program)  

Auto repair software  
 

24   Owner –  
DPW 
 
Users –  
DPW 
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Mitchell (On 
Demand 
Mechanics 
Program) 

Online auto repair 
software   

24  Owner –  
DPW 
 
Users –  
DPW 

Mobile Phone 
Examiner 

Field Tablet integrates 
seamlessly with the 
Forensic Toolkit 
computer forensics 
software for on-site 
cell phone forensics & 
analysis 

24  Owner –  
ComIT          
 
Users –  
ComIT 
 

Monitor V PPS Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Moscad 
Moscad-L 
Toolbox 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

MS Excel Used for design and 
construction projects 

24   Owner- 
ComIT, Microsoft 
 
Users - 
Enterprise 

MS USMT 3.0.1  (User State Migration 
Tool) 
Migrate user files, 
e.g., user profiles 

24   Owner- 
ComIT 
 
Users - 
DPW 

MS Visual Basic 3rd generation event-
driven programming 
language and 
integrated 
development 
environment (IDE)  

24   Owner- 
ComIT 
 
Users - 
DPW 

MS Web 
Publishing 

 Web publishing 24   Owner- 
ComIT 
 
Users - 
DPW 
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MTS2000 CPS Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT  

MTS2000 Tuner Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT     

Multi Router 
Traffic Grapher 
(MRTG) 

Free software for 
monitoring and 
measuring the traffic 
load on network links 

24  Owner –  
ComIT          
 
Users –  
ComIT    

Mun-ease Used to make debt 
service payments on 
2nd of each month. 
Includes reporting and 
computation needs of 
a municipal bond 
issuer. Performs a 
wide variety of 
interest calculations 
including TICs, sizing 
calculations, refunding 
analyses, and 
arbitrage/ rebate 
calculations. It also 
has many features 
that assist finance 
departments in the 
accounting and 
reporting of their 
indebtedness. 

24   Owner –  
Finance 
 
Users –  
Finance     

Name of 
software  
Unknown 

Camera System for 
video in theaters – 
current project with 
ComIT 

24   Owner -
Museums & 
Historic 
Resources 
 
Users –  
Museums & 
Historic 
Resources 

NCJIS Criminal Background 
Check 

24   Owner - Virginia 
State Police  
 
Users - DHS  
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NI Visa Software 24   Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Noetix 
Generates metadata 
from enterprise 
applications, enabling 
immediate access to 
data. 
 

24  Owner –  
ComIT          
 
Users –  
ComIT AS OPG 

Noetix 
Administrator 

Manages Noetix Views 
building and security 

24  Comes with 
purchase of 3rd 
party Noetix 
Views 

Owner –  
ComIT          
 
Users –  
ComIT AS OPG 

OHM Occupational Health 
Manager (tracking, 
analysis and reporting 
tools for employee 
health, medical and 
safety programs) 

24   HR 
PureSafety 
vendor 
 

OHS Occupational Health 
Safety ? 

24    HR 
 

Oracle   
Discoverer 
Viewer 

Oracle Reporting tool 24 Needed for 
Finance/Payroll, 
Benefits and HR 

Owner - 
ComIT   
 
Users –  
Enterprise 

Oracle 
Discoverer 

An Oracle tool-set for 
ad-hoc querying, 
reporting, data 
analysis, and Web-
publishing for the 
Oracle Database 

24     
 

Owner – 
ComIT 
 
Users – 
Enterprise 

OSIS - Online 
Spatial 
Information 
System 

Web presentation side 
of Archibus. Building 
layouts and interior 
space management. 
Infrequently use 

24     
 

Owner – 
DPW 
 
Users – 
DPW 
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OverDrive 
Media Console 

Free software for 
digital distribution 
services for libraries, 
schools, and retailers. 
The application 
enables users to 
access eBooks and 
audiobooks borrowed 
from libraries and 
schools—or purchased 
from booksellers—on 
devices including iOS 
(iPhone/iPad/iPod), 
Android, Blackberry 
and Windows Phone. 
 

24   Owner- 
DPW, Overdrive 
 
Users - 
DPW 

PassPort CPS Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Patron Edge Aquarium ticketing 
system – part of 
Blackbaud suite 

 24   
 

Owner –  
VAAQ 
 
Users –  
VAAQ 

PC card 
software 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

PCAnywhere Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

PCCC (Planning 
Commission 
City Council) 

Tracks submittals and 
proofers 

24   Owner –  
Planning 
 
Users –  
Planning 
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PCConfigure Software 24  Owner –  
ComIT          
 
Users –  
Enterprise ComIT 
   Telecom 

PC-Warrants for 
Windows 

Warrant Analysis 
Software for Traffic 
Signals and Stop Signs 

24   Owner- 
DPW, JAMAR 
Technologies  
 
Users - 
DPW 

Personal 
Property 

Mainframe application 
for assessment, tax 
calculation, billing, 
payment & delinquent 
management 
of  personal property 
and business personal 
property 

24 Physically 
located on 
shared 
Mainframe 
environment 

Owner - 
ComIT   
 
Users – 
Commissioner  
ComIT 
   AS 

PetraPro  Traffic data analysis - 
for hand-held data 
recorders.  

24   Owner –  
DPW 
 
Users –  
DPW 

Photoshop 
(Adobe) 

Fundraising (Grant & 
Gift tracking, moves 
management, mass 
mailings) 

24   Owner - 
Cultural Affairs  
 
Users -  
Cultural Affairs 

Pitney Bowles 
Code 1 Plus 

Group 1 USPS 
Addresses Application 
is a COTS mainframe 
application that 
interfaces with a USPS 
approved address 
database and returns 
the most current USPS 
address back to the 
caller. Used by the 
City’s Personal 
Property Application. 

24 Hosted remotely 
by Blue Hill, who 
provides disaster 
recovery time 
objective of 1 
day 

Owner- 
Commissioner of 
Revenue   
 
Users - 
Commissioner of 
Revenue 

Plan Track Used to develop and 
review plans for the 
entire City 

24   Owner –  
Planning 
 
Users –  
Planning 
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Polycom PVX Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Power DVD Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

PowerDMS document 
management for 
policies, etc. (hosted 
by Innovative Data 
Solutions) go to web 
site 

24  Owner –  
ECCS     
 
Users –  
ECCS 

PPATS  (Project Planning & 
Tracking System) 
Stores and utilizes 
schedules, Gantt 
Charts, status, 
baselines and other 
project management 
and planning tools. 
This application is 
used to assign work to 
resources, who have 
multiple assignments 
in process 
simultaneously and 
use the tool to view 
assignments made to 
them 

24   Owner- 
DPU 
 
Users - 
DPU, 
DPW 

Project 2003 
Professional 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Project 2003 
WebAccess 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 
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Project Server A project 
management server 
solution made by 
Microsoft. It uses 
Microsoft SharePoint 
as its foundation, and 
supports interface 
from either Microsoft 
Project as a client 
application or by web 
browser connecting to 
its Project Web App 
(PWA) component 

24  Owner –  
ComIT          
 
Users –  
ComIT 
 

Proware 
(acquired 
SoftTec) 

Judicial and detention 
management systems 
including court case 
management, 
municipal 
management, juvenile 
court 
case management 

24   Owner – DHS 
 
Users - DHS   

Pspice Lite Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
   ComIT 
      Telecom 

PURRS Portal for 32 
miscellaneous apps.  
Varies <3 to <24 days 
http://puweb/purrs/ 
 

24 Assigned <24 
days due to the 
lack of 
application 
specifics 
 

Owner – 
DPU 
 
Users –  
DPU 

Python 2.1/2.5 Interactive, object-
oriented, extensible 
programming 
language 

24   Owner- 
ComIT 
 
Users - 
DPW 

Quality Center Tracking requests and 
testing 

24  Owner - 
ComIT   
 
Users -  
ComIT 
   AS 

Quickbooks 
(Intuit) 

Fundraising (Grant & 
Gift tracking, moves 
management, mass 
mailings) 

24   Owner - 
Cultural Affairs  
 
Users -  
Cultural Affairs 
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QuickTime Multimedia 
framework capable of 
handling various 
formats of digital 
video, picture, sound, 
panoramic images and 
interactivity. 

24  Owner –  
ComIT          
 
Users –  
DPW, 
ComIT 

QWS3270 PLUS A Telnet client 
application that allows 
a PC running Windows 
to connect to an IBM 
mainframe using the 
Windows Sockets 
interface  

24   Owner- 
ComIT 
 
Users - 
DPW 

R26xx Tool kit Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Radio Service 
Software 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Raiser’s Edge Fund raising software 
(from Blackbaud) 

24   Owner - 
Museums & 
Historic 
Resources 
 
Users - 
Museums & 
Historic 
Resources 

Real Estate  Real estate database  
(MS Access frontend) 

24   Owner- 
DPW 
 
Users - 
DPW 

RealPlayer   Allows you to 
download, play and 
share video files 

24   Owner- 
ComIT 
 
Users - 
DPW 
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Receipts Tracks money 
collected for reviews 
and applications to 
different boards; 
dependent on 
Treasurer 

24   Owner –  
Planning 
 
Users –  
Planning 

Risk Master General liability, Auto 
liability, and Workers 
Comp claims 
management - Data 
Entry and tracking of 
employee injuries (WC 
claims) and damages 
to City infrastructure 

24 Used to report 
claims when 
employees get 
hurt while 
responding to 
disasters.  

Owner- 
Finance 
 
Users - 
HR, Finance, 
DPW, DHS   

RMS (Records 
Management 
System) 

Stores planning 
documentation; 
different than the 
RMS used by EMS  

24   Owner –  
Planning 
 
Users –  
Planning 

ROAM Windows Mobile 
Library provides 
extensive set of user 
interface widgets, 
collection classes, and 
device related utility 
functions (e.g., idle 
state notifications) not 
currently found in the 
.NET Compact 
Framework 

24   Owner- 
ComIT 
 
Users - 
DPW 

Roxio Used for the creation 
of digital media 
projects, media 
conversion software, 
and content 
distribution systems 

24   Owner- 
ComIT 
 
Users - 
DPW 

Roxio Creator 
Business 

Enhance, preserve, 
capture and share  
digital media 

24   Owner- 
ComIT 
 
Users - 
DPW 

SCALA  
Content Mgr. 
Designer 
Message board 
Player 

Customizable digital 
signage, CNN Headline 
News 

 24   Owner –  
ComIT 
 
Users –  
ComIT 
   MM 
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Sentry II Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

SII Remote Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

SIM Manager SIM CARD is 
'Subscriber Identity 
Module' for a mobile 
phone.  Advanced SIM 
card management 
tool. Provides an easy 
way to organize the 
address-book of a SIM 
card, as well as 
process other data 
stored on the SIM, 
such as the SMS 
archive, the list of 
fixed dialing numbers, 
and last dialed 
numbers.  

24   Owner –  
ComIT 
 
Users –  
ComIT 

SirsiDynix Integrated library 
system that links 
numerous libraries 
and provides unified 
access through one 
portal, e.g., review 
and read review of 
library material, 
context based search, 
patron database, 
registered borrowers. 

24   Owner –  
Libraries 
 
Users –  
Libraries 

 SMA Secure Messaging 
Application - 
encrypted email used 
by attorneys, guardian 
correspondence for 
foster care, etc.   

24   Owner – DHS 
Users - DHS 
Quality 
Assurance 
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Software 
Download 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Sold Cans Sell cans to public – 
tracks receipts, where 
sold, serial # 

24   Owner- 
DPW 
 
Users - 
DPW  

Sonic Used for  music 
editing, restoration 
and CD preparation, 
photo, audio and 
video editing 

24   Owner- 
ComIT  
 
Users - 
DPW 

Streets and 
Trips 2005 

Software 24  Owner –  
ComIT          
 
Users –  
ComIT 
    

Surety Tracks collection of 
money and bonds 
used for development 

24   Owner –  
Planning 
 
Users –  
Planning 

Survey File 
Room   

Stores and tracks 
surveys – MS Access 
frontend 

24   Owner- 
DPW 
 
Users - 
DPW 

Syndics Syndics is a third party 
hosted site that 
provide the library 
with book covers, 
professional reviews, 
chapter heading, and 
excerpts for items in 
our catalog and they 
are displayed with the 
hit list. 

24   Owner –  
Libraries 
 
Users –  
Libraries 

TaxWise Professional tax 
software  

 24 N/A Owner –  
Finance 
 
Users –  
Finance 
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Turning Point Surveys audiences. 
Used for City Council 
for polling on 
budgeting items as 
well as other 
departments for a 
variety of polling 
purposes. 

 24 N/A Owner –  
City Clerk 
 
Users –  
City Clerk 
     
 
 

Systems Center 
Service 
Manager 
(retired) 

SCSM is used to 
manage incidents and 
problems.  

 24 N/A Owner –  
ComIT 
 
Users –  
ComIT 
     
 
 

Team 
Foundation 
Server 

Collaboration 
platform for 
Microsoft's 
application lifecycle 
management solution. 
TFS supports agile 
development 
practices, multiple 
IDEs and platforms, 
locally or in the cloud 
and gives you the 
tools you need to 
effectively manage 
software development 
projects throughout 
the IT lifecycle. 

 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   AS 

Time Guardian  An automated 
employee time 
management software 
package used by 
Developmental 
Services for 
intermediate care 
facilities, group 
homes, SkillQuest care 
facility and 
transporation to 
collect, calculate and 
prepare employee 
time for processing 
payroll. Uses 
biometrics to read 
fingerprint.   

24   Owner- 
DHS 
 
Users - 
DHS 
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Timecard   Time keeping – MS 
Access frontend 

24   Owner- 
DPW 
 
Users - 
DPW 

TIMP  Asset Mgt - planning 
for replacement of 
technology assets 

24   Owner –  
ComIT          
 
Users –  
ComIT    

TOCO Wand style device 
that records security 
guard activity. 

24   Owner –  
VBCC 
 
Users -  
VBCC  

Tool Kit 
manager 

Software 24  Owner –  
ComIT          
 
Users –  
ComIT    

Topcon tools Supports all Topcon 
survey instruments 
and data collectors 

24   Owner- 
DPW 
 
Users - 
DPW 

Topo USA 5.0 
DVD Data 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
 ComIT 
   Telecom 

Toro Irrigation controls 24   Owner –  
VBCC 
 
Users -  
VBCC  

Trafficware 
Synchro Studio 
7 

Simulate and optimize 
traffic prior to 
deployment 

24   Owner- 
DPW 
 
Users - 
DPW 

Treasurer 
Miscellaneous 
Invoices 

Bill and collect 
miscellaneous invoices 

24   Owner- 
Treasurer 
 
Users - 
Treasurer 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      157

TreeSize 
Professional 

Proprietary disk space 
management tool 

24   Owner- 
DPW,  
JAM Software 
 
Users - 
DPW 

Trial Director 
 

Presentation tool for 
court 
 
(vendor supported) 

24   Owner - 
City Attorney's 
Office  
 
Users -  
City Attorney's 
Office 

Trip Generation 
6.1 

CAD-based traffic 
engineering design 
software for 
transportation, civil, 
and architectural 
engineering 
professionals 

24   Owner- 
DPW 
 
Users - 
DPW 

TSM8K Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Tuner 
Professional 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Visio   Software 24  Owner –  
ComIT          
 
Users – 
Enterprise 
ComIT 
    AS 
   Telecom 

Volgistics Helps volunteer 
leaders recruit, track, 
and coordinate 
volunteers. Vendor 
supported in 
Michigan. 

24   Owner –  
Volunteer 
Resources       
 
Users – 
Volunteer 
Resources,   
DHS, Museums 
& Historic 
Resources, EMS 
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VZAccess 
Manager 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Watchout/Data
tone 

Controls visual data 
on the video walls for 
customer use 

24   Owner –  
VBCC 
 
Users -  
VBCC  

WAVE Web Application for 
VB Employment 
(online application) 

24   Owner –  
DHR      
 
Users –  
DHR, DPW, DHS  

Weather 
Outlook Data 
Logger 

Software 24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

WebEX a Cisco product that 
provides on-demand 
collaboration, online 
meeting, web 
conferencing and 
videoconferencing 
applications 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Window Driver 
Package-
Motorola 

Motorola drivers for 
Windows 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Windows Live A set of services and 
software products 
from Microsoft 

24   Owner- 
ComIT 
 
Users - 
DPW 

WinPM Siemens 
Power 
Monitoring 

Electricity monitoring 
software 

 24 VBAS029 Owner –  
VBCC 
 
Users -  
VBCC  



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      159

WinRSS reception of 
syndicated news 
available in the net 

24  Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Wonderware 
Factory Suite 

Real-time Operations 
Management 
Software and 
Industrial Automation 
Software to enable 
companies to 
synchronize their 
production and 
industrial operations 
with business 
objectives 

24   Owner –  
ComIT          
 
Users –  
Enterprise 
ComIT 
   Telecom 

Workers Comp   
  

Claims management 
and cost containment 
software by a national 
provider of workers' 
compensation 
solutions to 
employers, third party 
administrators, 
insurance companies 
and government 
agencies. Hosted by 
Corvel in Oregon. 

24   Owner – 
Finance 
 
Users – 
Finance 

WorkPad Vacancies, Reporting, 
Develop and track job 
descriptions, 
competencies, EEO 
statistics 
 

24   Owner -
Commonwealth 
of Virginia - 
DBHDS  
Users -DHS  

Xvid A video codec library 
following the MPEG-4 
standard 

24   Owner- 
ComIT 
 
Users - 
DPW 
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Appendix E
COOP TemplateAppendix I 
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CONTINUITY OF OPERATIONS (COOP) 
PLAN TEMPLATE FOR  

EXECUTIVE BRANCH AGENCIES 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Michael M. Cline, State Coordinator Virginia Department of Emergency Management 
 

March 2008 – Version 2.0

Copyright Notice 
 

©2008 Commonwealth of Virginia.  Visitors to the Virginia Department of Emergency 
Management’s Web site (http://www.vaemergency.com) may download a copy of this 
document for personal inspection and not for alteration or further duplication in 
whole or in part.  Any alteration or further duplication of this document beyond that 
permitted by Title 17 of the United States Code requires advance written permission 
of the Virginia Department of Emergency Management. 
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TEMPLATE STRUCTURE AND INSTRUCTIONS 
In each section of the template, there are instructions, sample verbiage and references to 
worksheets that might be helpful in gathering data necessary to develop the COOP plan.  

 Instructions are in bold and italics to distinguish them from other parts of the template.  
These instructions should not appear in the final plan. 

 Sample verbiage or language is provided to assist in developing the plan. The sample 
language provided in the template should be expanded, deleted or modified as necessary 
to fit the needs of the agency using the template.  This includes tables, charts, checklists 
or other tools within the template. 

 The worksheets were created to help identify information needed in the development of 
the COOP plan. They are primarily tools to assist in gathering raw data that should then 
be summarized for entry into the plan.  It is not mandatory to include the worksheets in 
the plan.  If you do choose to use them, you can include the actual worksheet(s) in the 
plan, enter a summary of the information from the worksheets into the plan or include 
the worksheets in an appendix.  

Please customize the template by utilizing appropriate logos or seals.  Do not forget to take out 
(insert name of department or agency) throughout the template, as that was put in to help you 
tailor the template to your specific organization. 

Finally, please add acronyms and definitions into the glossary that reflect the relevant terms used 
by your agency.   
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APPROVALS 
This Continuity of Operations (COOP) plan was prepared by (insert name of agency) to develop, 
implement and maintain a viable COOP capability. This COOP plan complies with applicable 
internal agency policy, state regulations and supports recommendations provided in Federal 
Continuity Directive 1 (FCD 1). This COOP plan has been distributed internally within the 
(insert name of agency) and with external organizations that might be affected by its 
implementation. 
 
 
 
Approved: ____________________________ Date ____________ 

 
(Title) 

Approved: ____________________________ Date ____________ 
 
(Title) 
 
 

Approved: ____________________________ Date ____________ 
 
(Title) 

Approved: ____________________________ Date ____________ 
 
(Title) 
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(Insert Name of Agency)  
Continuity of Operations Plan 
 
Table of Contents 

Approvals 
Table of Contents 
List of Tables 

PRIVACY STATEMENT 

RECORD OF CHANGES 

EXECUTIVE SUMMARY 

INTRODUCTION 

PURPOSE 

APPLICABILITY AND SCOPE 

AUTHORITIES 

REFERENCES 

SITUATION  

ASSUMPTIONS 

ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES 
Key Personnel 
Personnel Contact List 
External Contacts 
COOP Plan Implementation  Responsibilities  
Personnel Relations/Family Preparedness Planning 

CONCEPT OF OPERATIONS 
 
ESSENTIAL FUNCTIONS 
 
SCENARIO 1:  LOSS OF ACCESS TO A FACILITY 

Assumptions 
COOP Alert and Notification 
COOP Plan Implementation  

Phase I – Activation and Relocation 
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Phase II – Alternate Facility Operations 
Phase III – Reconstitution  

 
SCENARIO 2:  LOSS OF SERVICES DUE TO A REDUCTION IN WORKFORCE 

Assumptions 
COOP Alert and Notification 
COOP Plan Implementation  

Phase I – Activation and Relocation 
Phase II – Alternate Facility Operations 
Phase III – Reconstitution  

 
SCENARIO 3:  LOSS OF SERVICES DUE TO EQUIPMENT OR SYSTEM FAILURE 

Assumptions 
COOP Alert and Notification 
COOP Plan Implementation  

Phase I – Activation and Relocation 
Phase II – Alternate Facility Operations 
Phase III – Reconstitution  

 
ORDERS OF SUCCESSION 
 
DELEGATIONS OF AUTHORITY 
 
ALTERNATE FACILITY LOCATIONS 
 
GO KITS 
 Professional Go Kits 

MULTI-YEAR STRATEGY AND PROGRAM MANAGEMENT 

TRAINING, TESTING AND EXERCISES 
Training 
Testing and Exercises 

Exercise Evaluation 

COOP PLAN MAINTENANCE 
Plan Maintenance 
 

ACRONYMS AND DEFINITIONS 
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EXAMPLE APPENDICES – Individual agency requirements might alter the number and 
makeup of the appendices included in the plan.  An agency may choose to incorporate 
information into the main body of the plan. 

Appendix A: PERSONNEL CONTACT LIST (RAPID RECALL LIST) 

Appendix B: ESSENTIAL FUNCTIONS 

Appendix C: MODES OF COMMUNICATION 

Appendix D: ORDERS OF SUCCESSION 

Appendix E: DELEGATIONS OF AUTHORITY 

Appendix F: VITAL RECORDS, SYSTEMS AND EQUIPMENT 

Appendix G: ALTERNATE LOCATIONS 
 
 
EXAMPLE LIST OF TABLES – Individual agency requirements might alter the number 
and makeup of the tables included in the plan. 
 
Table 1 -  Level of Emergency and Decision Matrix 
Table 2 -  Essential Functions 
Table 3 -  Orders of Succession 
Table 4 -  Delegations of Authority 
Table 5 -  COOP Alternate Facility Location Sites 
Table 6 -  (Insert name of agency) COOP Team 
Table 7 -  COOP Plan Maintenance Table 
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PRIVACY STATEMENT 
Public disclosure of this document would have a reasonable likelihood of threatening public 
safety by exposing vulnerabilities.  It contains sensitive and confidential information that is not 
subject to FOIA under Virginia Code §2.2-3705.2.  Accordingly, the (insert name of agency) is 
withholding this plan from full public disclosure.  Refer any request for a copy of this document 
to (insert name of agency)’s legal counsel or the Virginia Attorney General’s office. 
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RECORD OF CHANGES 
Submit recommended changes to this document to (insert name of agency) (insert name and e-
mail of COOP Coordinator). 

 

Change Number Copy 
Number Date Entered Posted By 
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EXECUTIVE SUMMARY 
______________________________________________________________________________ 

 
This section of the plan is optional. The executive summary briefly outlines the hazards that 
the agency faces and the content of the COOP plan.  It also describes what it is, whom it 
affects and the circumstances under which it should be executed.  Sample language is 
provided below.  Please revise to reflect the summary of the finished plan. 
(Insert name of agency) has always been prepared, to the greatest extent possible, to respond to 
all-hazard disasters and events.  However, the agency has become increasingly aware of how 
events could interrupt or possibly destroy its ability to effectively perform essential functions.  
Consequently, (insert name of agency) has determined that it should develop and maintain a 
Continuity of Operations (COOP) plan.  COOP planning is designed to develop and maintain a 
program that preserves, maintains and reconstitutes its ability to function effectively in real or 
potential event.   

The (insert name of agency) COOP plan encompasses the magnitude of operations and services 
performed by the agency.  It is tailored to its unique operations and essential functions 
performed. 
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INTRODUCTION 
______________________________________________________________________________ 

 

This section of the plan is optional. The introduction explains the importance of COOP 
planning to the agency.  It also discusses the background for planning, referencing recent 
events that have led to the increased emphasis on the importance of a COOP capability for the 
agency as a whole.  Sample language is provided below. Please revise to reflect the needs of 
the agency. 
(Insert name of agency) has grown increasingly aware of how all types of events can disrupt 
operations and jeopardize the safety of agency personnel and partners.  Emergency planning, 
including COOP planning, has become a necessary and required process for the agency.   

The all-hazards approach to COOP planning ensures that regardless of the event, essential 
functions and services will continue to operate and be provided in some capacity.  This approach 
includes preparing for natural, man-made or technological emergencies.   

The (insert name of agency) is committed to the safety and protection of its personnel, 
contractors, and visitors.  This plan provides the agency a framework that is designed to 
minimize potential impact during an event.   

 
PURPOSE 
The section explains why the agency is developing a COOP plan.  It explains the overall 
purpose of COOP planning and the disruptions it addresses.  Use the verbiage supplied below 
or insert language developed internally. 
The purpose of this COOP plan is to provide the framework for (insert name of agency) to 
restore essential functions in the event of an emergency that affects operations.  This document 
establishes the (insert name of agency)’s COOP program procedures for addressing three types 
of extended disruptions: 

 Loss of access to a facility (as in fire); 

 Loss of services due to a reduced workforce (as in pandemic influenza); and 

 Loss of services due to equipment or systems failure (as in information technology (IT) 
systems failure). 

This plan details procedures for implementing actions to continue essential functions within the 
recovery time objectives established by the COOP Team to maintain these essential functions for 
up to 30 days. 

The (insert name of agency) is committed to the safety and protection of its personnel, 
contractors, operations, and facilities.  This plan provides the agency with a framework that is 
designed to minimize potential impact during an event.  
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APPLICABILITY AND SCOPE 
This section describes the organizational elements (e.g., divisions, offices, departments) 
covered by the plan, the times during which the plan is in effect and its distribution.  It also 
describes generally the agency’s mission and goals.  Use the verbiage supplied below or insert 
language developed internally.  
This document applies to (insert name of agency) personnel in all departments and all locations 
where essential functions are conducted.  It also applies to the array of events and hazards that 
could threaten the agency and its performance of essential functions.    

The COOP plan is applicable to the following departments: 

 (Insert the names of the departments who have developed a COOP plan within the 
agency) 

The COOP plan does not apply to temporary disruptions of service including minor IT system or 
power outages and any other scenarios where essential functions can be readily restored in the 
primary facility.      

This COOP plan has been distributed to senior leadership in the (insert name of agency).  If 
appropriate include a distribution schedule.    

Training has been provided to (insert name of agency)’s personnel with identified 
responsibilities.   

This COOP plan outlines the actions that will be taken to activate a viable COOP capability 
within 12 hours of an emergency event and to sustain that capability for up to 30 days.  The 
COOP Plan can be activated during duty and non-duty hours, both with and without warning.  

The COOP plan covers all facilities, systems, vehicles and buildings operated or maintained by 
(insert name of agency).  The COOP plan supports the performance of essential functions from 
alternate locations (due to the primary facility becoming unusable, for a period that exceeds 
established Recovery Time Objectives RTOs)) and also provides for continuity of management 
and decision-making at the agency, in the event that senior leadership or technical personnel are 
unavailable.  

AUTHORITIES  
This section lists the authorities that were utilized during the COOP planning process.  Some 
authorities used in the development of this document are listed below.  Please revise to reflect 
the authorities utilized during the COOP planning process at the agency.   

 Federal Continuity Directive 1 (FCD 1). 

 National Security Presidential Directive (NSPD) 51/Homeland Security Presidential 
Directive (HSPD) 20, May 2007. 

 Library of Virginia, Records Retention and Disposition Schedule. 

 Commonwealth of Virginia, Office of the Governor. 

 Executive Order 44 – Establishing Preparedness Initiatives in State Government, 
2007. 
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 Executive Order 69 – Virginia’s Secure Commonwealth Initiative, 2004. 
 
REFERENCES 
This section lists the references that were utilized during the COOP planning process.  Some 
references used in the development of this document are listed below.  Please revise to reflect 
the references utilized during the COOP planning process at the agency.   

 Virginia Department of Emergency Management (VDEM), Continuity of Operations 
Planning Manual v.4, March 2008. 

 Emergency Management Accreditation Program (EMAP) Standard, April 2006. 

 National Fire Protection Association (NFPA) 1600, December 2006. 
 
SITUATION  
This section addresses the situations that might affect and influence COOP planning such as 
number of personnel affected, whether the agency is located in a rural or urban area, size of 
the primary facility, and other details.  Below are examples of information that could be 
included. Please revise to reflect the situations of your agency. 
The following situations impact (insert name of agency)’s COOP plan: 

 Agency “X” is located in Richmond, Virginia, a complex urban environment within 
several blocks of Capital Square. 

 The agency’s primary facility houses multiple departments including administration, 
human resources, operations, etc.  There are approximately forty total personnel, in 
addition to twenty contractors, and typically ten to twenty agency visitors on a daily 
basis.   

 The agency’s primary facility is located adjacent to railroad tracks and highways that 
carry hazardous materials.  Last year, there were twenty five accidents on the highways 
closest to the primary agency facility, two of which affected the agency’s operations. 

 
ASSUMPTIONS 
This section lists the planning assumptions that guided the development of the plan, such as 
the training of personnel, resources available at primary and alternate facility locations, and 
other considerations.  Below are examples of information that could be included.  Please 
revise to reflect the assumptions of your agency. 

 Leadership and personnel will continue to recognize responsibilities to public safety and 
exercise their authority to implement this COOP plan in a timely manner when 
confronted with events impairing agency essential functions. 

 In the event of an emergency, the agency may need to rely on services of adjacent 
jurisdictions and organizations for recovery.  Thus, this COOP plan can serve as a basis 
for future development of a regional plan with neighboring organizations or entities that 
could incorporate mutual aid agreements, alternate facility locations and inter-
organizational communications plans to ensure a coordinated response in the event of 
an emergency. 
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 If properly implemented, this COOP plan will reduce or prevent disaster-related losses. 
 
ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES 
This section identifies key positions within the agency and their responsibilities in the event of 
an emergency requiring COOP plan activation.  It addresses how to contact key personnel, 
contractors, and other key contacts. It also addresses the policies and support available for 
agency personnel.  

Key Personnel 
The sections below refer to where key personnel, the Rapid Recall List and the External Call 
List are located. Sample language is provided below.  Please revise to reflect the organization 
of your plan. 
Specific staffing requirements will vary widely among (insert name of agency) departments due 
to differences in their size, structure, mission and essential functions.  Each essential function has 
associated personnel that are necessary to ensure continuity of operations.  Without these 
personnel, the agency will not be able to perform its essential functions or meet the needs of 
citizens, contractors, and agency visitors.  These personnel are necessary to carry out essential 
functions and in support of the (insert name of agency)’s mission.   

Personnel Contact List 
The internal call list or Rapid Recall List documents the contact information for employees who 
should be notified if the agency is threatened by or experiences an incident that requires COOP 
plan activation. 

External Contacts 
External contacts and vendors should be listed in Table 2 in the section “Essential Functions,” or 
in Appendix B, Essential Functions, as required resources supporting those functions.  Included 
is contact information for external vendors, suppliers or others who would most likely need to be 
contacted if the agency is threatened by or experiences an incident that requires COOP plan 
implementation.    

COOP Plan Implementation Responsibilities 
This section identifies key personnel within the agency and their responsibilities during COOP 
plan implementation.  Examples are listed below.  Please revise based on the responsibilities 
that have been determined by the agency.  If multiple teams exist each team should be listed 
individually below.   
The following lists identify major responsibilities of key personnel and leadership required to 
implement (insert name of agency)’s COOP plan. 

The (Agency Head or individual and title in charge of COOP planning) is responsible for: 

 Supporting and providing executive leadership for all emergency planning efforts; 

 Activating the COOP plan; 
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 Providing policy direction, guidance and objectives during an incident for the 
implementation of the COOP plan; 

 Consulting with and advising appropriate officials during implementation of the COOP 
plan; 

 [insert responsibility] 
 [insert responsibility] 

The COOP Coordinator is responsible for:  

 Developing, coordinating and managing all activities required for the agency to perform 
its essential functions during an event or other situation that would disrupt normal 
operations; 

 Remaining in constant communication with VDEM;     

 Coordinating implementation of the COOP plan and initiating appropriate notifications 
inside and outside the agency during COOP plan implementation; 

 Preparing site support plans to support the implementation of the COOP plan to 
facilitate the smooth transition of direction and operations from the primary location(s) 
to the alternate location; 

 Coordinating appropriate lodging, food and other arrangements with the alternate 
facility location, if appropriate, for faculty and staff who will not commute and need to 
remain overnight near the alternate location;  

 [insert responsibility] 
 [insert responsibility] 

The COOP Team is responsible for: 

 Identifying management and policy issues; 

 Creating a planning schedule and milestones for developing COOP capabilities and 
obtaining plan approval;  

 [insert responsibility] 
 [insert responsibility] 

The Reconstitution Manager is responsible for: 

 Coordinating and overseeing the reconstitution process;  

 Forming a reconstitution team;  

 Developing a time-phased plan, listing functions and projects in order of priority for 
resuming normal operations; 

 [insert responsibility] 
 [insert responsibility] 

Members of the Reconstitution Team are responsible for: 

 Developing space allocation and facility requirements;  
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 Coordinating with appropriate organizations to obtain office space for reconstitution if 
the building is inhabitable; 

 [insert responsibility] 
 [insert responsibility] 

The agency’s staff is responsible for: 

 Understanding their continuity roles and responsibilities within their respective 
organizations; 

 Knowing and being committed to their duties in a continuity environment; 

 Understanding and being willing to perform in continuity situations to ensure an 
organization can continue its essential functions. 

 Ensureing that family memebers are prepared for and taken care of in an emergency 
situation. 

 [insert responsibility] 
 [insert responsibility] 

Personnel Relations and Family Preparedness Planning 
This section references where policies can be found that have been developed to address 
family shelter and day care during an event; crisis counseling; family preparedness planning; 
leave policies; cross training; and other human capital management issues.  The agency might 
have already addressed these in an emergency assistance program or human resource policies. 
You might reference those policies and programs here.   

 
CONCEPT OF OPERATIONS 
This section describes what Concept of Operations is and the agency’s approach to 
implementing its COOP plan.   Sample language is below.  Please revise to fit the needs of the 
agency. 
A COOP plan must be maintained at a high level of preparedness and be ready to be 
implemented without prior warning.  As such, the (insert name of agency) COOP Team has 
developed a concept of operations, which describes the approach to implementing the COOP 
plan.   

The plan can be fully implemented within 12 hours of activation and be capable of sustaining 
operations for up to 30 days.  The broad objective of this COOP plan is to provide for the safety 
and well-being of (insert name of agency) personnel, contractors and visitors while enabling the 
agency’s continued operations during any crisis or event.  Specific COOP plan objectives include 
the following: 

 Enable staff to perform essential functions; 

 Identify essential personnel, back-up and supporting staff for relocation or for 
performing essential functions; 

 Ensure the alternate facility location can support essential functions; and 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach176

 Protect and maintain vital records, systems and equipment. 

An event, such as an explosion, fire or hazardous materials incident, might require the 
evacuation of one or more buildings with little or no advance notice.  Building evacuation, if 
required, is accomplished via implementation of the Evacuation or Emergency Response Plan for 
each building.  This COOP plan is neither an evacuation plan nor an Emergency Action Plan.  

Below is a Level of Emergency and Decision Matrix to guide the implementation of the plan 
(this should be modified to fit the agency).   

Table 1 
Sample Level of Emergency and Decision Matrix 

Level of 
Emergency Category Impact on Agency Decisions Potential 

Event 

I Alert 

An actual or anticipated 
event might have an 
adverse impact of up to 
12 hours on any portion 
of the agency but does 
not require any specific 
response beyond what is 
normally available.   

Impacted 
department alerts 
appropriate 
personnel of 
situation and 
requests needed 
assistance.  No 
COOP plan 
implementation 
required. 

Major weather 
event forecast 
to impact 
area. 

II Stand-by  
 

An actual or anticipated 
event estimated to have 
minimal impact on 
operations for 12 to 72 
hours that might require 
assistance beyond what 
is normally available.   

Impacted 
department alerts 
appropriate 
personnel.  
Members of the 
COOP Team are 
notified and placed 
on stand-by.  
Limited COOP plan 
implementation 
depending on 
individual 
department 
requirements.   

Coastal storm 
approaching 
the coastline 
where agency 
facilities are 
located. 

III Partial 
Implementation  

An actual event 
estimated to disrupt the 
operations of essential 
functions for more than 
three days.   

Impacted 
department alerts 
senior leadership.  
COOP Team 
members alerted 
and instructed on 
the full or partial 
implementation of 

Small fire 
localized to 
one wing or 
floor of the 
building. 
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Level of 
Emergency Category Impact on Agency Decisions Potential 

Event 
the COOP plan.  
Implementation of 
the COOP plan 
approved by the 
senior leadership.  
Might require the 
mobilization of all 
resources.  Might 
also require the 
activation of orders 
of succession.  
Might require the 
movement of some 
personnel to an 
alternate facility 
location for a 
period of more than 
three days but less 
than seven days.  
Event requires 
command and 
control resources be 
applied to the issue. 

IV Full 
Implementation 

An actual event that 
significantly disrupts the 
operations of essential 
functions for more than 
seven days.   

Impacted 
department alerts 
senior leadership.  
COOP Team 
members alerted 
and instructed on 
the full or partial 
implementation of 
the COOP plan.  
Might require 
activation of orders 
of succession.  
Might require the 
movement of 
significant number 
of personnel to an 
alternate location 
for a period of more 
than seven days.  
Event requires 
command and 

Gas line 
explosion has 
caused 
extensive 
structural 
damage to the 
facility. 
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Level of 
Emergency Category Impact on Agency Decisions Potential 

Event 
control resources be 
applied to the issue, 
and may require the 
complete 
mobilization of all 
resources. 

 
 
ESSENTIAL FUNCTIONS 
This section includes a list of the agency’s prioritized essential functions and the resources 
required to support them.  Refer to Worksheet #6, Summary of Resource Requirements for 
Essential Functions, if used or insert appropriate information here or in an appendix.  Sample 
language is provided below. 
Using the criteria established by the (insert name of agency) COOP Team; the agency has 
identified essential functions and personnel who have roles in performing those functions to meet 
its responsibilities to citizens, personnel, contractors, and visitors.  

The agency also has prioritized its functions by determining the essential functions’ recovery 
time objective (RTO).  A listing of the agency’s prioritized essential functions and their RTOs, 
along with all supporting resources including essential personnel and vital records, system and 
equipment required to execute them is shown in Table 2.     

 

Table 2 
Essential Functions 

Essential 
Function 

Essential 
Personnel 
and Back-

up 

Vendors 
and 

External 
Contacts 

Vital 
Records Equipment Systems RTO 

Payroll 
John Smith 
Jane Doe 
Joe Johnson 

DOA Payroll 
Records PC,  phone 

Internet 
Access to 
CIPPS 
software 

12 to 72 
hours 
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SCENARIO 1:  LOSS OF ACCESS TO A FACILITY 
______________________________________________________________________________ 

 
The following section addresses the agency’s procedures when the COOP plan is implemented 
due to the loss of an operating facility, with or without advance notice.   

Assumptions  
This section lists assumptions, which are general statements identified to guide the agency in 
the development of its COOP plan.  The questions below will help clarify what the agency will 
and will not be able to do in the event of the loss of access to a facility. 

 Has the agency identified events or potential events that can adversely impact the 
agency’s ability to continue essential functions and services to citizens, personnel, 
contractors, and visitors? 

 If a COOP event is declared, have personnel received proper training regarding plan 
implementation? 

 Have memoranda of understanding (MOUs) and mutual aid agreements been 
established for additional resources (e.g., personnel, facilities and equipment) to 
continue essential functions? 

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific 
situation and needs. 

 The agency is vulnerable to a full range of hazards (man-made, natural and 
technological disasters). 

 Leadership and personnel will continue to recognize responsibilities to public safety and 
exercise their authority to implement the COOP plan in a timely manner when 
confronted with disasters. 

 If properly implemented, this COOP plan will reduce or prevent disaster-related losses.  

 Loss of facility may occur during duty or non-duty hours. 

COOP Alert and Notification 
In this section, the agency can develop a checklist of procedures for notification of the COOP 
Team, key personnel and others of the decision to implement the COOP plan.  If notification 
procedures and processes are currently in place, reference where those procedures are located 
or insert them here.  
If notification procedures to alert the COOP Team, key personnel, and others are not 
currently in place, some questions to consider when completing this section are: 

 Who is responsible for contacting key personnel? 

 What protocols or procedures are utilized to contact key personnel during day-to-day 
operations?  During emergency situations? 
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 Does the agency currently use notification software or systems to notify faculty and 
staff?  (e.g.,  reverse 911, automated call tree, text message or others) 

 Has the COOP Coordinator been identified? 

 Is there a clear understanding of the COOP Team’s roles and responsibilities? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Executive leadership or designee determines need and activates COOP.  

 COOP Coordinator notifies COOP Team and Executive Leadership of activation and 
provides initial directions.  (For example, “Arrive at designated meeting location within 
two hours for initial assessment.”) 

 COOP Coordinator notifies facility and operations personnel of activation. 

Additional notification measures within 12 hours of activation include: 

 COOP Coordinator notifies (insert name of agency)’s Public Information Officer of 
activation and coordinates any necessary press release or public messages.  (For 
example, “The office is temporarily closed until further notice.”)     

 COOP Coordinator or designee notifies all current active vendors, contractors, and 
suppliers of COOP plan activation and provides direction on activities that will need to 
be altered, suspended, or enhanced as a result.  

 As appropriate and necessary, the COOP Coordinator notifies the primary point of 
contact for surrounding organizations and jurisdictions of the COOP plan activation, 
any potential consequences and planned alternate actions that might be required until 
normal operations can be restored. 

COOP Plan Implementation  
Implementation of the plan is based on three phases of operation:  activation and relocation; 
alternate facility operations; and reconstitution. 

Phase I – Activation and Relocation 
In this section, the agency can develop a checklist of procedures for activation and relocation.  
Some questions to consider when completing this section are: 

 Does the agency have back-up procedures in place for vital records and data bases? 

 What protection methods are in place to reduce loss of essential equipment and files? 

 Are key personnel assigned to transport vital resources to the alternate facility? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Once notified that the COOP plan is implemented, the COOP Coordinator notifies 
essential personnel for affected essential functions to be activated from the Rapid Recall 
List.  



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      181

 Within three hours, activated personnel assemble at the alternate facility location.  

 The COOP Coordinator in conjunction with the Public Information Officer (or other 
position) initiates activities to support the actions being taken by the agency, including 
alert, notification, and guidance to support personnel.  

 Department leaders confirm the safe evacuation of staff from the facilities, if applicable, 
and account for personnel throughout the duration of the COOP event.  Supervisors and 
managers make contact with staff under their span of control via use of the staff contact 
list.  The COOP Coordinator is responsible for keeping personnel contact lists current 
and maintaining the lists in hard-copy off-site.   

Phase II – Alternate Facility Operations 
In this section, the agency can develop a checklist of procedures for personnel who have 
relocated to the alternate facility.  Some questions to consider when completing this section 
are: 

 Do key personnel understand the established chain of command? 

 Have orders of succession been activated? 

 Have delegations of authority been clearly identified? 

 Does the agency have personnel accountability (tracking personnel, contractors and 
their location) procedures in place?  

The bullets below serve as examples.  Tailor the procedures to meet each agency specific needs 
and processes. 

 Activated key personnel continue essential operations.  

 COOP Coordinator provides additional guidance as required by the situation to non-
designated employees via the (insert alert and notification procedure) and through 
other available means. 

 COOP Team or Reconstitution Manager initiates efforts to return to normal operations 
(reconstitution). 

Phase III – Reconstitution 
In this section, the agency can develop a checklist of procedures for essential personnel to 
assist them in returning to normal operations and back to the primary facility.  Some 
questions to consider when completing this section are: 

 Has the agency developed general policies and procedures on ceasing alternate facility 
operations and returning to non-emergency status? 

 Has the agency identified procedures for transition of vital resources, records and 
equipment from the alternate to primary facility? 

 Who will be responsible for conducting a “hot wash” and completing the After Action 
Report that provides specific solutions to correct any areas of concern during 
activation? 
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The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Key personnel continue to provide essential services. 

 Agency Head or designee informs agency personnel that the threat of, or actual 
emergency, no longer exists, and provides instructions for resumption of normal 
operations.  Announcement is disseminated via established notification procedures. 

 Agency conducts a “hot wash” or review of its COOP operations and the effectiveness 
of its plans and procedures as soon as possible.  

 Agency reports the status of reconstitution to personnel, contractors, agency partners 
and other key contacts (local jurisdictions, vendors, etc.), as applicable. 
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SCENARIO 2:  LOSS OF SERVICES DUE TO A REDUCTION OF 
WORKFORCE 
______________________________________________________________________________ 

The following section addresses the procedures when the COOP plan is activated due to the 
loss of services from a reduction in workforce, with or without advance notice.   

Assumptions  
This section lists assumptions, which are general statements identified to guide the agency in 
the development of its COOP plan.  The questions below will help clarify what the agency will 
and will not be able to do in the event of a loss of services due to a reduced workforce.  The 
agency also can reference and insert existing pandemic influenza or other health related 
assumptions if applicable. 

 Has the agency identified events or potential events that can adversely impact the 
agency’s ability to continue essential functions and services with a reduced workforce? 

 Has the agency established orders of succession at least three to five people deep? 

 Have faculty and staff been properly cross-trained? 

 What alternate work arrangements has the agency made regarding a reduction of 
workforce? 

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific 
situation and needs. 

 The agency is vulnerable to the full range of hazards (man-made, natural and 
technological disasters); 

 Leadership and employees have been cross trained; 

 If properly implemented, this COOP plan will reduce or prevent disaster-related losses;  

 A reduction in workforce might occur during or after operating hours; and  

 The agency has implemented reduction in workforce policies and procedures, such as 
cross training and alternate work arrangements. 

COOP Alert and Notification 
In this section, the agency can develop a checklist of procedures for notification of the COOP 
Team, faculty, staff and others of the decision to implement the COOP plan.  If notification 
procedures and processes are currently in place, reference where those procedures are located 
or insert them here.  Alternatively, reference the procedures developed in the previous section 
addressing loss of facility. Some questions to consider when completing this section are:   

 Who is responsible for assessing the situation? 

 Who is responsible for contacting personnel? 

 What protocols or procedures are utilized to contact personnel during day-to-day 
operations?  During actual events? 
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 Does the agency currently use notification software or systems to notify personnel?  
(e.g.,  reverse 911, automated call tree, text message or others) 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Agency Head or designee determines need and activates the COOP plan.  

 COOP Coordinator notifies COOP Team and other emergency management teams of 
activation and provides initial directions.  (For example, “Arrive at designated meeting 
location within two hours for initial assessment.”) 

Additional notification measures within 12 hours of activation include: 

 COOP Coordinator notifies (insert name of agency)’s Public Information Officer of 
activation and coordinates any necessary press release or public messages.   

 COOP Coordinator or designee notifies all current active vendors, contractors and 
suppliers of COOP plan activation and provides direction on activities that will need to 
be altered, suspended or enhanced as a result. 

COOP Plan Implementation  
Implementation of the plan is based on three phases of operation:   

 Activation and relocation  

 Alternate facility operations  

 Reconstitution 

Phase I – Activation and Relocation 
In this section, the agency can develop a checklist of procedures for activation and relocation.  
Many of the same procedures that were identified in the previous section addressing loss of 
access to a facility may be utilized here.  Some questions to consider when completing this 
section are: 

 What steps can be taken to make vital records, databases and systems accessible via 
telecommuting? 

 Has the agency identified alternate facilities and alternate work arrangements?  (i.e. 
telecommuting)   

 Has the agency decided to reduce operating hours or locations due to workforce 
reduction? 

 Has the agency activated orders of succession? 

 Have delegations of authority been implemented? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 
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 Once notified that the COOP is implemented, the COOP Coordinator notifies key 
personnel and back-up staff for affected essential functions to be activated from the 
Rapid Recall List. 

 Activated staff is informed of their roles and responsibilities and are directed to report 
to alternate facility locations, if applicable. 

 The COOP Coordinator in conjunction with the Public Information Officer (or other 
position) initiates activities to support the actions being taken by the agency, including 
alert, notification and guidance to supportive personnel including the public (e.g., 
reduction in services or operational hours). 

Phase II – Alternate Facility Operations  
(NOTE: This phase may not be relevant in a reduced workforce scenario.)  In this section, the 
agency can develop a checklist of procedures for personnel who have relocated to the alternate 
facility.  Many of the same procedures that were identified in the previous section addressing 
loss of access to a facility may be utilized here.  Some questions to consider when completing 
this section are: 

 Are orders of succession still in place? 

 Have delegations of authority been clearly identified? 

 Have procedures been developed to identify and use non-designated faculty and staff as 
resources to support continued operations? 

 What policies and procedures have been considered regarding an extended reduction in 
workforce?  (i.e., Human Resource Policies) 

 If necessary, how will the agency support extended telecommuting operations? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Activated personnel continue essential operations; 

 COOP Coordinator provides additional guidance as required by the situation to non-
designated faculty and staff via the (insert alert and notification procedure) and through 
other available means; and 

 COOP Team or Reconstitution Manager initiates efforts to return to normal operations 
(reconstitution). 

Phase III – Reconstitution 
(NOTE: This Phase may not be relevant to a reduced workforce scenario.)  In this section, the 
agency can develop a checklist of procedures for key personnel to assist them in returning to 
normal operations and back to their primary facility.  Many of the same procedures that were 
identified in the previous section addressing loss of access to a facility may be utilized here.  
Some questions to consider when completing this section are: 
 Has the agency developed general policies and procedures on ceasing alternate work 

arrangement operations and returning to non-emergency status? 
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 Has the agency developed procedures to resume full operational hours and staffing? 

 Who will be responsible for conducting a “hot wash” and completing the After Action 
Report that provides specific solutions to correct any areas of concern during activation? 

The bullets below serve as examples.  Tailor procedures to meet each agency’s specific needs 
and processes. 

 Key personnel continue to provide essential services. 

 Agency Head or designee informs agency personnel that the threat of, or actual event, 
no longer exists, and provides instructions for resumption of normal operational hours.  
Announcement is disseminated via established notification procedures. 

 Agency conducts a “hot wash” or review of its COOP operations and the effectiveness 
of its plans and procedures as soon as possible.  

 Agency reports the status of reconstitution to personnel, contractors, agency partners 
and other key contacts (local jurisdictions, vendors), as applicable. 
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SCENARIO 3:  LOSS OF SERVICES DUE TO EQUIPMENT OR SYSTEM 
FAILURE 
______________________________________________________________________________ 

The following section addresses the procedures when the COOP plan is implemented from the 
loss of services due to equipment or system failure, with or without advance notice.   

Assumptions  
This section lists assumptions, which are general statements identified to guide the agency in 
the development of its COOP plan.  The questions below can help clarify what the agency will 
and will not be able to do in the event of a loss of services due to equipment or system failure. 

 Has the agency identified interim processes if equipment or systems are unavailable?  
(e.g.,  ability to cut checks) 

 Have MOU or mutual aid agreements been developed for utilization of alternate 
systems or equipment? 

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific 
situation and needs. 

 If properly implemented, this COOP plan will reduce or prevent disaster-related losses. 

 Loss of equipment or systems might occur during or after operating hours. 

 Agency has established interim processes for activation as necessary. 

COOP Alert and Notification 
In this section, the agency can develop a checklist of procedures for notification of the COOP 
Team, faculty, staff and others of the decision to implement the COOP plan.  If notification 
procedures and processes are currently in place, reference where those procedures are located 
or insert them here.  Alternatively, reference the procedures developed in the previous section 
addressing loss of facility.  Some questions to consider when completing this section are: 

 Who is responsible for notifying the vendor of the affected service? 

 Who is responsible for contacting the back-up vendor of affected service? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s needs and 
processes. 

 Notification processes in the event of COOP plan activation are as follows: (insert any 
existing notification procedures here); and   

 Agency Head notifies the departments of Emergency Management, IT, Facilities and/or 
Utilities, as appropriate. 

Additional notification measures within 12 hours of activation include: 

 COOP Coordinator notifies (insert name of agency)’s Public Information Officer of 
activation and coordinates any necessary press release or public messages.  (e.g., 
“Agency visitation is prohibited until further notice”); and      
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 COOP Coordinator or designee notifies all current active vendors, contractors, and 
suppliers of COOP plan activation and provides direction on activities that will need to 
be altered, suspended, or enhanced as a result. 

COOP Plan Implementation  
Implementation of the COOP plan is based on three phases of operation:  activation and 
relocation; alternate facility operations; and reconstitution. 

Phase I – Activation and Relocation 
In this section, the agency can develop a checklist of procedures for activation of the COOP 
plan during a loss of services due to an equipment or system failure.  Many of the same 
procedures that were identified in the previous section addressing loss of access to a facility 
might be utilized here.  Some questions to consider when completing this section are: 

 Does the agency have back-up procedures in place for vital records, databases and 
systems? 

 Does the agency utilize a hot site? 

 Have MOU or mutual aid agreements been established with neighboring organizations 
with like systems? 

 Will the agency activate interim processes? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Once notified that the COOP plan is implemented, the COOP Coordinator notifies key 
personnel for affected essential functions to be activated from the Rapid Recall List.  

 Activated staff is informed of roles and responsibilities and are directed to report to 
alternate facility locations or another site where system access is available.   

 Within 12 hours, activated personnel assemble at the alternate facility. 

Phase II – Alternate Facility Operations 
In this section, the agency can develop a checklist of procedures for relocation during a loss of 
services due to an equipment or system failure.  Many of the same procedures that were 
identified in the previous section addressing loss of access to a facility might be utilized here.  
Some questions to consider when completing this section are:   

 Does the agency have employee accountability (tracking personnel and their location) 
procedures in place?  

 If necessary, how will the agency support extended telecommuting operations? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Activated key personnel continue essential operations. 
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 COOP Team or Reconstitution Manager initiates efforts to return to normal operations 
(reconstitution). 

Phase III – Reconstitution 
In this section, the agency can develop a checklist of procedures for reconstitution during a 
loss of services due to equipment or system failure.  Many of the same procedures that were 
identified in the previous section addressing loss of access to a facility might be utilized here.  
Some questions to consider when completing this section are:   

 Has the agency developed general policies and procedures on ceasing alternate work 
arrangement operations and returning to non-emergency status? 

 Who will be responsible for conducting a “hot wash” and completing the After Action 
Report that provides specific solutions to correct any areas of concern during 
activation? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific 
needs and processes. 

 Agency Head or designee informs personnel that the threat of, or actual event, no longer 
exists and provides instructions for resumption of normal operational hours and staffing.  
Announcement is disseminated via established notification procedures. 

 The agency reports the status of reconstitution to personnel, contractors, agency 
partners, and other key contacts (local jurisdictions, vendors), as applicable. 
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ORDERS OF SUCCESSION 
______________________________________________________________________________ 

This section lists the orders of succession needed for the agency’s Director and designated 
leaders or other key personnel. If used, refer to Worksheet #4: Orders of Succession, and 
insert appropriate information here or in an appendix.   

Table 3 
Orders of Succession 

Key Position Successor 1 Successor 2 Successor 3 Successor 4 

     

     

     

 
 
DELEGATIONS OF AUTHORITY 
This section lists the delegations of authority for the agency’s Director, designated leaders or 
other key personnel with the triggering conditions, procedures and limitations of the 
delegation. If used, refer to Worksheet #5: Delegations of Authority, and insert appropriate 
information here or in an appendix.  

Table 4 
Delegations of Authority 

Authority 
Position 
Holding 

Authority 

Triggering 
Conditions Procedures Limitations 

     

     

     

 
 
ALTERNATE FACILITY LOCATIONS 
This section details the alternate locations for the agency. If used, refer to Worksheet #8: 
Alternate Facility Location Options and insert appropriate information here or in an 
appendix.  Sample language is provided below.   
(Insert name of agency) recognizes that normal operations may be disrupted and that there may 
be a need to perform essential functions at an alternate facility location.  Alternate locations are 
listed below or in Appendix G.   
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Table 5 
COOP Alternate Facility Location Sites 

Alternate Facility Location Information 

Address  

Phone Number  

Alternate 
Location 
Official 

 

Directions  

Map  

 
Alternate Facility Location Information 

Address  

Phone Number  

Alternate 
Location 
Official 

 

Directions  

Map  
 
 
GO-KITS 
This section describes what is suggested to be in go-kits for COOP planning efforts.  Below is 
an example. 

Professional Go-Kit 
The Professional Go-Kit should include standard operating procedures, emergency plans, 
operating orders or regulations, and other relevant guidance that is not already pre-positioned at 
an alternate location.  Other documents that might be included in the Professional Go-Kit 
include:  

 Continuity of Operations (COOP) plan; 

 Current contact lists for personnel and external parties; 

 Formatted computer diskettes, CD-ROMs or memory sticks; 

 General office supplies (small amount); 
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 Cellular telephone, Blackberry, Nextel, PDA device; 

 Office telephone contact list; 

 Current equipment report; 

 Current software report; and 

 Current vital records, files and databases. 
 
 
MULTI-YEAR STRATEGY AND PROGRAM MANAGEMENT 
This section describes the overall management of the COOP program.  It includes the names 
of the members of the COOP Team and details their roles and responsibilities.  Sample 
language is provided below. Tailor the responsibilities to reflect the roles and responsibilities 
designated by the agency.  
Agency leadership and the COOP Team are responsible for the implementation of the (insert 
name of agency) COOP program.  While the COOP plan serves as the guide during activation 
and recovery, the COOP program provides the framework and structure to guide continuity of 
operations planning.   

Suggested roles and responsibilities of the COOP Team include: 

 Maintaining documents that grant authority for the creation, modification, ongoing 
maintenance, and execution of the COOP plan;  

 Identifying issues that will impact the frequency of changes required to the COOP plan;  

 Establishing a review cycle; 

 Establishing a testing and exercise cycle; and 

 Guiding and prioritizing mitigation activities that the (departments, units or other) need 
to undertake. 

Table 6 
(Insert name of agency) COOP Team 

COOP Team Coordinator:  (Insert Name and Title) 

Assistant COOP Team Coordinator:  (Insert Name and Title)    
 

Name Title and Department Telephone E-mail Address 
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TRAINING, TESTING AND EXERCISES 
This section discusses the training, testing and exercise activities of the COOP plan and staff.  
This section addresses how often training is conducted for new and current staff, faculty and 
executives and when the plan is tested and exercised.  Sample language is provided below.  
Please tailor this section to reflect the practices of the agency.    
To maintain the agency’s COOP capability, an all-hazard COOP training, testing, and exercise 
program will be established.  Major components of this program will include training all faculty 
and staff in their COOP responsibilities; conducting periodic exercises to test and improve 
COOP plans and procedures, systems, and equipment; and instituting a multi-year process to 
ensure continual plan updates in response to changing conditions. 

Training 
This section defines the type of training new and existing personnel, both key and supportive, 
will receive.  Examples are listed below:   

 Introduction to COOP planning (new personnel and contractors); 

 COOP plan Activation and Relocation (key personnel); 

 Cross training for essential functions (supportive personnel); 

 National Incident Management System (responders and leadership); and 

 Incident Command System (responders and leadership). 

Testing and Exercises 
This section describes generally what tests and exercises are and their intended goals and 
objectives.  Please list scheduled plan tests and exercises.  Generally, it is recommended to 
exercise the COOP plan annually.    
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Exercise Evaluation 
This section describes how evaluations of exercises or After Action Reports (AARs) will be 
completed.  It is important to list who is responsible for completing AARs and who will be 
incorporating any lessons learned back into the COOP plan. 
  
COOP PLAN MAINTENANCE 
This section discusses the activities associated with maintaining the COOP plan.  It is 
important to set up a maintenance time-frame and designate responsibility for ensuring that it 
is completed.  It also details who is responsible for plan maintenance.  Sample language and a 
sample maintenance schedule are below.  A plan should be updated at least annually but more 
often if personnel change, equipment changes, or new processes are instituted for protecting 
vital records. 

Plan Maintenance 
(Insert name of agency)’s (insert name of department) Department is the lead in ensuring that the 
Comprehensive COOP plan is updated and maintained in accordance with established schedules.   

Whenever the plan is updated, it should be reissued with the update recorded on the COOP Plan 
Record of Changes.   

The following lists identify major responsibilities of essential personnel and leadership required 
for development and maintenance of (insert name of agency)’s COOP plan. 

The (Agency Head or individual and title in charge of COOP planning) is responsible for: 

 Leading and ensuring overall support and execution of COOP program; 

 [insert responsibility] 
 [insert responsibility] 

The COOP Coordinator is responsible for:  

 Ensuring that the plan is maintained and revised, according to the schedule developed 
by the COOP Team;  

 Coordinating the COOP training, testing and exercise program; 

 [insert responsibility] 
 [insert responsibility] 

The COOP Team is responsible for: 

 Creating a planning schedule and milestones for developing COOP capabilities and 
obtaining plan approval;  

 [insert responsibility] 
 [insert responsibility] 

The agency’s personnel and contractors are responsible for: 
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 Reviewing and understanding responsibilities related to COOP support functions and 
performance of essential functions at an alternate location; 

 [insert responsibility] 
 [insert responsibility] 

 

Following is a sample list of standard activities needed to maintain COOP plans and the 
frequency of their occurrence. 

Table 8 
Sample COOP Plan Maintenance Schedule 

Activity Tasks Frequency 

Plan update and 
certification 

Review entire plan for accuracy. 
Incorporate lessons learned and changes in 
policy and philosophy. 
Manage distribution. 

Annually 

Maintain orders of 
succession and 
delegations of authority 

Identify current incumbents. 
Update rosters and contact information. 

Semiannually 

Maintain alternate 
location readiness 

Check all systems. 
Verify accessibility. 
Cycle supplies and equipment, as necessary. 

Monthly 

Monitor and maintain 
vital records program 

Monitor volume of materials. 
Update and remove files. 

Ongoing 

Revise COOP Checklists 
and contact information 
for essential personnel 

Update and revise COOP Checklists. 
Confirm and update essential personnel 
information. 

Annually 
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ACRONYMS AND DEFINITIONS 

Acronyms 
AAR  After Action Report 

COG  Continuity of Government 

COOP  Continuity of Operations 

DHS  Department of Homeland Security  

DRT  Disaster Recovery Team 

EAS   Emergency Alert System 

ECO  Emergency Coordination Officer 

EMAC Emergency Management Assistance Compact 

EMAP  Emergency Management Accreditation Program 

FEMA  Federal Emergency Management Agency 

GIS  Geographic Information System 

HSEEP Homeland Security Exercise and Evaluation Program 

ICS  Incident Command System  
ITDR  Information Technology Disaster Recovery 

MOU  Memorandum of Understanding 

NIMS  National Incident Management System 

NWS  National Weather Service 

SMA  Statewide Mutual Aid 

Definitions  
Activation – When all or a portion of the COOP plan has been put into motion. 

Alternate Location – A location, other than the normal facility, used to process data and/or 
conduct essential functions in the event of a disaster.  Similar Terms: Alternate Processing 
Facility, Alternate Office Facility, and Alternate Communication Facility. 

Business Impact Analysis – The process of determining the potential consequences of a 
disruption or degradation of business functions. 

Cold Site – An alternate site that is reserved for emergency use, but which requires the 
installation of equipment before it can support operations.  Equipment and resources must be 
installed in such a facility to duplicate the essential business functions of an organization.  Cold 
sites have many variations depending on their communication facilities, UPS systems, or 
mobility. 
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Continuity of Government (COG) - Preservation of the institution of government.  Maintaining 
leadership, through succession of leadership, delegation of authority and active command and 
control.  

Continuity of Operations (COOP) – The effort to assure that the capability exists to continue 
essential functions across a wide range of potential emergencies.  

Continuity of Operations (COOP) Coordinator – Serves as the agency’s manager for all 
COOP activities.  The Coordinator has overall responsibility for developing, coordinating and 
managing all activities required for the agency to perform its essential functions during an 
emergency or other situation that would disrupt normal operations.  The first step in the COOP 
planning process is selecting a COOP Coordinator.     
Continuity of Operations (COOP) Plan – A set of documented procedures developed to 
provide for the continuance of essential business functions during an emergency. 

Delegations of Authority – Pre-delegated authorities for making policy determinations and 
decisions at headquarters, field levels and other organizational locations, as appropriate.  

Devolution – The capability to transfer statutory authority and responsibility for essential 
functions from an agency’s primary staff and facilities to alternate staff and  facilities and to 
sustain that operational capability for an extended period. 

Emergency Coordination Officer (ECO) – Serves as the communication liaison between the 
Office of Commonwealth Preparedness, VDEM and each agency.  Pursuant to Executive Order 
65 (2004), the ECO is assigned the following responsibilities which may have been delegated to 
others within the organization: 

1. Coordinate with the Department of Emergency Management on emergency preparedness, 
response, and recovery issues; 

2. Prepare and maintain designated parts of the plan for which the agency is responsible; 

3. Prepare and maintain internal plans and procedures to fulfill the responsibilities 
designated in the plan; 

4. Maintain a roster of agency personnel to assist in disaster operations and ensure that 
persons on the roster are accessible and available for training, exercises, and activations 
of the plan; 

5. Coordinate appropriate training for agency personnel assigned to disaster operations; 

6. Prepare and maintain internal emergency preparedness, response, and recovery plans for 
the agency’s resources (facilities, personnel, and assets) that outline a comprehensive and 
effective program to ensure continuity of essential state functions under all 
circumstances; 

7. Assure the State Coordinator of Emergency Management that preparedness plans for its 
facilities are coordinated with the applicable local emergency management agency. 

 
 
Emergency Preparedness – The discipline which ensures an organization or community's 
readiness to respond to an emergency in a coordinated, timely and effective manner. 
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Essential Functions – Activities, processes or functions which could not be interrupted or 
unavailable for several days without significantly jeopardizing the operation of an organization. 

Emergency Management Assistance Compact – Congressionally ratified organization that 
provides form and structure to interstate mutual aid.  During a disaster, it allows a state to request 
and receive assistance from other member states. 
Facility – A location containing the equipment, supplies, and voice and data communication 
lines to conduct transactions required to conduct business under normal conditions.  

Homeland Security Exercise and Evaluation Program (HSEEP) – A threat and performance-
based exercise program developed by DHS that provides doctrine and policy for planning, 
conducting, and evaluating exercises. It was developed to enhance and assess terrorism 
prevention, response, and recovery capabilities at the federal, state and local levels.  

Hot Site – An alternate facility that has the equipment and resources to recover the business 
functions affected by the occurrence of a disaster.  Hot-sites may vary in type of facilities offered 
(such as data processing, communication, or any other essential business functions needing 
duplication).  Location and size of the hot-site will be proportional to the equipment and 
resources needed.  A hot site is a fully equipped facility, which includes stand-by computer 
equipment, environmental systems, communications capabilities and other equipment necessary 
to fully support an organization’s immediate work and data processing requirements in the event 
of an emergency or a disaster. 

Implementation Procedure Checklist – A list of the immediate actions to take once the COOP 
plan is implemented.   

Incident Command System (ICS) – A management system used to organize emergency 
response.  ICS offers a scalable response to an incident of any magnitude, and provides a 
common framework within which people can work together.  These resources may be drawn 
from multiple agencies that do not routinely work together.  The system is designed to grow and 
shrink along with the incident, allowing more resources to be added into the system when needed 
and released when no longer needed.  The key aspect of ICS helps to reduce or eliminate the 
"who's in charge" problem. 

Key Personnel – Personnel designated by their division as critical to the resumption of essential 
functions and services. 

National Incident Management System (NIMS) – A consistent nationwide template to enable 
federal, state, local, tribal governments, private-sector and nongovernmental organizations to 
work together effectively and efficiently to prepare for, prevent, respond to, and recover from 
domestic incidents, regardless of cause, size, or complexity, including acts of catastrophic 
terrorism.  

Orders of Succession – A list that specifies by position who will automatically fill a position 
once it is vacated. 

Reconstitution – The process by which agency personnel resume normal business operations 
from the original or replacement primary operating facility. 

Record Retention – Storage of historical documentation for a set period of time usually 
mandated by state or federal law or by the Internal Revenue Service. 
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Recovery – Recovery, in this document, includes all types of emergency actions dedicated to the 
continued protection of the public or to promoting the resumption of normal activities in the 
affected area. 

Recovery Time Objective (RTO) – The period of time in which systems, applications or 
functions must be recovered after an outage.  
Response – Those activities and programs designed to address the immediate and short-term 
effects of the onset of an emergency or disaster. 

Risk – An ongoing or impending concern that has a significant probability of adversely affecting 
business continuity. 

Risk Assessment/Analysis – An evaluation of the probability that certain disruptions will occur 
and the controls to reduce organizational exposure to such risk. 

Risk Management – The discipline which ensures that an organization does not assume an 
unacceptable level of risk.  

Statewide Mutual Aid – A program developed to assist localities to more effectively and 
efficiently exchange services and resources in response to declared disasters and emergencies. 
SMA is a local government program established in partnership with the Commonwealth of 
Virginia. The program provides a framework for resolution of some inter-jurisdictional issues 
and for reimbursement for the cost of services. 

Test Plan – The recovery plans and procedures that are used in a systems test to ensure viability. 
A test plan is designed to exercise specific action tasks and procedures that would be 
encountered in a real disaster. 

Vital Records, Systems and Equipment – Records, files, documents or databases, which, if 
damaged or destroyed, would cause considerable inconvenience and/or require replacement or 
re-creation at considerable expense.  For legal, regulatory or operational reasons these records 
cannot be irretrievably lost or damaged without materially impairing the organization's ability to 
conduct business. 

Vulnerability – The susceptibility of a division to a hazard.  The degree of vulnerability to a 
hazard depends upon its risk and consequences. 

Warm Site – An alternate processing site which is only partially equipped. 
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APPENDICES 
 
The appendices listed below are optional.  If you inserted the information into 
your plan, you do not need to include an appendix. 

Appendix A: Personnel Contact List (Rapid Recall List) 

Appendix B: Essential Functions 

Appendix C: Modes of Communication 

Appendix D: Orders of Succession 

Appendix E: Delegations of Authority 

Appendix F: Vital Records, Systems and Equipment 

Appendix G: Alternate Facility Locations 
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APPENDIX A: PERSONNEL CONTACT LIST (RAPID RECALL LIST) 
The Personnel Contact List contains the names and contact information for management, 
supervisory staff and key personnel who should be contacted if the agency experiences a 
situation that causes, or may potentially cause, a major disruption to their operations. 
If you used the worksheets, reference and insert Worksheet #11: Personnel Contact List into 
this appendix. 
NOTE:  This data may be currently housed electronically or in another location.  You may 
reference that location rather than re-create that data here.  
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APPENDIX B: ESSENTIAL FUNCTIONS 
If used, reference and insert Worksheet #6: Summary of Resource Requirements for Essential 
Functions into this appendix.   
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APPENDIX C: MODES OF COMMUNICATION 
If used, reference and insert Worksheet #9: Modes of Communication into this appendix.   
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APPENDIX D: ORDERS OF SUCCESSION 
If used, reference and insert Worksheet #4: Orders of Succession into this appendix.   
  



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix I)      205

APPENDIX E: DELEGATIONS OF AUTHORITY 
If used, reference and insert Worksheet #5: Delegations of Authority into this appendix.   
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APPENDIX F: VITAL RECORDS, SYSTEMS AND EQUIPMENT 
If used, reference and insert Worksheet #2: Vital Records, Systems and Equipment and 
Worksheet #3: Vital Records, Systems and Equipment Protection Methods into this appendix. 
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APPENDIX G: ALTERNATE FACILITY LOCATIONS 
If used, reference and insert Worksheet #7:Requirements for Alternate Facility Locations and 
Worksheet #8: Alternate Facility Locations Options  into this appendix. 
Directions and maps to the alternate locations should be inserted here.    

Primary Location to Alternate Location 1 
 
 
 
 
 
 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Primary Location: 
(insert address) 
 
Alternate Location 1: 
(insert address) 
 
Total Distance:  
Total Time:  
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Primary Location to Alternate Location 2 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Primary Location: 
(insert address) 
 
Alternate Location 2: 
(insert address) 
 
Total Distance:  
Total Time:  
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Appendix F
BIA 

Recommendations
Appendix I 
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Agriculture 
 

Issue None. 
Recommendation   
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City Attorney 
 

Issue The City Attorney does not have a seat at the EOC during a disaster. 
Recommendation The City Attorney should have a seat at the EOC during a major disaster.  Presence 

for lesser events should be addressed in the COOP plan. 
 

Issue There are no recovery plans in place. 
Recommendation Develop a Continuity of Operations Plan (COOP).  A COOP addresses all non-

technical response and recovery requirements.  A COOP includes but is not limited 
to: 

Critical functions and dependencies 
Alternate locations 
Key personnel 
Communication vehicles 
Physical resources (phones, desks, etc.) 
Detailed and staged recovery procedures  
Legal and regulatory requirements 
Scenario planning 
Validation (exercise/test plans) 
Maintaining the plan 
 

**COOP planning information was gathered during the BIA and is identified in the 
individual summaries.  These summaries should be used when developing or 
updating COOP plans.** 
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City Auditor 
 

Recommendations Planned Action Scheduled for 
Completion 

Develop a Continuity of Operations Plan 
(COOP).  A COOP addresses all non-
technical response and recovery 
requirements.  A COOP includes but is not 
limited to: 

Critical functions and dependencies 
Alternate locations 
Key personnel 
Communication vehicles 
Physical resources (phones, desks, 
etc.) 
Detailed and staged recovery 
procedures  
Legal and regulatory requirements 
Scenario planning 
Validation (exercise/test plans) 
Maintaining the plan 
 

**COOP planning information was gathered 
during the BIA and is identified in the 
individual summaries.  These summaries 
should be used when developing or 
updating COOP plans.** 
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City Clerk 
 

Recommendations Planned Action Scheduled for 
Completion 

Develop a Continuity of Operations Plan 
(COOP).  A COOP addresses all non-
technical response and recovery 
requirements.  A COOP includes but is not 
limited to: 

Critical functions and dependencies 
Alternate locations 
Key personnel 
Communication vehicles 
Physical resources (phones, desks, 
etc.) 
Detailed and staged recovery 
procedures  
Legal and regulatory requirements 
Scenario planning 
Validation (exercise/test plans) 
Maintaining the plan 
 

**COOP planning information was gathered 
during the BIA and is identified in the 
individual summaries.  These summaries 
should be used when developing or 
updating COOP plans.** 
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City Treasurer 
 

Issue None. 
Recommendation   
 

City Treasurer BIA Report is incomplete and may have issues after completion. 
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Clerk of the Circuit Court 
 
Issue The Clerk of Circuit Court stores many of the recent court records only on paper 

and in a room with windows, with a 2 – 3 week delay period until keyed into digital 
storage. These important documents are covered for protection during major 
storms but could be compromised by rain or wind during major weather events, 
e.g., hurricane, tornado. Some are stored on Leroy Road.  

Recommendation It is recommended that a process be established to provide resources for digitizing 
land records in order to eliminate the 2-3 week lag time. 
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ComIT 
 

Data Centers 

Building #2 – Operations Center 

Issue The primary data center for ComIT is located in a public building near a loading 
dock. Anyone can access the building leaving the City’s primary data 
infrastructure vulnerable to attacks or breaches. 

Recommendation The data center cannot be protected in building 2 since most of the building is, and 
needs to be, accessible to the public.  Relocating the data center is the best option.   

Recommendation However, a short term solution for the basement floor/dock exposure concern 
would be to install a guard to prevent anyone going beyond the point that is 
required for deliveries. 

Recommendation Lock the dock doors promptly at 5:00 p.m. and open no earlier than 8:00 a.m. 
 

Issue An electrical equipment room in Bldg. 2, located in the basement between the 
loading dock and the primary ComIT data center, has been found to be unlocked 
on a regular basis. 

Recommendation Keep the electrical room locked and have it checked daily by building maintenance. 
Recommendation Check permissions for entry and limit access to the electrical room where 

reasonable. 
 

Issue The generator at the primary data center (Bldg. #2) for ComIT is exposed to the 
elements and/or malicious activity.  

Recommendation Build a secure enclosure around the generator similar to that for the ECCS 
generators. 

 

Issue Power and backup power is unreliable at the primary data center for ComIT. 
There is a single path for power and cooling distribution.  Generator is exposed, 
old, and it is hard to get parts because the product is produced outside of the 
United States.  

Recommendation Install a new electrical distribution system (in progress). 
Recommendation Establish SLAs with existing vendor. 
Recommendation Buy and store backup parts. 
Recommendation Replace the generator, use old as backup to perform maintenance.  
 

Issue The primary ComIT data center consumes huge amounts of power to operate 
servers and cooling. 

Recommendation Provide energy monitoring to manage and streamline consumption. 
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Issue In the event of a complete loss of the primary ComIT data center, there is no 
failover of critical functions and applications to a remote site. 

Recommendation Develop and implement failover strategies for critical applications at a remote site. 
 

Issue Other Risk Mitigation Recommendations  
Recommendation Move cables stored below the flooring to elevated cable trays so that cable 

trays are not exposed to water. 
Recommendation Conduct a comprehensive risk analysis on Bldg. #2.  This would include te building 

envelope, plumbing, electrical, proximity to surrounding threats, security, etc. 
 

Building #30 – ECCS 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue ECCS data center relies heavily on Motorola for service.  ComIT does not have 
SMEs for Motorola equipment. 

Recommendation  Hire Motorola SME and cross train 
 

Issue Wiring in the ECCS is loose and in the ceiling.  
Recommendation Mark and encase the wiring in conduit.  
Recommendation If possible relocate wiring beneath the flooring 
  

Issue If ECCS's private branch exchange is unavailable, ECCS can fail over to the City's 
line but ComIT would have to make the switch and not ECCS.  

Recommendation The procedures should be finally detailed and steps put in place to make the switch 
over seamlessly. 

 

Convention Center Data Center 

Issue The Convention Center data center acts as a central network hub for the Police 
and Fire departments in that area. 
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Recommendation Analyze the vulnerabilities and create an alternative path or back up strategies so 
that the public safety groups are not compromised if the Convention Center 
network becomes unavailable. 

 

Issue Because the VBCC is a central network hub, it creates a drain on Convention 
Center power supply.  The power supply could be used for other facility functions 
including those that could support recovery after a disaster.     

Recommendation An electrical engineer should conduct an investigation of the potential to utilize 
Switchgear Technology to divert some of the power dedicated to the Fire System 
while not in use.  This would allow power to be used for other facility functions, 
improving the ability to support recovery services. All diverted back power would 
be immediately re-directed back to the Fire System upon its activation. 

 

All Data Centers 

Issue In the event of a long term outage of the City data, there are no failover 
strategies for critical functions and applications.  

Recommendation Develop and implement failover strategies for critical applications.  
 

Network & Communications 

Issue ComIT – The City currently pays Cox Communications for network connectivity in 
large areas where the City does not have fiber. In locations where the City does 
have fiber, they are old connections. Traffic Management Operations within the 
Department of Public Works has recently installed a fiber optic network and has 
extra capacity that can be shared with ComIT and other City departments.  

Recommendation It is recommended that ComIT pursue this option. 
 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue The ComIT (Media & Communications Group) plays a key role in disaster 
response.  It is highly reliant on the internet and wireless service.  It is frequently 
called upon at a moment’s notice which requires its members to login to the CVB 
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network.  If they are not at the City or are at home, they are reliant on air cards 
and Citrix.  The air-cards are at times unreliable and the login process for Citrix is 
involved and tedious.  Citrix, as of late, has been slow and unreliable.   

Recommendation Since technology is an absolute must and the content reaching citizens could be a 
matter of life or death during an emergency, it is recommended that more reliable 
technologies be explored. 

 

Issue ComIT (Telecom Mobile) supports the mobile data terminals (MDTs) [also known 
as mobile data computers] in 850 – 900 public safety (Police, Fire, EMS) vehicles. 
The Mobile team and Radio Team work together to support ~6,000 
subscribers to radio and wireless communication devices. They support 
the voice radios of ~3,000 Public Safety subscribers and another ~3,000 
subscribers that are City staff but not Public Safety. The Mobile Team also 
supports Verizon air cards in over 400 Public Safety vehicles and more air cards 
for other City staff. Air cards are high speed wireless broadband cards that 
give users mobile Internet access on their laptops using Verizon’s 
cellular data service. The Telecom Mobile team has only 3 people on staff. 
With only 3 people, there is a likelihood of not having enough, or any, people to 
provide support during or after a disaster.  

Recommendation It is recommended that additional people be added to the Mobile team and/or 
consider hiring skilled, supplemental staff at the time of a crisis. 

Recommendation Establish family plans and response requirements for Alpha 1 personnel for before, 
during, and after an incident. 

Recommendation Develop manual work around procedures where possible. 
 

Issue With the expansion of mobile technology, there is not sufficient staff on the 
ComIT (Telecom Mobile) team to support the wireless systems of the size and 
complexity of those operated by the City.  

Recommendation It is recommended that additional people be added to ComIT (Telecom Mobile) 
team to support normal operations. 

 

Issue The ComIT (Mobile Team) stores critical equipment driver software on the 
network.  In addition, they store vital configuration materials on personal flash 
drives. 

Recommendation Develop a secure process to store and retrieve wireless drivers and configuration 
materials if the wired network goes down.  

 

Issue ComIT (Telecom Radio) supports ~6,000 users in many departments, including 
schools, Public Works, Public Utilities, Public Safety entities, etc. with only 4 
people on staff. With only 4 people, there is a likelihood of not having enough 
people to provide support during or after a disaster.  

Recommendation It is recommended that additional people be added to the Radio team.  
Recommendation Assess the radio team’s needs and which functions are being jeopardized.  

Develop a short term and long range strategy for radio systems 
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Recommendation Hire skilled part time staff during periods of high demand. 
 

Issue ComIT (Telecom Radio) has only 1 City vehicle available for the Radio team to get 
to the 8 radio towers spread across the City (307 square miles).  

Recommendation It is recommended that an additional vehicle be provided to them. 
 

Issue ComIT is not staffed to provide a quality level of support for emerging 
technologies, e.g., users shift to mobile, the capturing and use of big data, etc. 

Recommendation Increase the number of staff. ComIT will not be able to escape emerging 
technologies.  

 

Issue ComIT (Telecom Voice) consists of 5 FTEs and supports the vital telephony 
(communications) requirements of ~6,000 users in many departments, including 
schools, Public Works, Public Utilities, Public Safety entities, etc. New 
technologies and features are being focused on instead of strengthening the core 
functions. 

Recommendation It is recommended that quality assurance measures and change control procedures 
be incorporated into the processes and procedures of this team to ensure reliable 
voice communications. 

Recommendation Identify and correct existing system bugs and prioritize which potential bugs would 
hamper recovery processes in the event of a disaster. 

Recommendation Evaluate how inadequate staffing is causing or adding to vulnerabilities.  Hire 
staffing as needed. 

 

Issue ComIT (Telecom Network) is concerned about the lack of network redundancy. 
When the network was established, setup was based on available funding. 
Connections need to be separated. All Municipal Center buildings should be 
connected to both B2 and B30.  

Recommendation Connect all buildings at the Municipal Center to both the Operations data center 
and the ECCS 911 data center.    

 

Issue ComIT (Telecom Network) needs a secondary core switch. Currently, there is only 
one. Without a core switch, the City has no network. Without a network, the City 
is down.  

Recommendation Procure and install a backup core switch with failover capabilities. This should be a 
top priority.   

Recommendation Establish Cisco SLA for core switch. 
 

Issue ComIT (Telecom Network) indicates that more Internet capacity is needed.  
Recommendation It is recommended that Internet capacity be increased. This supports critical 

enterprise applications like Anasazi, InSite and many others that City users must 
have during disasters. 
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Issue The City’s wireless broadband has a singular dependency on Verizon’s Wireless 
4G voice and data communications.   

Recommendation Determine if portable equipment that utilize mobile hot spots are available for 
voice / data communications if Verizon towers or 800Mhz radio towers were to go 
down. This is the same type of equipment used by TV crews. 

Recommendation Establish and SLA with Verizon. 
 

Issue ComIT (Telecom Network) is concerned about the availability of hardware and 
the time it would take to get (replicate) what is being used. The order time from 
Cisco could take 2 – 3 weeks.  Some spare parts are stored on site as used 
equipment is replaced or upgraded, but this is a big risk to the City.   

Recommendation It is recommended that ComIT make special arrangements with Cisco for fast 
replacement of failed equipment. 

Recommendation Keep a catalogued inventory of spare parts; monitor inventory for missing parts 
and replenish. 

Recommendation Consider purchasing spare parts of hard to acquire or frequently used equipment 
and store off-site. 

 

Issue There are concerns about the reliability of the radio towers during a storm.    
Recommendation Analyze tower resiliency and develop a schedule to check towers (securing 

mechanisms, protective shelters, etc.).  
 

Issue The Radio Team has indicated that productivity suffers as a result of cumbersome 
and inefficient change procedures, purchasing, etc. 

Recommendation The Radio Team should work with the business office to identify processes that 
interfere with productivity.  Implement a process improvement initiative for those 
processes.  

 

Issue There is no identified successor for the team lead.  If that team lead were 
unavailable, the City of Virginia Beach would come to a halt and recovery of this 
City’s technologies would be extremely difficult.   

Recommendation Formerly name, cross train, and conduct an exercise to ensure that this most 
critical skillset is available. 

 

Information Security & Privacy Office 

Issue Ernie Forni within ComIT (Information Security & Privacy Office (InfoSec)) 
indicates that all knowledge to conduct a cyber-attack investigation is known 
only to himself and his staff and is not documented.  

Recommendation The Information Security & Privacy Office (InfoSec) needs to document the 
procedures to conduct a cyber-attack investigation. 
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Recommendation Identify specific vulnerabilities in information security and devise work around 
procedures for each. 

 

Issue The Team relies heavily on institutional knowledge and there is no successor for 
Ernie Forni which would leave the City highly vulnerable if he were unavailable. 

Recommendation Hire or determine a successor internally or externally and cross train to ensure if 
Ernie were not available the City’s data will be continue to be protected. 

 

 

Server Infrastructure Team 

Issue ComIT (Systems Support) is currently making critical power and backup power 
upgrades to the primary data center in Bldg. 2. However, some vulnerability still 
needs to be addressed. 

Recommendation Complete the data center improvements begun in Phase IV, Part 1 and Part 2 
(dependent on funding).  Specifically ComIT will do the following:                           

 Acquire a backup Uninterruptible Power Supply (UPS)   
 Purchase spare parts for generators, network and computing equipment   
 Move or regularly inspect water pipes above the Data Center   
 Secure electrical room with card access. 

 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue The ComIT (Media & Communications Group) plays a key role in disaster 
response.  It is highly reliant on the internet and wireless service.  It is frequently 
called upon at a moment’s notice which requires its members to login to the CVB 
network.  If they are not at the City or are at home, they are reliant on air cards 
and Citrix.  The air-cards are at times unreliable and the login process for Citrix is 
involved and tedious.  Citrix, as of late, has been slow and unreliable.   

Recommendation Since technology is an absolute must and the content reaching citizens could be a 
matter of life or death during an emergency, it is recommended that more reliable 
technologies be explored. 
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Issue ComIT (Server Infrastructure) does not have versatile backup and restore 
software capabilities. This is a prerequisite to any off site replication.  

Recommendation Improve backup and restore versatility by obtaining backup software that has 
improved connections between the virtual machines and iSCSI storage.  

 

Issue ComIT (Systems Support) is highly reliant on 2 network storage vendors (HP and 
NetApp).   

Recommendation Establish service level agreements with storage vendors 
 

Issue The response and recovery procedures for the ComIT (Server Infrastructure) 
team are not documented and largely held with one person.  If he were to be 
unavailable during a disaster it would put hardship on the City as his functional 
processes have not been transferred to an identified and trained successor.  

Recommendation Develop a ComIT Disaster Recovery Plan that includes this team and all other 
teams. Includes the identification of successors. 

Recommendation Cross train, prepare, and conduct an exercise so that the City is assured that this 
most critical skill set is available. 

 

Issue ComIT (Server Infrastructure) has no SLAs in place for provisioning core hardware 
equipment.  

Recommendation Identify critical vendors for goods and services that are required for recovery.   
Establish SLAs with them and determine their backup strategy as well.   

Recommendation Select and identify at least two alternate vendors that could provide the needed 
equipment. 

 

Database Team 

Issue ComIT (Database) supports ~ 60 database servers and ~ 400 databases in the 3 
primary data centers (Bldg 2, Bldg 30, Convention Center) and would be critical 
for any and all recovery activities. The team must be told by management which 
application databases have the highest priority (are most critical) for restoration.  

Recommendation ComIT management will prioritize the critical applications (RTOs less than 3 days) 
and provide this list to the Database team, and other related teams.   

 

Issue ComIT (Database) depends on documentation (admin identifiers and passwords, 
inventories, etc.) to conduct the restores.  

Recommendation It is recommended that ComIT establish a strategy to backup and distribute these 
identifiers and passwords securely. 

 

Issue ComIT (Database) is a very small team, so staffing is a concern. There is only one 
Oracle DBA on the team who could conceivably retire soon. Two critical 
databases (InSite and GIS) both reside on Oracle.  
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Recommendation It is recommended that cross-training occur for Oracle support or that a new 
Oracle DBA be hired. If not, try to identify a temporary resource to provide these 
capabilities and skills.   

 

 

Client Services Team 

Issue While any one person on the ComIT (Client Services) team is capable of 
performing all the necessary steps in the restoration process, primary and 
secondary successors have not been identified in the event the team lead is 
unavailable. 

Recommendation Cross train staff and name successors. 
 

COTS Team 

Issue ComIT (COTS) and (Database) teams are concerned about the storage and 
protection of Administrative User Identifiers and Passwords, which are the "keys 
to the kingdom".  How do you share this sensitive information with the right 
people that need to do the restores while protecting them from those who 
would cause harm? These highly sensitive administrative user IDs and passwords 
may not be available during recovery due to lack of procedures for backup and 
redundancy.  This would prevent restoration of City technologies. 

Recommendation It is recommended that ComIT establish a strategy to store and distribute Admin 
user identifiers and passwords securely. 

 

GIS 

Issue The GIS team is concerned about the unavailability of the Geodatabase, 
providing web mapping services, and applying map updates (Flood zone 
locations; shelter locations, etc.) for the 911 center and first responders.  Keeping 
the Geodatabase up and available for user access via the database server is a top 
priority.  

Recommendation Failover to a remote hosting service, e.g., regional data center. 
Recommendation Fire Dept. should keep map books (stored on PDF) updated and printed more 

frequently for emergency situations. 
Recommendation Develop a disaster recovery plan and work around procedures 
 

Issue Losing connectivity between Bldg. 30 and Bldg. 2 would impede the updating of 
base maps by the ComIT (GIS) team with service requests coming in related to 
response.  

Recommendation Develop manual work around procedures, e.g., walk the SRs from ECCS to the CGIS.   
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Issue In the event of disaster, one member of the CGIS team would be at the EOC and 
at least two other team members would play a support role back at the CGIS 
Offices, entering updates from the 911 floor like flood analysis, closed streets, 
downed trees and power lines, etc. that would facilitate first responder and 
damage assessment activities via a feed to the WebEOC application.  Losing 
connectivity between Bldg. 30 and Bldg. 2 would impede the service requests. 

Recommendation As a workaround, service requests can be hand delivered from Bldg 30 to Bldg 2.  
Other options can be explored when GIS develops their COOP plan. 

 

Customer Service 

Issue ComIT (Customer Service) indicates that the City has been doing business with 
ESI for a long time and it is assumed that they would provide loaner equipment if 
needed.  However, there are no SLAs in place. 

Recommendation Construct ESI contract to include continuity planning and service level requests in 
the event of a disaster. 

Recommendation Identify primary, secondary, and tertiary vendors.  Establish SLAs with each of the 
critical vendors. 

 

Issue ComIT (Customer Service) indicates that they would be unable to handle the 
surge in calls during a major disaster. 

Recommendation Determine requisite skill requirements at the time of a disaster.  Identify staffing 
vendors that can put bodies on the ground temporarily.  Establish SLAs with those 
vendors. 

 

Issue ComIT (Customer Service) has not documented or exercised disaster response 
procedures. 

Recommendation Develop a Disaster Recovery Plan that includes a succession plan.  
 

Oracle Program Group 

Issue ComIT (Oracle Program Group (OPG)) supports the Insite application, which is 
used by the City for payroll, accounting and other related functions including 
financial tracking, reporting on expenditures for individual bureaus, 
Grants/CIPs/special projects, procurement cards, data entry and reconciliation. 
Insite is hosted off site by a vendor in Austin, Texas. One VPN communications 
channel represents a single point of failure.    

Recommendation A second VPN concentrator and connection should be established in an alternate 
location in the event building 2 is unavailable.  

Recommendation A second print server for the City should be established outside the City municipal 
center in the event building 2 is unavailable.  

Recommendation A second print server for the Schools should be established outside the City 
municipal center in the event building 2 is unavailable. 

 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach228

Business Systems Team 

Issue ComIT (Business Systems) has observed that collaboration across City 
departments needs to be improved. Currently, each department has its own 
SharePoint site that is not accessible by other departments.  

Recommendation Establish a site owner for each department and publish city-wide so that all 
departments know who to contact to obtain permission to access sites from other 
departments.  

 

Issue There are no failover strategies in place. 
Recommendation Update the Cost Benefit Analysis for Hosting Options document, select and 

implement strategy. 
 

Web Engineering 

Issue ComIT (Web Engineering) has only 3 persons at the time of a disaster which is a 
major concern. 

Recommendation Consider hiring part time staff during a disaster. 
Recommendation Consider using other City employees with the requisite skill sets to assist during a 

disaster. 
 

Multimedia 

Issue Lack of connectivity would prevent the ComIT MultiMedia team from 
documenting storm damage for FEMA reports.  FEMA reports are necessary in 
getting emergency funds from the State and Federal. 

Recommendation Determine which articles of documentation are required for the FEMA reports.  
Devise work around procedures for those critical articles. 

 

Issue If ComIT (MultiMedia) lost connectivity they would be unable to get emergency 
media content, i.e., shelters, blocked roads, flooding, etc. out to the City. 

Recommendation Identify all communication vehicles for the City and select alternate avenues and 
work around procedures. 

Recommendation Make this a part of the DR plan and include in/update the EOC plan. 
 

Public Safety Program Group 

Issue Some of the ComIT (Public Safety Program Group (PSPG)) staff have over 40 years 
with the City and could retire any time, losing institutional knowledge.  

Recommendation Hire staff prior to retirement in order to transfer as much knowledge as possible. 
Recommendation It is recommended that this team cross-train to mitigate this risk.  
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Staffing, Support, and Resiliency 

Issue There is a widespread perception that ComIT does not provide good customer 
service. 

Recommendation It is recommended that all City departments have a ComIT technical support 
resource assigned to them, similar to DHS, to support their technology needs and 
provide advocacy for their organizations. 

Recommendation Establish a ComIT liaison that communicates regularly with City departments and 
provides a periodic report to ComIT management on issues and current state of 
affairs. This liaison would ensure expectations are properly set and that Customers 
experience a collaborative and positive experience with ComIT.  This person would 
be an advocate for the Customers but would be employed through ComIT. 

Recommendation Increase the number of staff or reset expectations by clearly defining a reduced 
scope of support to City Departments.  

 

Issue ComIT is not staffed to provide a quality level of support for emerging 
technologies, e.g., users shift to mobile, the capturing and use of big data, etc. 

Recommendation Increase the number of staff. ComIT will not be able to escape emerging 
technologies.  

 

Issue ComIT (Systems Support) indicated that it is imperative that ECCS stays up. The 
CAD (Computer Aided Dispatch) at ECCS is not integrated with the other systems. 
It is vendor supported. The same applies for telephony and the Motorola Radio 
systems. When ComIT assumed support responsibility for the ECCS Data Center, 
no transition occurred.  

Recommendation ComIT needs to conduct an ECCS support transition / knowledge transfer with the 
appropriate teams (Data Center, Server Infrastructure, Database, and others) to 
improve ComIT support capabilities for ECCS.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation It is recommended that vendor agreements be reviewed and strengthened, if 

necessary. 
 

Issue ComIT has no failover strategy for critical functions and applications to a remote 
site.  

Recommendation For critical applications (0 downtime and <3 days) that were identified in the BIA, 
select and implement the appropriate failover strategy, i.e., internal backup, cloud, 
reciprocal recovery, co-location, etc.  Take into consideration sensitivity of the 
data. 

 

Issue ComIT does not have a Disaster Recovery steering committee. The Applications 
Support Business Systems Team has championed the effort for the past several 
years, but this needs departmental buy-in and leadership going forward. 

Recommendation Establish a Disaster Recovery steering committee.  The steering committee will be 
responsible for but not limited to: 
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 Develop and document a senior management crisis management plan 
which lays out specific duties and responsibilities before, during, and after 
a disaster 

 Develop short and long term resiliency strategies for City technologies 
 Determine policies and procedures for systemic integration of disaster 

recovery, i.e., CIP development, project management, change 
management, etc. 

 Ensure ComIT’s DR & COOP plans adhere to the City’s Resiliency Office for 
City policies, regulations, directives, etc. (A City Resiliency office has not 
been established to date.) 

 

Issue ComIT does not have a Continuity of Operations Plan (COOP) to address all non-
technical responses and recovery requirements.  

Recommendation Develop a COOP that addresses but is not limited to: 
 Critical functions and dependencies 
 Alternate locations 
 Key personnel 
 Communication vehicles 
 Physical resources (phones, desks, etc.) 
 Detailed and staged recovery procedures  
 Legal and regulatory requirements 
 Scenario planning 
 Validation (exercise/test plans) 
 Maintenance 

 
**COOP planning information was gathered during the BIA and is identified in the 
individual summaries.  These summaries should be used when developing or 
updating COOP plans.** 

  

Issue ComIT does not have a Disaster Recovery Plan for the City’s technology 
infrastructure.  

Recommendation Develop a The Disaster Recovery Plan that addresses the resiliency of the City’s 
technologies.  A DR Plan includes but is not limited to:  

 DR policies & procedures 
 DR short term and long term strategies 
 Team response & recovery procedures 
 Backup and failover solutions 
 Vendors and service level agreements 
 Application criticality and prioritization list 
 Vital records 
 Alpha 1 personnel and succession 
 Targeted testing and exercising 
 Integrated testing and exercising 
 Maintenance plan 
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Issue Certain ComIT teams (Network, Server Infrastructure, Database, Client Services) 
would be central in the early recovery stages of a major disaster yet there are no 
documented recovery steps. 

Recommendation Document detailed recovery steps and develop a Disaster Recovery Plan. 
 

Issue ComIT (Business Center) often changes the procedures and forms that other 
functional teams use to procured goods and services.  

Recommendation The ComIT Business Center should streamline the procurement processes and 
procedures so that the various technology teams can be more productive with less 
“red tape”.  

 
Issue The Radio Team has indicated that productivity suffers as a result of cumbersome 

and inefficient change procedures, purchasing, etc. 
Recommendation The Radio Team should work with the business office to identify processes that 

interfere with productivity.  Implement a process improvement initiative for those 
processes.  
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Convention Center 
 
Issue The Convention Center (VBCC) is not designated as a shelter due to the proximity 

to the water and the vast array of south facing windows. However, it is 
designated as the primary receiving and staging area for emergency supplies.  It 
is also designated by the State as an inoculation area. VBCC serves as a power 
and network hub for public safety entities (Fire Station, Police 2nd Precinct, EMS) 
in that vicinity of the City. Much of the power supply currently goes to the public 
safety entities, e.g., Fire Station. The Convention Center would like to have 
access to more power (for limited emergency lighting, annunciator, pumps, 
sprinkler systems, etc.) as a staging area for emergency supplies if the Fire 
Department does not need the excess power.     

Recommendation It is recommended that an investigation be done by an electrical engineer of the 
potential to utilize Switchgear Technology to divert some of the power dedicated 
to the Fire System while not in use. This would allow power to be used for other 
facility functions, improving our ability to support recovery services. All diverted 
back power would be immediately re-directed back to the Fire System upon its 
activation. 

 
 
Issue The Convention Center is being used as a communications network hub for the 

public safety entities that are closest to it, including the Police (2nd Precinct), Fire 
Station, and EMS. These public safety functions are critical at the time of a 
disaster and this is a single point of failure. 

Recommendation Provide redundant power, air conditioning, generator and computing equipment 
resources to keep this data center available at all times. 

 

Issue There are no recovery plans in place. 
Recommendation Develop a Continuity of Operations Plans (COOP) for all three divisions.  A COOP 

addresses all non-technical response and recovery requirements.  A COOP includes 
but is not limited to: 
  

Critical functions and dependencies 
Alternate locations 
Key personnel 
Communication vehicles 
Physical resources (phones, desks, etc.) 
Detailed and staged recovery procedures  
Legal and regulatory requirements 
Scenario planning 
Validation (exercise/test plans) 
Maintaining the plan 
 

As part of the COOP plans but requiring more immediate attention is the reliance 
on Verizon and Cox.  The following three considerations should be addressed: 
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Option A – Verizon is out, how fast can we switch to Cox? 
  
Option B – Cox is out, how fast can we switch to Verizon? 
  
Option C– Grant access to Public Safety Officials using Smart City’s Network. Smart 
City is a contractual vendor with the VBCC.  
  
An emergency services agreement with Smart City for internet access would need 
to be created. 
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Cultural Affairs 
 
Issue Cultural Affairs operates out of the Sandler Center, which contains some very 

expensive statues and art work that may be vulnerable in a disaster. 
Recommendation Cultural Affairs at the Sandler Center should review the SLA with Global Spectrum 

for disaster response and recovery language and make improvements if necessary. 
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ECCS 
 
Issue All key functions at the ECCS 911 Center in Bldg 30 will cease to function without 

power.   
Recommendation Test the UPS and 2 generators at Bldg 30 on a regularly scheduled basis.  
Recommendation Keep generator fuel tanks full at all times.  
Recommendation Ensure backup fuel supply availability and access.  
 
 
Issue The ECCS Data Center cannot be expanded without making power improvements.   
Recommendation Upgrade the step down transformer.  
 
  
Issue The Municipal Center buildings rely on a single network core switch located in the 

primary Data Center in the Operations Building (#2). The ECCS Data Center does 
not provide a backup network core switch.    

Recommendation Install a backup network core switch at ECCS and connect all buildings via fiber 
optic cabling at the Municipal Center to both core switches in both buildings. This 
eliminates a single point of failure for a critical function and provides failover.  

 
 
Issue There is only one Internet connection for the City, which is located in the primary 

Data Center in the Operations Building (#2). The ECCS Data Center does not 
provide a backup Internet access if the primary connection fails.    

Recommendation Install a backup Internet connection at ECCS and connect all buildings via fiber 
optic cabling at the Municipal Center to both Internet connections in both 
buildings. Must install Internet hardware to connect the ECCS Data Center to the 
Cox Internet Service Provider and pay annual subscription costs. This eliminates a 
single point of failure for a critical function and provides failover.   

 
 
Issue A primary requirement for ECCS is to have Verizon telephone service which is a 

single point of failure that severely hampers public safety operations when 
telephone service becomes unavailable, as was the case in June 2012 when 
aggressive straight line winds known as “Derecho 2012” knocked out towers, 
power, generators and service for more than 3 million people in northern Virginia, 
DC and Maryland.  Verizon service in Virginia Beach was also lost on Mothers’ Day 
in 2006 when a trunk line was accidentally cut. 

Recommendation Explore workarounds for Verizon service going down at ECCS, e.g., Determine if 
any mobile hot spots are available for voice / data communications backup if 
Verizon towers or 800Mhz radio towers go down. This is the same type of 
equipment used by TV crews. 

Recommendation Establish a service level agreement (SLA) with Verizon to put the City functions 
ahead of other customers in a disaster.  

 
 
Issue The primary concern for ECCS is to keep telephone service up and running. If 
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ECCS's private branch exchange becomes unavailable, ECCS can fail over to the 
City's line but ComIT would have to make the switch and not ECCS. 

Recommendation Test the failover to the City’s private branch exchange on a regularly scheduled 
basis.  

Recommendation Document process and procedures that ComIT must perform to make the switch. 
 
   
Issue There is no backup option if CAD becomes unavailable at ECCS. CAD is not 

integrated with the other systems. It is vendor supported by Cassidian, who 
provides monitoring and catches problems in the system and then contacts CPORT 
when an error is detected. CAD’s primary functions are to automate call-taking and 
dispatching-related tasks, but the CAD system is an aggregation point for a number 
of interfaces to various additional systems. These interfaces vary in complexity and 
importance. The most important interfaces (in no specific order) are E9-1-1 
(facilitates the transfer of ANI/ALI data to the CAD for case entry purposes), APCO 
MEDS (Emergency Medical Dispatch), Paging and Alerting (Notifications, 
particularly for Fire/EMS alerting) and NCIC/VCIN/Local Warrants access, which is a 
critical component to officer safety. 

Recommendation Develop backup plans or workarounds for the following CAD functions: E9-1-1 
(facilitates the transfer of ANI/ALI data to the CAD for case entry; APCO MEDS 
(Emergency Medical Dispatch); Paging and Alerting (Notifications, particularly for 
Fire/EMS alerting); and NCIC/VCIN/Local Warrants access. 

Recommendation Establish or strengthen service level agreement (SLA) with Cassidian to include 
equipment maintenance and service, backup processes, redundancy, monitoring 
and notification.                                                                                                                                                                                                                                            

 
 
Issue Radio service (800 Mhz) is used heavily by first responders and by the jail. In 

addition to the radio network itself, ECCS utilizes a hardware component in the 911 
center (a radio console “black box” on the dispatch workstations) and two 
software components, the Motorola Elite Dispatch interface and Radio Control 
Manager. The Motorola MCC7500 is the tool that allows ECCS to select specific 
radio talk groups, send alert tones, manage volume, radio patches, simulcasts, etc. 
The Radio Control Manager is another program associated with that system that 
assists ECCS with emergency button activations from the radios (used in situations 
where first responders are in danger) as well as other tasks like “inhibiting” a lost 
radio (preventing it from accessing the network).  

Recommendation Test the backup “radio phone” device in the 911 center on a regularly scheduled 
basis should the MCC7500 software interface become unavailable. 

Recommendation Test the functionality and procedures for the Radio Control Manager on a regularly 
scheduled basis to ensure the safety of first responders.  

Recommendation Validate the radio tower’s resiliency to wind and other hazards on a regularly 
scheduled basis. Replace structural components that secure the tower regularly. 

Recommendation Establish and/or strengthen service level agreement (SLA) with Motorola - Gately 
Communications to include equipment maintenance and service, backup 
processes, redundancy, monitoring and notification.                                                                                                                                                                                                                                            
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Issue ECCS is located in Bldg 30 and acts as the City’s communications hub for public 
safety before, during and after any disaster. If the 911 Center were to become 
unavailable for any reason, an alternate location would have to be established as 
the communications hub for public safety. 

Recommendation Prepare Bldg. 18 to be the backup EOC command center if Bldg. 30 were to 
become unavailable. 

Recommendation Test a migration to Bldg 18 on a regularly scheduled basis. 
Recommendation Update and test COOP plan on a regularly scheduled basis. 

Issue When ComIT assumed support responsibility for the ECCS Data Center, no 
transition occurred. ComIT supports the Public Safety radio communications and IT 
application systems. Vendors provide support for their applications. 

Recommendation ComIT needs to conduct an ECCS support transition and knowledge transfer to 
improve ComIT support capabilities for ECCS and establish clear boundaries for 
ComIT versus vendor support.  

Recommendation A monitoring process should be incorporated into the transition plan. 
Recommendation An information security and cyber-terrorism strategy should be incorporated into 

the transition plan. 

Issue The wiring at the ECCS data center is hanging above the equipment and is not 
labeled or organized in cable trays, which potentially would slow down any 
emergency maintenance or cause disruption during normal maintenance.  

Recommendation Organize and label the wiring and cables in the ECCS data center. 

Issue ECCS is concerned about the procedures for feeding and housing staff in the event 
of a disaster. 

Recommendation Access and strengthen the procedures to feed, house and take care of staff 
working at eh 911 Center during a disaster.  

Issue The ECCS data center relies heavily on Motorola for service.  ComIT does not have 
SMEs for Motorola equipment. 

Recommendation Hire Motorola SME and cross train. 

Issue ComIT did not develop and conduct an official transfer of equipment and 
applications when ComIT took over support of the ECCS.  As a result ComIT 
personnel aren’t certain which servers are theirs and where they are located. 

Recommendation Inventory and map of all equipment in the ECCS data center and the primary data 
center. 
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of a disaster. 
Recommendation Access and strengthen the procedures to feed, house and take care of staff 

working at eh 911 Center during a disaster. 

Issue ECCS is concerned about the procedures for feeding and housing staff in the event 
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Economic Development 
 
Issue  None. 
Recommendation   
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EMS 
 
Issue Emergency Medical Services (EMS) greatest concern for citizens during a disaster 

is potable drinking water and sufficient waste removal.  Chief Edwards noted that 
the Moore’s Bridges Water Treatment Plant, constructed in 1873, is a single point 
of failure for the water supply for the Virginia Beach residents and visitors with an 
antiquated infrastructure.  

Recommendation The recommendation is to access the facility, which is owned and operated by the 
City of Norfolk, to better understand the vulnerabilities for the City of Virginia 
Beach. 

Recommendation Revisit any agreements between Norfolk and Virginia Beach to ensure they are 
current and meet present and future needs, including how emergencies will be 
handled.  

 
 
Issue Emergency Medical Services (EMS) stated that Records Management Services 

(RMS) stores contact info (name, address, etc.) for EMS volunteers on a MS Access 
database. Reported as “weakest link”.   

Recommendation Identify why RMS is the weakest link. Ensure that this database is backed up by 
ComIT and also sotred in the Volgistics database located in Michigan (via Volunteer 
Resources). 

 

Issue Emergency Medical Services (EMS) depends on CAD, an 800 Mhz radio system, 
and mobile data terminals (MDT) in order to function.  These applications are 
supported by GIS, the Radio Team in ComIT, and Customer Service within ComIT. If 
one radio station is disrupted, the whole system is impacted. 

Recommendation Ensure that all radio towers are maintained and secured so that no disruption 
occurs. 
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Finance  
 
Issue Finance (Debt & Financial Services) has a debt services payment schedule prepared 

well in advance of becoming due. The Treasurer’s Office has the schedule and 
ultimately makes payment. Finance is very dependent on Leigh Kovacs in the 
Treasurer’s Office to make debt service payments on time.  

Recommendation Ensure there is a backup role to perform this function for Leigh is she is not 
available.    

   
 
Issue During a disaster, Finance (Accounts Payable) would be identifying the priorities of 

people who need to be paid and when. Contractors and others doing cleanup and 
relief work after a disaster would not work without getting paid.   

Recommendation Write manual checks for a short duration.  
Recommendation Ask Departments to pay using PCards (City procurement cards); BOA would have to 

raise limits. 
Recommendation The City Treasurer could make suppliers a Paymode customer and debit accounts 

via ACH. 
Recommendation The City Treasurer could wire payments. 
 
 
Issue Workers need to get paid to work, especially during a disaster. Finance (Payroll) 

has a workaround for paying employees if the InSite application is unavailable, 
which is processing the last payroll run (detailed in the Emergency Operations 
plan). Payroll & Leave Specialists (PALS) are time keepers that roll up and process 
time and leave entries for their respective departments.  

Recommendation Formal policies and procedures need to be established for paying employees 
during a disaster event. 

Recommendation In the case of emergency, payroll needs means and capability to grant (PALS) 
additional responsibility and authority to work with departments other than their 
own. This would improve the efficiency and capability of payroll processing during 
emergencies. 

Recommendation Human Resources would need to let Finance know which employees had joined, 
left, been on vacation or had exceptions since the last payroll run. 

 
 
Issue During a disaster, Finance (Risk Management) may not know what needs to get 

done and who is available to do it. This creates a chaotic environment.  
Recommendation 1. Update the lines of succession in the Finance COOP plan so that 

management knows who can perform specific roles and duties.   
2. Keep a rolling master calendar of activities that indicates work that must 

be done over the next 10 – 15 days. 
3. If you know what tasks must be done and who is available to do those 

tasks, you have a good start on which tasks can be accomplished and what 
gaps must be filled. 
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Issue Finance (Risk Management) indicates that there may not be enough first 
responders available to perform all of the work that needs to get done when 
recovering from a disaster.    

Recommendation The Virginia Beach Community Emergency Response Team (VBCERT) program, 
sponsored by the Fire Department, educates citizens about disaster preparedness 
for hazards that may impact their area and trains them in basic disaster response 
skills, such as fire safety, light search and rescue, team organization and disaster 
medical operations. Using the training learned in the classroom and during 
exercises, VBCERT members can assist others in their neighborhood or workplace 
following an event when professional responders are not immediately available to 
help.  VBCERT members also are encouraged to support our emergency response 
agencies by taking a more active role in emergency preparedness projects in their 
community. This could possibly conflict with the Finance Department’s COOP plan.  

 
 
Issue Within 2 days after an incident, the Fire Department provides a preliminary 

assessment to VDEM. Soon after, FEMA sends teams in. That’s when Finance (Risk 
Management) gets involved to manage the public assistance function where the 
City is reimbursed for damages caused by the event.  Risk Management must also 
replenish the escrow account with Corvel.  Accounts payable makes wire transfers 
to Corvel. Indemnity gets paid through Payroll, they don’t cut separate checks. 
Must pay twice per month.  If injured since last payroll run, may not be in the 
payroll workaround.   

Recommendation Develop a procedure for people injured since the last payroll run to get paid via 
Workers Compensation.   

 
 
Issue Finance (Debt & Financial Services) would continue to make debt payments in a 

disaster and is highly dependent on Leigh Kovacs in the Treasurer’s Office to make 
this happen.  

Recommendation Ensure there is a backup role to perform this function for Leigh is she is not 
available. 

 
   
Issue Finance (Payroll) indicates that InSite access is a single point of failure that has not 

been addressed. Communications have been unreliable at times.  There is only one 
way to access Insite via Citrix or VPN.  If this goes down, the whole system goes 
down.  

Recommendation It is recommended that an alternative/added access point to Insite be established.  
 
 
Issue Finance (Payroll) needs to establish better communications with ComIT. If Citrix or 

VPN goes down, this should be communicated to Central Payroll by ComIT. 
Recommendation If Citrix or VPN goes down, this should be communicated to Central Payroll by 

ComIT. Establish new procedure to accomplish this communication channel.  
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Issue Each City Department has their own Payroll & Leave Specialists (PALS) responsible 
for keeping and reporting time for their Department. Time, leave, etc. across 
Departments gets reported to Finance (Payroll) and rolled up for processing.  

Recommendation Finance recommends putting in a city-wide time and labor management system.  
There is an existing ESS Oracle module that may be explored.  However, there are 
much more efficient and robust labor management systems on the market. 
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Fire 
 

Issue The Fire Department needs unified direction from City Management during a 
disaster. 

Recommendation Develop a clear management succession plan for the 3 Deputy City Managers.  
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Housing & Neighborhood Preservation 
 
Issue  None. 
Recommendation   
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Human Resources 
 

Issue InSite was deployed in 2008. Human Resources (Staffing & Compensation) reports 
that all employee records before 2008 are stored on paper in Bldg 18. These 
records contain demographics and personally identifiable information (PII) which 
makes them sensitive. 

Recommendation Digitize and secure sensitive paper employee files that contain PII.  
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Human Services 
 
Issue All DHS (Personnel/Payroll/Training) HR/Payroll users must exit InSite when the 

Finance Payroll Office runs payroll processes.  
Recommendation It is recommended that this situation be corrected, if possible. 
 
 
Issue DHS (Transportation Services) makes ~385 trips per day (500 – 600 clients per 

month) primarily to support Medicaid funded programs that require consumers to 
show up on time. If consumers arrive 15 minutes late, the program could be 
penalized for 2 – 4 hours of funding. If Transportation Services does not operate, 
the programs are empty. Transportation Services is not automated. It is reaching a 
point where they need better communications with drivers. They need to start 
tracking services, i.e., enter service date and bill in the field. Loss of telephones 
would be a disaster because drivers must call in.  

Recommendation It is recommended that Transportation Services be automated by using an 
application that can be used by drivers to track services and communicate with the 
central office.   

 
 
Issue The DHS (Information Technology) team would like to centralize InTrust digital 

certificates for secure email.  
Recommendation Centralizing InTrust digital certificates for secure email is recommended for the 

DHS Information Technology team since DHS has many sensitive communications 
that must occur.   

 
 
Issue There is a ceiling leak over the paper file room at DHS (Recovery Center).  
Recommendation Fix the ceiling leak over the paper file room at the DHS Recovery Center.   
 
 
Issue DHS (Child & Youth Services) needs a hardened room for filing HIPAA protected 

documents, e.g., signature pages. 
Recommendation Secure a safe location for DHS to store HIPAA materials.  
 
 
Issue DHS (Emergency Services) has concerns of pre-screener mobility.  City vehicles are 

not provided.  The amount of staffing during an event may not be adequate.  There 
is a pool of part time pre-screeners in surrounding cities. DHS Emergency Services 
may have to rely on Police if transportation is unavailable.  

Recommendation It is recommended that they collaborate with Williamsburg for pre-screeners who 
are versed in Anasazi in the event of a disaster.   

Recommendation Another alternative is to tap into the Community Services Board (HPR5) for 
certified pre-screeners in the event of a disaster.  

Recommendation Non-emergency pre-screeners should be identified and secured with Alpha 1 
status. 
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Issue DHS (Emergency Services) recommends that the broken generator at the 

Residential Stabilization Center be replaced. If the power were to go off, they 
would have to turn everyone out on the streets. 
 

Recommendation Fix the broken generator at the Residential Stabilization Center.   
 
 
Issue The DHS (Harbour House) gives the City’s most vulnerable consumers a place to go 

during the day (transportation is provided) where they can receive treatment (the 
team administers medications all day long). The staff manages medical and 
psychiatric crises on a daily basis Even though The Harbour House is closed on 
weekends, the criticality is zero down time because consumers barely make it 
through the weekends. Mondays, Fridays and holidays are especially difficult for 
them. This Adult Psychosocial Day Support team function is critical because it 
provides necessary support for vulnerable mentally ill people who, without this 
support, may be dangerous to themselves or others. Serious drug users need step-
down drug treatment and a place to go during the day for rehabilitation. It 
improves the health of consumers, while decreasing costs associated with episodic 
health events, hospital admissions and re-admissions, and the unnecessary use of 
emergency departments, medical services, and equipment. 
The physical building is important for this function because consumers go there for 
medications and psycho-educational and skill development activities. If the facility 
were to be closed due to an incident, another facility would need to be identified. 
In the past, DHS Social Services on VB Blvd has served as a backup facility  

Recommendation Identify a backup facility for consumers if the Harbour House were forced to close. 
 
 
Issue DHS (Prevention Services) would like to be able to page staff and forward City calls 

to cell phones. 
 

Recommendation  Enter text here 
 
 
Issue DHS (Financial Assistance) needs to identify the space/location for citizens that 

need disaster food stamps to come to get them. This has been an issue in past 
hurricanes. Libraries or Parks & Recreation may provide this space, but it needs to 
be identified before the incident. 

Recommendation Identify locations(s) to dispense emergency food stamps and determine how to 
publicize to recipients before the incident.     

 
 
Issue DHS (Crisis Services) needs more in-house technical support. Anasazi is not easy to 

use and takes too much time to enter data and is up and down a lot. Chesapeake 
uses Credible and it takes half the time to enter data. Anasazi was not configured 
around DHS business processes but should have been. 
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Recommendation ComIT should work with Crisis Services to streamline Anasazi configuration and/or 
business work flow.     

 
 
Issue The two staff members at DHS (PATH Homeless Services) have only one vehicle but 

need two so that they can go to the homeless camps to check on people during a 
disaster. 

Recommendation Consider providing PATH staff members with an additional vehicle.     
 

Issue DHS (Financial Assistance) needs an appointment scheduling tool that is hosted 
and supported by ComIT.  

Recommendation Explore using 3W staff scheduling software that Libraries is using or WhenToWork 
that Museums is using.     
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Libraries 
 
Issue Libraries performs records management for all other City Departments, Schools, 

and Courts as specified in the Virginia Public Records Act [Code of Virginia (§ 42.1-
88)]. Although each City Department also stores its own records, Susan Marziani 
(Libraries Public Records Manager) is exploring an enterprise-wide (City) electronic 
records management plan. Many records are still on paper in Bldg 19, Leroy Drive 
(2 locations) and the Judicial Center. The Central Library has an archives collection 
with local history.   

Recommendation Although some records are stored by Iron Mountain, there needs to be contracts in 
place to ensure the protection of all documents stored on the Libraries behalf.  
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Media & Communications Group (MCG) 
 

Issue The login process for Citrix is involved and tedious.  Citrix, as of late, has been slow 
and unreliable. In normal day-to-day operations the reliability of technology is 
critical to effectively and expeditiously respond to requests.  Often MCG staff is 
called during off hours (nights and weekends) to respond to time sensitive issues.  

Recommendation Simplify Citrix login procedures and correct reliability issues.  
Recommendation Migrate to a more reliable remote communications tool.  
 

Issue The technology used, Citrix and the air cards, have proved to be unreliable.  Since 
technology is an absolute must and the content reaching citizens could be a matter 
of life or death during an emergency, it is recommended that more reliable 
technologies be explored.  

Recommendation Find a more reliable form of communication.  Citrix and air cards are not 
dependable and since the content reaching citizens could be a matter of life or 
death, more reliable technologies should be acquired. 

 

Issue While MCG can log in to email at the EOC, they are not able to log into the MCG 
site.  This forces them to use Citrix even in the EOC which has already been 
deemed unreliable.  

Recommendation Provide direct access to the MCG site without having to go through Citrix. 
 

Issue  Patrice to complete why MCG should participate in Finance COOP.  
Recommendation  Participate in the development of the COOP for the Department of Finance. 
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Museums & Historic Resources 
 
Issue  None. 
Recommendation   
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Office of the Commonwealth’s Attorney (OCA) 
 

Issue The OCA is so tightly coupled with the state court system that any COOP planning 
needs to be coordinated with their activities. 

Recommendation Coordinate OCA COOP with state activities. 
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Parks & Recreation 
 

Issue Citizens may not have sufficient time, or be able, to evacuate the City under a 
pending hurricane. Existing shelters may not have the capacity to hold a large 
number of citizens trapped during or after a storm. 

Recommendation Parks & Recreation facilities could be used as shelters for those Citizens who are 
not prepared, e.g., elderly and affirmed, cooling stations, makeshift hospitals. 

Recommendation Parks & Recreation could staff shelters for children during emergencies so that 
parents across the City could be available to help with recovery efforts. 

Recommendation There are 6 recreation centers that could be included as shelter alternatives in the 
EOC Plan, along with the Central Library, if schools and other shelters are not 
available. Permanent or portable generators would be required for identified 
shelter locations.  
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Planning and Community Development 
 
Issue Keeping the Plan Track database up and running to support the DSC functions is 

the primary concern for Planning.  Plan Track is an MS Access database that was 
developed in 2004 and runs on SQL Server. There has been no ComIT support, 
which is especially needed now until Accela is fully functional in ~ 1 year.  

Recommendation ComIT should provide support for the Plan Track database during the migration to Accela. 
Confirm that Darla Costa (ComIT) has this activity in her job description.   

 
 
Issue Planning needs Computer-aided design (CAD) software to integrate DPW 

standards and design into site plans. Examples include: adding manhole to a site, 
draining a back yard, need to cut curb. This will be needed even more in a disaster. 

Recommendation Check into the possibility of getting additional licenses for the existing DPW CAD 
software (Autodesk Design Review, Bentley View 8.1, Eagle Point, InterPlot, 
MicroStation CAD).  

Recommendation If no existing software will work, Planning should initiate procurement activities.  
 
 
Issue Planning indicates that the HEAT ticket system is inefficient.  
Recommendation <need more details from Planning>  
 
 
Issue Planning is under many time constraints due to City and State regulations. After a 

major disaster, it is not known whether these time-related work flows could be 
relaxed.  

Recommendation Determine in advance which time-related workflow requirements would be 
relaxed.  
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Police 
 

Issue It is common for fuel to be an issue during disasters. Police vehicles need fuel to 
respond to emergencies.  

Recommendation Move Veeder-Root to the City network.   
Recommendation Ensure fuel tanks are full before known disasters to prevent degradation.  
 

Issue There is zero down time for Police logistical support and equipment supporting 
property and evidence. If there are any errors, lawyers will win case. 

Recommendation Ensure that the storage room for property and evidence is hardened to disasters. 
 

Issue The telephones used for crime reporting to the Police Telephone Reporting Unit 
cannot be down for more than 2 days or they will fall so far behind in paperwork 
that they will never catch up. All Police reports are still done on paper and 
subsequently entered (keyed) into the system. This causes work to get backed up 
waiting for data entry.  

Recommendation Reengineer the business processes and IT systems to bring them current.  
Note: There is a project currently underway to accomplish this.   

Recommendation Move communications (voice, email, IM) to an offsite cloud provider to improve 
resiliency. 

 

Issue Police require that the jail be kept operational. The VBSO plans to shelter-in during 
disasters.  

Recommendation Identify an alternate location where inmates could be transferred to in an extreme 
emergency. 
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Public Utilities 
 

Issue Public Utilities (Business Services) will need a place to work if Building 2 becomes 
unavailable. Customers (135,000 accounts) need to be able to communicate via 
Telephone or Internet in order to turn water off during flooding events and turn 
water on for new customers. If the IVR system goes down, calls will be re-routed to 
in-person (4631) through IVR to ACD. DPU Business Services would need available 
staff and a bank of computers with web access to respond to customer calls. 

Recommendation DPU Business Services should have a backup plan in case Building 2 becomes 
unavailable. The plan should be part of the COOP Plan and identify the staff, 
equipment and alternate work site location.  

 

Issue The ability for Public Utilities (Operations) to get to the pump stations to refuel 
existing generators, set up portable generators for those pump stations without 
one, or repair damages is a primary concern. When Hurricane Isabelle struck 
Virginia Beach in 2003, over 200 pump stations (out of 384) were without power.  
Crews could not get to them due to fallen trees and flooded roads. DPU would 
depend on Public Works to clear the roads during and after a significant storm.  

Recommendation Establish and/or validate agreements with Public Works to put Public Utilities 
requests ahead of less important requests to clear roadways for crews. 

 

Issue Public Utilities heavily uses the in-house software developed by Ian Wright 
(PURRS) http://puweb/purrs/. The software is written around the old version of 
GIS, while GIS is currently being upgraded. 

Recommendation Ensure that PURRS gets updated and tested with upcoming GIS versions.  
 

Issue Public Utilities is dependent on two Hampton Roads Sanitary District (HRSD) 
treatment plants to treat wastewater.   

Recommendation Evaluate the vulnerability of HRSD’s two treatment plants and establish a DPU 
response in the event HRSD were to become unavailable. 

 

Issue Public Utilities is responsible for the provision of potable drinking water for the 
Virginia Beach residents and visitors. Moore’s Bridges Water Treatment Plant, 
constructed in 1873, is a single point of failure for the water supply.  

Recommendation The recommendation is to access the facility, which is owned and operated by the 
City of Norfolk, to better understand the vulnerabilities for the City of Virginia 
Beach. 

 

 



ComIT Master Technology Plan (Appendix I)  |  City of Virginia Beach258

Issue The Public Utilities Dam Neck Operations Center is has been hardened to a class 2 
hurricane but the radio tower receiving SCADA transmissions is susceptible to 
wind. 

Recommendation Evaluate additional reinforcements to the tower. 
Recommendation Monitor reinforcements to the tower on a regular basis. 
 

Issue The Public Utilities SCADA software architecture is vulnerable to cyber-attacks. 
Recommendation Upgrade SCADA software to newer version (in progress). 
 

Issue The radio tower at the Public Utilities Dam Neck Operations Center is next to the 
highway without adequate protection against a large vehicle hitting the tower. 
There is a guard rail there but it would not stop a large vehicle. 

Recommendation Install a stronger barricade/guard rail. 
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Public Works 
 
Issue 17 engineers in DPW (Water Resources Management team) have to share 100 GB 

of network space which is not enough. They need 1 TB each. They are currently 
sharing files using thumb drives.  

Recommendation It is recommended that additional network space be obtained for them.   
 
 
Issue DPW (Building Maintenance) indicates that the central cooling plant has no 

generator.  
Recommendation Install a generator at the central cooling plant.  
 
 
Issue DPW (Building Maintenance) has multiple single points of failure that must be 

monitored by multiple systems from multiple manufacturers and vendors. 
Currently, each vendor (Siemens, Johnson, Trane, Barber- Coleman, Alerton, 
Advanced Logic, and others) has unique applications with user interfaces that must 
be individually monitored.  

Recommendation Move forward with the procurement of a BACnet product, which is a 
communications protocol for building automation and control networks that will 
enable different devices from different vendors to be monitored from one console 
as if they were integrated.  

 
 
Issue DPW (Building Maintenance) has recently installed an auto transfer switch to the 

generator at the Operations Center Data Center (Building 2). There is a task order 
to add an additional generator for that building.  

Recommendation Add an additional generator for Building 2.  
 
 
Issue DPW (Traffic Management Operations) used to have a 5-day generator but now 

the whole Dam Neck yard is sharing that single generator.  
Recommendation Prioritization of power usage at time of disaster needs to be discussed and 

formalized.  
 
 
Issue DPW (Traffic Management Operations) has a network consisting of an 87 linear 

mile fiber optic cable backbone, 48 miles of twisted pair copper cable, and 43 
closed-circuit television cameras and is interested in sharing the fiber network 
infrastructure with ComIT and other City Departments.  

Recommendation ComIT should utilize the excess DPW network capacity.     
 
 
Issue DPW (Traffic Management Operations) does not have call trees established.   
Recommendation Establish call trees.  
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Issue DPW (Contracts Office) provides contract support services for a vast variety of 
service and construction contracts. They are currently using in-house apps and 
spreadsheets to invoice over 500 pay items under multiple CIPs and cannot close a 
contract until 100% balanced. When change orders get added, rates 
increase/decrease, or documents get lost it causes major problems. They are 
constantly making revisions to accommodate the business process. Contracts 
should be very transparent. Reimbursement is a key part of FEMA contracts.   

Recommendation Obtain an enterprise contract management application for the Contract Office. 
First look at existing City applications, like Accela, to determine if the City already 
has an application that can meet the needs of the Contract Office.  

 
 
Issue DPW (Real Estate Office) is charged with land acquisition for all City agencies.  They 

purchase ~500 parcels per year at approximately $20M and sell approximately 
$1M per year. If they cannot buy it, the City cannot move forward with their plans, 
e.g., Convention Center. They have been trying to get ComIT to help automate 
their current Real Estate system for 6 years. They submitted a Project Request on 
8/9/12 but have no money to pay for the work. 

Recommendation Find a way to help the Real Estate Office improve their system and database so 
that the team can become more productive.  

 
 
Issue DPW (Fleet Management) is responsible for maintaining all motorized and rolling 

stock, fuel sites, generators, and procurement activities. The team does full life 
cycle fleet management, which means they purchase, maintain and dispose of all 
of the 3,582 units currently in inventory.  If it flies, drives or floats, this tiny division 
supports all other City Departments. Access to fuel supplies is the primary concern 
during a disaster. Every fuel source requires crossing bridges. During Isabelle, Fleet 
Management had to buy fuel from West Virginia because the bulk site terminals 
had no power. Reggie has to get a (ethanol) waiver to go outside the area to buy 
fuel. Fuel is a foundation resource that depends on Veeder-Root which runs on a 
standalone PC in a trailer with a leaking roof.  Veeder-Root monitors fuel tank 
capacity and automatically reorders fuel when low for over 300 fuel tanks.   

Recommendation Veeder-Root needs to be on the City network to make the City more resilient. This 
should be a top priority among all of the recommendations.  

 
 
Issue DPW (Administrative Services) has many important plans stored only on disc or 

flash drives. 
Recommendation Organize the file room and load important documents into Laserfiche. 
 
Issue DPW (Operations Management Admin) functions are critical because they dispatch 

crews to the response locations before, during and after any significant incident. 
The Dam Neck facility would be the DPW Operations Center in such events. DPW is 
very dependent on using this physical location as the response hub.   

Recommendation Be prepared to relocate if the Dam Neck facility becomes unavailable.  
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Issue DPW (Facilities Management) emphasized the dependence on Verzion and 800 
Mhz radios across the City. If these communications become unavailable, there is 
no backup. 

Recommendation Determine if mobile hot spots are available for voice / data communications 
backup if Verizon towers or 800Mhz radio towers go down. This is the same type of 
equipment used by TV crews. Investigate this option.     
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Real Estate Assessor 
 

Issue Property record cards for all commercial and tax exempt land use are vital records 
stored only on paper in Bldg. 18.  

Recommendation Digitize (scan) property record cards to protect from loss or corruption.  
 

Issue When a storm damages crops or property, FEMA requires a damage assessment, 
by parcel, within 72 hours. There are 20 appraisers who must assess the damage 
for the entire City. They often start work before the storm ends to perform this 
activity. 

Recommendation Ensure that there are enough appraisers available to perform the work within 3 
days, e.g., have fueled vehicles that can get to the properties. Have backup 
appraisers ready. 

 

Issue If appraisers had to do a storm damage assessment in August, it would likely delay 
the delivery of the Land Book, which is due by 9/1. 

Recommendation Have a contingency of backup appraisers and office staff available that can be 
brought in to assist full time staff to get the job done in the reduce time frame. 

 

Issue The Annual Report to City Council, which is used to determine tax rates, is due by 
March 1. Staff could not deliver if delayed for a full week or more. 

Recommendation Have a contingency of backup appraisers and office staff available that can be 
brought in to assist full time staff to get the job done in the reduce time frame. 
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Sheriff’s Office  
 
Issue VBSO uses ~550 Radios for Sheriff Officer’s to communicate with each other. 

When ComIT switched the 800 Mhz radios to digital, reception at the jail went 
down significantly. This is a problem that needs to be corrected. 

Recommendation The VBSO should open a HEAT ticket and provide as many details (which jail, 
exactly when this issue started, was anything else changed during the time when 
this problem started, etc.) as possible. If they cannot open a HEAT ticket, they 
should get someone within ComIT do so on their behalf.      

 
 
Issue VBSO would like to make sure that they can use their telephones during an 

emergency. Sometimes the lines get so busy in these events that calls cannot be 
made.  

Recommendation VBSO should submit an online application at http://www.dhs.gov/government-
emergency-telecommunications-service-gets to obtain a Government Emergency 
Telecommunications Service (GETS) card with a universal GETS access number and 
a Personal Identification Number (PIN) in order to get wireline priority over cellular 
communication networks during a major disaster or attack in which the 
telecommunication infrastructure is damaged and the lives and property of the 
public is most at risk. 

 
 
Issue In 2005, VBSO discontinued ComIT support because they were not satisfied with 

the services being provided. They hired 4 IT staff to perform the functions that 
ComIT formerly provided.  The VBSO would be receptive to a proposal from ComIT 
to restart support, i.e., how ComIT will improve customer service.  

Recommendation If there is adequate staff to support the VBSO, ComIT should provide a proposal. 
 
 
Issue The VBSO plans to shelter-in the 1,300 inmates at the jail during a disaster. If 

water, HVAC or food supplies were disrupted for any extended period of time, 
there would be major problems.  

Recommendation The VBSO should install a deep well for backup water supply for inmates. 
Recommendation Install a generator at the central cooling plant.  
Recommendation Find an alternate backup jail where inmates can be moved.  
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Strategic Growth Area  
 

Issue The City of Virginia Beach has a very flat terrain with low elevation (12 feet above 
sea level) making first responder vehicles susceptible to flooding. 

Recommendation Determine if/which parking garages were built hardened for disasters and/or how 
resilient they are to storms. If they are resilient, consider staging some (Public 
Works, Parks & Recreation, and/or Public Utilities) vehicles on the higher elevation 
floors of the parking decks to avoid flooding.   
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Volunteer Resources 
 
Issue  None. 
Recommendation   
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Agenda 

■ Executive Summary 

■ Assessment Approach 

■ Summary Findings 

■ Application-specific Improvement Projects 

■ Strategic Improvement Programs 

■ Recommended Gartner Research 

■ Next Steps 
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Applications Roadmap 

Executive Summary 
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ComIT engaged Gartner to understand the health of its application portfolio, and 
the supporting processes; a couple of widely published, proven and efficient 
approaches were utilized for this analysis 

■ Objectives 
– Conduct portfolio assessment for 150-200 applications 
– Survey stakeholders to establish perspectives on business value and technical quality for all 

applications 
– Prioritize improvement opportunities 
– Define pace layer management framework to improve prioritization, resource allocation and 

deployment 

■ Approach 
– Gartner leveraged two published, proven application portfolio assessment tools to collect and 

assess data, and to derive the stated recommendations 
– Our TIME methodology leverages business and technical stakeholder input to provide guidance 

for investment decisions. 
– The Pace Layer Framework is a tool that helps understand specifically what ComIT can do to 

better-align with varying ideas and needs of the business 

■ Performance 
– Over 200 stakeholders provided input on 157 applications that covered all key areas of the City’s 

business functions 
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Business and technical stakeholder response rate and quality were excellent, 
showing a portfolio that is in overall good health 

■ Key findings 
– Departments able to self-fund application support showed higher satisfaction than others; 

application quality ratings were consistent with this 
– Applications were deemed critical and are highly utilized but are siloed and require specialized 

knowledge in order to be used efficiently 
– While the technical design is constraining, applications are still performing adequately 
– Lack of supporting infrastructure and practices for applications that support innovative ideas and 

dynamic processes 
– Consistent with feedback from strategy workshops, ComIT does not truly support innovation – 

this is demonstrated by the overall lack of ‘innovation’ systems within the portfolio 
– Business engagement represents the greatest area of misalignment between ComIT and the 

business 
– ComIT lacks the internal processes and tools to manage and assess the application portfolio in a 

manner that will enable the responsiveness needed to support business needs 
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ComIT should engage business stakeholders to initiate improvements of 
applications deemed priority for further investment and integration; business 
engagement, technology and development lifecycle are key focus areas 

Priority Applications Areas of Improvement 
Magic Monitor Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Architecture, Analytics 

Advocate (PCC, PAC, Utilities) Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Architecture, Analytics 

NICE Inform Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Architecture 

iNovah Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Architecture 

Business License System MF Engagement, Risk, Data, Performance, Technology, SDLC, Architecture, Analytics 

ArcGIS Server – GIS Web Server/DB Server Funding, Engagement, Risk, Data, Technology, SDLC, Architecture, Analytics 

Image Trend (EMS RMS) Funding, Engagement, Risk, Performance, Technology, SDLC, Architecture, Analytics 

SharePoint Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Analytics 

PIP Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Analytics 

SSOs Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Analytics 

Extensis Portfolio Funding, Engagement, Risk, Data, Performance, Technology, SDLC, Architecture 

Daily Rental (mainframe) Engagement, Risk, Data, Performance, Technology, SDLC, Architecture, Analytics 

Mitchell (On Demand – Mechanics Program) Funding, Engagement, Risk, Data, Technology, SDLC, Architecture, Analytics 

ACL – Audit Command Language Funding, Engagement, Risk, Performance, Technology, SDLC, Architecture, Analytics 

Mercury Marine CDS Funding, Engagement, Risk, Data, Technology, SDLC, Architecture, Analytics 

ProVal Engagement, Risk, Data, Technology, SDLC, Architecture, Analytics 

Government Revenue Management (GRM) Funding, Engagement, Data, Performance, Technology, SDLC, Architecture 

Hansen (Work Order & Parts Inventory) Funding, Engagement, Data, Performance, Technology, SDLC, Architecture 
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The following strategic initiatives have been identified and should be 
incorporated into ComIT’s overall strategic roadmap 

■ ComIT has an opportunity to achieve and deliver improved customer service, 
operational efficiency and financial benefits internally and to the City overall through 
more effective application portfolio management. 

■ These benefits can be realized by embarking on the following strategic programs: 
 

 

 

 

Improvement 
Program 

Customer Service Financial Operational 
Efficiency 

Improve release 
management 

Mature APM 
capabilities 

Investigate “best fit” 
management practices 

Improve stakeholder 
engagement 

Establish flexible 
architecture 

Establish innovation 
framework 

Major benefit

Moderate benefit
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ComIT should leverage the current momentum built up by preparing for its next 
round of application assessments, understanding ROI of strategic programs and 
engaging the business on tactical initiatives 

■ Incorporate these findings and recommendations into the ComIT strategic planning 
exercise 

■ Complete validation of assessment results; consider soliciting input from additional 
stakeholders in areas where participation was limited 

■ Engage the business  to understand and develop business cases for investments in the 
top 20 priority applications 

■ Identify participants for remaining critical business and IT applications that need to be 
assessed 

■ Further explore strategic initiatives to understand effort, costs, benefit and prioritization 

■ Leverage recommended Gartner research to assist with development of management 
models, business engagement, release management, APM maturity and governance 
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Applications Roadmap 

Assessment Approach 
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Gartner leveraged a two-pronged approach to learn perceptions and 
improvements opportunities related to the City’s key business applications 

■ Objectives 
– Conduct portfolio assessment for 150-200 applications 
– Survey stakeholders to establish perspectives on business value and technical quality for all 

applications 
– Prioritize improvement opportunities 
– Define pace layer management framework to improve prioritization, resource allocation and 

deployment 

■ Approach 
– Leverage business value and technical perceptions to provide guidance on future investment 

guidance for key applications 
– Understand business process ‘rate of change’ to inform how applications can be better managed to 

meet the City’s objectives 
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The City decided upon an assessment scope focused on Administration and 
Operations applications while including key Constituent-impacting applications 
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 Shaded functions represent 157 total in-scope applications. 
 Numbers within functions indicate (in-scope/total) applications 
 These applications were chosen to ensure breadth and inclusion of all the City’s critical 

applications 

External Group  
Engagement 

(3/11) 

Regional 
Government (0/1) Volunteers (0/2) Private Sector 

(3/3) 
Central 

Government (0/5) 

Constituent 
Engagement 

(3/14) 

Self-Service (1/8) Call Centers (0/1) Face-to-Face 
(2/5) 

Constituent 
Services 
(57/172) 

Health (0/0) Social Services 
(1/23) Education (3/17) Public Safety 

(27/69) 
Courts (2/17) 

Transportation 
(0/2) 

Parks & 
Recreation (1/8) 

Waste & 
Environment 

Management (0/2) 
Utilities (15/25) Licenses & 

Permits (6/6) 

City  
Operations 

(89/678) 

Information 
Technology (11/527) 

Human 
Resources (15/24) 

Financial 
Administration 

(8/14) 

Governance, Risk 
& Comp (4/6) 

Budgeting (1/1) Procurement (2/2) 

Tax and Revenue 
Management (2/6) 

Program & Project 
Management (2/3) 

Asset Management 
(20/29) 

Collections 
Management (3/8) 

Government 
Shared Services 

(0/0) 
Intelligence & 

Analytics (21/47) 

City  
Administration  

(5/11) 

Revenue Generation 
(1/4) 

Legislation & 
Regulations (4/5) 

Intra-Government 
Communications 

(0/0) 
City Planning (0/2) 

Housing & 
Development (2/2) 

Agriculture (0/1) 

*projected FY13 – FY20 spend based on TIMPS 

Full in-scope 
(in-scope/total) 

Partial in-scope 
(in-scope/total) 
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ComIT solicited input from business and technical stakeholders, and received a 
tremendous level of response 

■ Surveyed over 200 participants from various departments and ComIT 

■ 97% completion rate 
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The TIME methodology leverages perceived business and technical value to 
guide portfolio investment decisions 

■ The City’s modernization strategy 
should drive asset inventories to a 
"right" mix of performance and 
investment. 

■ A portfolio assessment seeks to help 
identify ways improve the balance of 
the application portfolio by optimizing 
the trade-offs available in business 
value, technical effectiveness, and cost / 
risk. 

■ Planning around high-level categories 
like tolerate, invest, migrate and 
eliminate (TIME) is a key step in 
investment prioritization. 

■ Gartner has developed an objective and 
meaningful framework to assess and 
measure applications in an 
organization’s portfolio. 

 

 

High 

High 

Low 
Business Contribution 

Te
ch

ni
ca

l C
on

di
tio

n 
High 

Tolerate 
(Reevaluate / 

 Reposition Asset) 

Invest  
(Maintain / Evolve 

Asset) 

Eliminate 
(Retire / Consolidate 
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TIME Quadrant 
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The guidance provided by TIME provides a starting point for further action to 
take for individual and groups of applications 

■ Tolerate:  
– High Technical Condition / Low Business Contribution;  
– Applications deliver good business value and the IT group is “putting  up with them” for various reasons; 
– Integration  with others systems make these more tolerable; 
– Major investments should be supported by strong business cases 

■ Invest / Invigorate / Integrate:  
– High Business Contribution / High Technical Condition; 
– Effort and money should be spent to maintain the currency of these applications; 
– Opportunities should be assessed to expand the functional footprint of the application. 

■ Migrate / Modernize / Remediate: 
– High Business Contribution / Low Technical Condition; 
– Technical, people and/or information difficulties make these tough, yet important, to maintain; 
– Initiatives should be aimed at cost and risk reduction 

■ Eliminate:  
– Low Business Contribution / Low Technical Condition.; 
– Often have high support costs and cause pain for the organization; 
– These applications generally need immediate priority for remediation 
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The Pace Layer Management framework aims to resolve the contention between 
differing business and IT objectives through tiered management 

■ Problem:  
– Business leaders looking for modern, easy-to-use application that can be quickly deployed to solve  specific 

problem or response to a market opportunity 
– IT organization is typically working toward a strategic goal of standardizing on a limited set of comprehensive 

application suites in order to minimize integration issues, maximize security and reduce IT costs 

■ Result: Strategic misalignment 

 

 

 

 

 

 

 

 

■ Solution: Establish a new strategy for business applications that responds to the desire of the 
business to use technology to establish sustainable differentiation and drive innovative new 
processes, while still providing a secure and cost-effective environment to support core business 
processes 
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Each layer within the framework supports different business objectives with 
varying governance and lifecycle management approaches 

The Pace Layers 

 

 

 

 

 

 

 

 

 

 

 

■ Key is to work with the business to understand the pace of change and degree of uncertainty around 
specific processes and then map that to the application strategy; this will allow IT to apply the 
appropriate technical concepts, governance, and life cycle management accommodate the various 
rates of change 
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Applications Roadmap 

Summary Findings 
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The scope of applications assessed indicate a portfolio that is overall in good 
health and in need of additional investment, a finding consistent with direct 
feedback from the Departments 

Business Technical 

Average 3.47 3.20 

Median 3.46 3.22 

Mode 3.83 4.56 

Summary Scores 

■ Takeaway: the portfolio is in 
fair/good overall health 
– Overall, this is positive 

portfolio feedback: in the 
aggregate, everyone is 
generally satisfied 

– Only tactical change is 
needed --- no evidence of “rip 
and replace” 
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Satisfaction was particularly high in areas of self-fund application support while 
those with minimal funds perceived their applications differently 

■ Top Functions*: 
– Budgeting 
– Utilities 
– Face to Face 
– Self Service 
– Education 

■ Bottom Functions*: 
– Legislation & Regulations 
– Revenue Generation 
– Housing & Development 
– Public Safety 
– Program and Project 

Management 
 

*The combination of business and technical value ratings were used to determine the top and bottom functions 
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From a business value perspective, applications were deemed critical and highly 
used across the portfolio but are siloed and require specialized knowledge for 
efficient use 

■ High indicators 
– Utilization - 70% use application on 

routine and constant basis 
– Criticality - 63% believe application is 

critical or mission critical 
– Security - 62% believe application 

security is strong or optimized 

■ Low indicators 
– Complexity - 25% feel the application is 

complex or very complex 
– Relevance - 19% feel the application is 

somewhat relevant or irrelevant 
– Integration - 18% feel that integration is 

manual or disconnected 
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Technically, applications are found to be performing adequately but the technical 
design is constraining 

■ High indicators  
– Performance - 89% believe application 

meets, surpasses or exceeds service levels 
– Security - 85% believe application security is 

sufficient, strong, or optimized 
– Hardware - 76% believe hardware is recent, 

current or leading 

■ Low indicators 
– Scalability - 28% believe application is rigid 

or somewhat scalable 
– Extensibility - 28% believe application is 

somewhat configurable or programmatic 
– Integration - 21% believe application is 

disconnected or manual 
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Applications are largely robust and stable while also supporting the business’ 
claim about the lack of innovation enablement 

■ The City’s portfolio heavily leans toward 
applications with low to moderate rates of 
changes 
– Stable Business Processes 
– Waterfall SDLC 
– Capital Investment Processes 
– Reporting 

 

 

Systems of Record 

69% of Portfolio 

Systems of Differentiation 

26% 

Systems of Innovation 
5% 
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Managerial alignment with actual rates of change is critical to ensuring proper 
support, service levels and cost efficiencies 

■ What is alignment? 
– The degree to which the way the application is managed today aligns with its designated pace layer / stated rate of 

change 

■ Alignment Factors 
– Business 

• Funding  - the type of model used to fund application changes: CIP, planned or discretionary operating budget 

• Engagement – how business sponsors, stakeholders and users engage in managing applications: formal process, Advisory Board or 
high business interaction 

• Risk – tolerance for delivery risk for applications: averse, tolerate or risk-taking 

• Data – rigor with which information is managed: formal, structured or unstructured 

• Competitiveness – degree to which application contributes to City mission: basic back office, sustain or enhance mission performance 

– Technology 
• Technology – lifecycle of supporting technologies: mature, modern or leading-edge 

• SDLC – type of development methodology used to maintain application: waterfall, hybrid agile / waterfall, or agile / scrum 

• Architecture – maturity level of application management: perfective, optimization-focused or responsive 

• Analytics – type of analytics performed by application: historical, business planning, or predictive 
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When assessing the portfolio in terms of misalignment, we see that ComIT is 
implementing a one-size-fits-all application management model 

■ Although most of the City’s 
applications are characterized as 
Systems of Record, the majority of 
the portfolio are being managed as 
Systems of Differentiation 

■ The ‘over management’ of Systems 
of Record may be resulting in 
increased operational costs 

■ As a more customer-focused, 
business-enabling organization, 
ComIT will need to facilitate greater 
innovation and the appropriate 
supporting processes 

 

 
Systems of Record 

69% of Portfolio 

Systems of Differentiation 

26% 

Systems of Innovation 
5% 

Systems of Record 

15% 

Systems of Differentiation 

83% of Portfolio 

Systems of Innovation 
2% 

Pace Layers: Stated vs. Managed-As 
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Applications Roadmap 

Application-specific Improvement Projects 
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Application Dashboard Action: Migrate 
Magic Monitor Pace: Record 

Level 0: City Operations 
Level 1: Intelligence/Analytics 
Criticality: Essential 
COTS Vendor: Cassidian (custom) 
Architecture: Two-Tier Client/Server 
User Interface: Thick/Rich Client 
Operating System: Microsoft Windows  
Database: MySQL 
Hosting: On-Premises 
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

Magic Monitor 

0
1
2
3
4
5

Standards

Software

Hardware

Extensibility

ScalabilityPerformance

Integration

Security

Recovery

Technical Value Indicators

0
1
2
3
4
5

Effectiveness

Relevance

Productivity

Complexity

Criticality

Utilization
Usability

Information

Security

Integration

Resilience

Satisfaction

Business Value Indicators

Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
Advocate-PCC Pace: Record 

Level 0: City Administration 
Level 1: Legislation & Regulations 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
Advocate-PAM Pace: Record 

Level 0: City Administration 
Level 1: Legislation & Regulations 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 

Record 

Differentiation 

Innovation 

Advocate-PAM 

0
1
2
3
4
5

Effectiveness

Relevance

Productivity

Complexity

Criticality

Utilization
Usability

Information

Security

Integration

Resilience

Satisfaction

Business Value Indicators

0
1
2
3
4
5

Standards

Software

Hardware

Extensibility

ScalabilityPerformance

Integration

Security

Recovery

Technical Value Indicators

Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
Advocate-Utilities Pace: Record 

Level 0: City Administration 
Level 1: Legislation & Regulations 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
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Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
NICE Inform Pace: Record 

Level 0: Constituent Services 
Level 1: Public Safety 
Criticality: Essential 
COTS Vendor: 
Architecture: One-Tier / Monolithic 
User Interface: Thick/Rich Client 
Operating System: Other 
Database: n/a 
Hosting: On-Premises 
Operations: ComIT 
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Innovation 

NICE Inform 

0
1
2
3
4
5

Effectiveness

Relevance

Productivity

Complexity

Criticality

Utilization
Usability

Information

Security

Integration

Resilience

Satisfaction

Business Value Indicators

0
1
2
3
4
5

Standards

Software

Hardware

Extensibility

ScalabilityPerformance

Integration

Security

Recovery

Technical Value Indicators

Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Further formalize engagement of IT and business 
stakeholders 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics n/a 
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Application Dashboard Action: Migrate 
iNovah Pace: Record 

Level 0: City Operations 
Level 1: Tax and Revenue Administration 
Criticality: Mission Critical 
COTS Vendor: System Innovators (custom) 
Architecture: Three-Tier Component-Based 
User Interface: Thick Client & Web Browser 
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises 
Operations: ComIT 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Further formalize engagement of IT and business 
stakeholders 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics n/a 
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Application Dashboard Action: Migrate 
Business License System MF Pace: Innovation 

Level 0: Constituent Services 
Level 1: Licenses & Permits 
Criticality: Mission Critical 
COTS Vendor: n/a (custom) 
Architecture: One-Tier / Monolithic  
User Interface: CICS  
Operating System: OS390  
Database: VSAM  
Hosting: External Hosting Provider  
Operations: External Hosting Provider  
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Management Actions 

Funding n/a 

Engagement Enable business to self-manage application 

Risk Encourage risk-taking with minimal management and 
mitigation 

Data Focus on data capture, less on management practices 

Performance Enable to support new ideas and trends 

Technology Move to platform comprised of emerging infrastructure 

SDLC Leverage agile / scrum methodologies  

Architecture Deliver on functional requirements; focus less on 
optimization 

Analytics Leverage for trend and behavior analysis 



ComIT Master Technology Plan (Appendix J)  |  City of Virginia Beach34

Engagement: 330015256 
© 2012 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 32 

Application Dashboard Action: Invest 
ArcGIS Server – GIS Web Server/DB Server Pace: Innovation 

Level 0: City Operations 
Level 1: Information Technology 
Criticality: Essential 
COTS Vendor: ESRI (unmodified COTS) 
Architecture: N-Tier Service-Oriented  
User Interface: Service Interface  
Operating System: Microsoft Windows  
Database: SQL, Oracle 
Hosting: On-Premises  
Operations: ComIT 
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Management Actions 

Funding Create and leverage flexible funding stream; remove 
from annual investment process 

Engagement Enable business to self-manage application 

Risk Encourage risk-taking with minimal management and 
mitigation 

Data Focus on data capture, less on management practices 

Performance n/a 

Technology Move to platform comprised of emerging infrastructure 

SDLC Leverage agile / scrum methodologies  

Architecture Deliver on functional requirements; focus less on 
optimization 

Analytics Leverage for trend and behavior analysis 
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Application Dashboard Action: Invest 
Image Trend (EMS RMS) Pace: Record 

Level 0: Constituent Services 
Level 1: Public Safety 
Criticality: Essential 
COTS Vendor: Image Trend  (custom) 
Architecture: Other  
User Interface: Web Browser-Based  
Operating System: Other  
Database: Other  
Hosting: Software Vendor  
Operations: Software Vendor  
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data n/a 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
SharePoint Pace: Record 

Level 0: City Operations 
Level 1: Information Technology 
Criticality: Essential 
COTS Vendor: Microsoft (unmodified COTS) 
Architecture: Three-Tier Component-Based 
User Interface: Web Browser-Based  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

SharePoint 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture n/a 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
PIP Pace: Record 

Level 0: Constituent Services 
Level 1: Licenses & Permits 
Criticality: Essential 
COTS Vendor: n/a (custom) 
Architecture: Web  
User Interface: Web Browser-Based  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

PIP 
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Management Actions 

Funding Stabilize funding; incorporate into annual investment 
process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture n/a 

Analytics Leverage for planning and budget analysis 
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Application Dashboard Action: Invest 
SSOs Pace: Record 

Level 0: Constituent Services 
Level 1: Utilities 
Criticality: Essential 
COTS Vendor: n/a (custom) 
Architecture: Web  
User Interface: Web Browser-Based  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

SSOs 
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Management Actions 

Funding Stabilize funding; incorporate into annual investment 
process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture n/a 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
Extensis Portfolio Pace: Record 

Level 0: City Operations 
Level 1: Asset Management 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
 

Record 

Differentiation 

Innovation 

Extensis Portfolio 
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Management Actions 

Funding Stabilize funding; incorporate into annual investment 
process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics n/a 
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Application Dashboard Action: Migrate 
Daily Rental (mainframe) Pace: Innovation 

Level 0: City Administration 
Level 1: Revenue Generation 
Criticality: Mission Critical 
COTS Vendor: n/a (custom) 
Architecture: One-Tier / Monolithic  
User Interface: CICS  
Operating System: OS390  
Database: VSAM  
Hosting: External Hosting Provider  
Operations: External Hosting Provider  
 

Record 

Differentiation 

Innovation 

Extensis Portfolio 

Daily Rental 
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Management Actions 

Funding n/a 

Engagement Enable business to self-manage application 

Risk Encourage risk-taking with minimal management and 
mitigation 

Data Focus on data capture, less on management practices 

Performance Enable to support new ideas and trends 

Technology Move to platform comprised of emerging infrastructure 

SDLC Leverage agile / scrum methodologies  

Architecture Deliver on functional requirements; focus less on 
optimization 

Analytics Leverage for trend and behavior analysis 
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Application Dashboard Action: Invest 
Mitchell (On Demand – Mechanics Program) Pace: Record 

Level 0: City Operations 
Level 1: Asset Management 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
 

Record 

Differentiation 

Innovation 

Mitchell 

0
1
2
3
4
5

Effectiveness

Relevance

Productivity

Complexity

Criticality

Utilization
Usability

Information

Security

Integration

Resilience

Satisfaction

Business Value Indicators

0
1
2
3
4
5

Standards

Software

Hardware

Extensibility

ScalabilityPerformance

Integration

Security

Recovery

Technical Value Indicators

Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage and mitigate risks as part of formal risk 
management process 

Data Institute disciplined data management practices 

Performance n/a 

Technology Enable to support back-office needs 

SDLC Move to platform comprised of highly matured 
infrastructure 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
ACL – Audit Command Language Pace: Record 

Level 0: City Operations 
Level 1: Governance, Risk & Compliance 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
 

Record 

Differentiation 

Innovation 

ACL 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage via formal risk management process 

Data n/a 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize functional and non-functional performance 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
Mercury Marine CDS Pace: Record 

Level 0: City Operations 
Level 1: Asset Management 
Criticality: Essential 
COTS Vendor: n/a 
Architecture: n/a 
User Interface: n/a 
Operating System: n/a 
Database: n/a 
Hosting: n/a 
Operations: n/a 
 

Record 

Differentiation 

Innovation 

Mercury Marine CDS 

0
1
2
3
4
5

Effectiveness

Relevance

Productivity

Complexity

Criticality

Utilization
Usability

Information

Security

Integration

Resilience

Satisfaction

Business Value Indicators

0
1
2
3
4
5

Standards

Software

Hardware

Extensibility

ScalabilityPerformance
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Formalize stakeholder engagement 

Risk Manage and mitigate risks as part of formal risk 
management process 

Data Institute disciplined data management practices 

Performance n/a 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics Leverage for historical reporting 
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Application Dashboard Action: Invest 
ProVal Pace: Differentiation 

Level 0: Constituent Services 
Level 1: Utilities 
Criticality: Essential 
COTS Vendor: n/a (Partially Modified COTS ) 
Architecture: Two-Tier Client/Server  
User Interface: Thick/Rich Client  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

ProVal 
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Management Actions 

Funding n/a 

Engagement Explore use of Advisory Board-type model; lessen 
degree of formality 

Risk Less formal process; manage and mitigate risks on 
case-by-case basis 

Data Less formal management; focus primarily on quality 

Performance n/a 

Technology Move to platform comprised of less mature 
infrastructure 

SDLC Incorporate aspects of agile methodology 

Architecture Optimize functional performance 

Analytics Leverage for planning and budget analysis 
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Application Dashboard Action: Invest 
Government Revenue Management (GRM) Pace: Record 

Level 0: City Operations 
Level 1: Tax and Revenue Management 
Criticality: Mission Critical 
COTS Vendor: n/a (Partially Modified COTS ) 
Architecture: Two-Tier Client/Server  
User Interface: Web Browser-Based  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: Software Vendor  
 

Record 

Differentiation 

Innovation 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Further formalize engagement of IT and business 
stakeholders 

Risk n/a 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize functional and non-functional performance 

Analytics n/a 
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Application Dashboard Action: Migrate 
Hansen (Work Order & Parts Inventory) Pace: Record 

Level 0: Constituent Services 
Level 1: Utilities 
Criticality: Essential 
COTS Vendor: Infor Hansen (Partially Modified) 
Architecture: Two-Tier Client/Server  
User Interface: Web Browser-Based  
Operating System: Microsoft Windows  
Database: SQL 
Hosting: On-Premises  
Operations: ComIT 
 

Record 

Differentiation 

Innovation 

Hansen 
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Management Actions 

Funding Further stabilize funding; incorporate into annual 
investment process 

Engagement Further formalize engagement of IT and business 
stakeholders 

Risk n/a 

Data Institute disciplined data management practices 

Performance Enable to support back-office needs 

Technology Move to platform comprised of highly matured 
infrastructure 

SDLC Manage via waterfall methodology 

Architecture Optimize non-functional requirements 

Analytics n/a 
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Applications Roadmap 

Strategic Improvement Programs 
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Concealed Weapons Permit 
Application (CWPS)  

CAD-CARS  

LaserFiche 

CAFR 2000 

OSCAR 

QuickModules 

All Clear 7 

Accela / Code Enforcement 

Accela / Permits & Inspection  

■ Improve release management: address the software update process and packaging 
issues;  update software deemed “end of life” for vendor support 

 

 

 

 

 

 

 

 

 

 

■ Projected benefit: improved customer satisfaction, increased return on invest of 
maintenance agreements and improved packaging and image management processes 
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ComIT needs to continue its investment in maturing the APM organization and 
processes to ensure repeatability and efficiency 

■ Mature APM capabilities:   
– Set portfolio vision: “Increase responsiveness for constituent services while stabilizing systems of 

record, guided by an architecture that simplifies and for long-term application viability” 
– Complete assessment of all critical business and IT applications 
– Continuously validate and updated portfolio standing; minimum annually 
– Establish a TCO model 
– Engage APM manager in advisory boards 
– Implement APM tool 
– Expand business analysis and relationship 

 
 
 
 
 

■ Projected benefit: increased responsiveness to customer requirements, prioritized 
investment guidance and automated portfolio management processes 

 

Nearly half of 
all critical 
business 

applications 
have been 
analyzed 

Not 
Analyzed 

(187) 

Business Application Portfolio 
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ComIT should embark on an initiative to understand, in detail, what is working 
well for applications that were rated highly, and seek to apply internally 

■ Investigate “best fit” management practices: leverage successes from high 
performing functions/applications including best practices balancing between IT 
centralization and decentralization (e.g. strength in Utilities can be attributed to 
dedicated IT staff, among other things) 
– 9 out of 11 Utilities applications scored as invest 
– Face to Face (PatronEdge, CounterPoint) is well aligned with pace layers 

 
 
 
 
 
 
 
 
 

■ Projected benefit: improved service via an adaptable management model, “right-sized” 
operational cost and appropriate matching of applications and management processes 
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ComIT should prioritize business engagement in efforts to improve overall 
portfolio and specific application management 

Funding
8%

Engagement
16%

Risk
11%

Data
10%

Competitiveness
12%

Technology
12%

SDLC
9%

Architecture
13%

Analytics
9%

Misalignment Frequency

■ Improve stakeholder engagement: The City has a lot of opportunity to improve how 
business sponsors, stakeholders and users engage in managing applications. Advisory 
boards work well to engage stakeholders on systems of record. Closer collaboration is 
needed for less stable, faster changing applications 
– Nearly 1 in 5 applications do not have the proper stakeholder engagement approach 

 
 
 
 
 
 
 
 

■ Projected benefit: improved requirements and business case understanding, reduced 
testing cycles, and enhanced overall user satisfaction 
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ComIT should develop a roadmap to standardize application architecture that is 
forward-looking, while addressing cost and efficiency objectives 

■ Establish flexible architecture: Address integration, scalability, extensibility, and 
complexity to deliver the right capabilities, at the right time, at the lowest cost 
– Complexity - 25% feel the application is complex or very complex 
– Scalability - 28% believe application is rigid or somewhat scalable 
– Extensibility - 28% believe application is somewhat configurable or programmatic 
– Integration - 21% believe application is disconnected or manual 

 

 

 

 

 

 

 

■ Projected benefit: improved adaptability to customer requirements and user 
experience, reduced cost via improved integration and ability to extend applications 
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ComIT needs to provide a framework that adequately supports new and fluid 
business processes 

Many applications are 
identified as having fast 

changing processes; however, 
zero applications are actually 

managed as such 
Systems of Innovation

OSISBusiness License 
System MF

Accela / Code 
Enforcement

ArcGIS Server

Daily Rental DAP

■ Establish innovation framework: Adopt more responsive/agile-development practices 
to deliver more capabilities with faster time to market to employees and constituents 
– Funding – Faster, more accessible pools of money 
– Engagement – Active involvement from business, even doing the work 
– Risk – Greater tolerance (and expectations) for failure 
– Data – Better use of unstructured, dynamic information 
– Technology – Adopt more leading-edge technologies 
– SDLC – Agile, rapid application development 
– Architecture – Build out more “beta” capabilities, focus less on perfecting existing capabilities 
– Analytics – Predictive, not just descriptive intelligence 

 
 
 
 

■ Projected benefit: ability to meet demand for customer requirements to accommodate 
fast-changing process, and overall organizational agility 
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Applications Roadmap 

Gartner Research Recommendations 
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We recommend the City leverage the following research notes and tools as part 
of the tactical and strategic improvement efforts 

■ Management Models 
– System of Record: You Can’t Innovate on an Unstable Foundation 
– Systems of Differentiation: Building Applications That Provide Competitive Advantage 
– Use Systems of Innovation to Respond Rapidly to Urgent Business Needs 

■ Business Engagement 
– Taking on Application Portfolio Management’s ‘Wicked Problem’ of Getting Business Engagement 
– Survey Analysis: Improved Business Engagement Leads to More Business Benefits 

■ APM Maturity & Governance 
– Gartner’s Pace-Layered Application Strategy: Governance and Change Management 
– Moving Up the ITScore Application Maturity Ladder: How Far and How Fast? 
– How to Drive ‘Just Enough’ Application Governance 
– Four Steps to Overcoming Inertia When Seeking Application Organizational Change 

■ Release Management 
– How IT Operations Can Set Up an Effective, Centralized Release Management Process 
– Improve Release Management Effectiveness by Linking to Other Key IT Operations Processes 
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Applications Roadmap 

Next Steps 
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Gartner recommends that the City to quickly complete validation of current 
results and begin to move on the strategic  

■ Incorporate these findings and recommendations into the ComIT strategic planning 
exercise 

■ Complete validation of assessment results; consider soliciting input from additional 
stakeholders in areas where participation was limited 

■ Engage the business  to understand and develop business cases for investments in the 
top 20 priority applications 

■ Identify participants for remaining  critical business and IT applications that need to be 
assessed 

■ Further explore strategic initiatives to understand effort, costs, benefit and prioritization 

■ Leverage recommended Gartner research to assist with development of management 
models, business engagement, release management, APM maturity and governance 
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Scope and Methodology 
Oracle ERP Support Benchmark 
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Project Scope 
 Benchmark Objectives 

– Identification of the City’s total cost of ownership for Oracle support and maintenance  
– Comparison of City’s costs to that of comparable peers 
– Identification of areas for efficiency improvements where appropriate (such as through contract opportunities) 

 Benchmark Scope 
– Time frame for the study is 12-months, fiscal year 2013 (July 2012-June 2013) 
– Includes general support effort and associated tasks including enhancement effort under 10 person days 
– Excludes the implementation phase, considered to be the first install of Oracle ERP software, and any major upgrade projects 

(i.e., the R12 upgrade) after the relevant go-live date 
 

2007        2008        2009        2010        2011        2012        2013 

Implementation  

Go-Live Date 

Support Support 

Start of  
Project 

Upgrade Project 

Oracle ERP Phases 

The Oracle ERP Support comparisons are limited to the circled Support area in the figure above. 
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Project Scope 

 Maintenance of any duration 
– Problem Support and Resolution 
– Business Support 
– Corrective 
– Preventive 
– Adaptive 
– Perfective 

 Functional enhancements 
– Less than two person-weeks 

 Brand-new applications 
– Initiation 
– High Level Requirements 
– Detailed Requirements 
– Design 
– Build  
– Accept 
– Implementation 

 Functional enhancements 
– Greater than two person-weeks  

ERP Support ERP Development 

Separate views for ERP Support and Applications Development 
ERP Support: This includes staff involved in supporting applications that exist within the current production portfolio.  This includes 
bug fixes, small enhancements, conversions, code refactoring, re-platforming, language upgrades, patches, etc. 

ERP Development: This includes staff involved in developing new applications, enhancing existing applications, installing new 
packages and installing major functional enhancements or upgrades to existing packages.  
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$6,000,000 

To compare with actual spending, an organization’s 
workload is multiplied by its peers’ average unit cost. 

500 
   x $12,000 

The  organization’s 
Concurrent User Count. 

Peers’ cost for supporting the 
organization’s concurrent 
users. 

Peers’ average cost per 
concurrent user. 

Adherence to “Consensus Models” 
ensures comparability 

“Workload” represents a provided 
service and is balanced against cost 

Benchmark Methodology 
Key Concepts 

SAMPLE 

• Based on operational expense 
• Labor is not depreciated 
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Benchmark Analysis Methodology 
Peer Comparisons 

 Independent peer groups were selected for each IT functional area based on workload and other 
characteristics such as industry and geography. 

 The spending and support profile of each peer group was used to simulate what the comparative 
group would spend to support City of Virginia Beach's workload.  A composite model representing 
total IT spend in all areas included in the analysis was also created.  

 Two peer groups are included in the Oracle e-Business benchmark that reflect similar Oracle e-
Business application installations in terms of named accounts, concurrent users, modules and 
operating environment. 
– Government peer group (Govt Peer) 
– Private Sector peer group (Pvt Peer) 

 The results are displayed with three peer group reference points: 
– Average: representing the average for the comparative group 
– 25th Pctl: representing the lowest quartile (most efficient) for the comparative group 
– 75th Pctl: representing the highest quartile (least efficient) for the comparative group 

 Differences in spending and other metrics derived from this analysis provide insight into 
opportunities for increased cost efficiency and reduced risk. 

 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix K)      9

330015256 | © 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  7 

Oracle e-Business Application Support  
Workload Profile and Peer Demographics 

 Workload Profile 
– City of Virginia Beach Oracle e-Business Application Suite has a total of 7,920 Named Accounts 

(170 Financials and 7,750 HCM) and 341 Concurrent Users.  Modules include: 
• Government Financials 

– General Ledger (GL), Accounts Payable (AP), Purchasing, Fixed Assets, Sub Ledger Accounting (SLA), 
Payments, Alerts, Cash Management, Accounts Receivables (AR), Project Billing, Project Costing  

• Human Capital Management (HCM) 
– Oracle Advanced Benefits (OAB), Self Service (Manager and Employee), Payroll, Oracle Time & Labor 

(OTL), iLearning (OLM), Learning Management, iRecruit, HR Intelligence  
 

 Peer Comparison Group Profiles 
– Government (Govt) Peer Group includes 8 State and Local Government Organizations with 

Oracle e-Business Financials and HCM applications with a similar number of Named Accounts at 
7,140 and Concurrent Users at 341 

– Private (Pvt) Peer Group is a cross industry peer group that includes 8 organizations 
headquartered in the US with Oracle e-Business Financials and HCM applications with a similar 
number of Named Accounts 10,227 and Concurrent Users 527 
• Industries represented include Manufacturing, Financial Services, Oil and Gas, Pharmaceuticals, Insurance, 

Retail Trade, Advertising, Printing and Publishing  
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Oracle e-Business Infrastructure Support  
Workload Profile and Peer Demographics 

 Workload Profile 
– City of Virginia Beach infrastructure is outsourced to Oracle through Oracle On Demand hosting 

agreement. 
• 1 Physical Linux Server 
• 4 Operating System Instances 
• 2 Terabytes of Useable Storage 
• Oracle Enterprise Edition DBMS Software 

 
 Peer Comparison Group Profiles 

– Government (Govt) Peer Group comparisons are based on current outsource contracts for similar 
services provided by “tier 1” service providers. 

– Private (Pvt) Peer Group is a cross industry peer group that includes 8 organizations 
headquartered in the US with a similar number and sized Linux Server and Storage environment. 
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Executive Summary 
Oracle ERP Support Benchmark 
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Overview 

 The overall focus of this analysis is on Oracle ERP application and infrastructure and operations support for a 12 
month study timeframe representing Fiscal Year 2013.   
– $2.0M of The City of Virginia Beach’s IT expenditures and 9.6 full-time equivalent staff (FTEs) are included in the consensus 

models for this analysis. 
– Gartner Benchmarks utilize a consensus cost model chart of accounts approach to ensure fair benchmark comparisons. As a 

result, expenditures captured in the benchmark will not directly match the official IT budget. 

 The City of Virginia Beach performed an upgrade of the Oracle ERP application to R12 that spanned FY2012 and 
FY2013.   
– The cost and associated staffing for the R12 upgrade is excluded from the analysis as the focus is on recurring Oracle ERP 

application and infrastructure and operations support spending and staffing. 

 Two peer groups are included for comparison purposes; a government peer group and a private sector peer 
group.  Both peer groups include organizations with Oracle Financials and HCM that are of a similar size and 
complexity in terms of named accounts, concurrent users and modules.   
– The government peer group is considered the closest comparable from a workload and complexity standpoint. 

 For each peer group, three reference points are included to show the range of spending and staffing to support 
similar Oracle ERP application and infrastructure environments; the peer average, 25th percentile or most efficient 
performance of the peer group and the 75th percentile or least efficient performance of the peer group.   
– While the 25th percentile is identified, and can be used as a stretch target at times, no organization should be driving to perform at 

the top quartile for all areas as it may indicate under-investment and risk to service quality. In addition, top quartile is not indicative 
of best in class. 
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Executive Summary 
Total Spending by Functional Area 

 City of Virginia Beach IT spend 
for support of the Oracle 
eBusiness application and 
infrastructure and operations 
environments is 12% lower than 
what similar Government peers 
would spend on average to 
support the same workload, at 
$2.0M versus $2.3M 
respectively. 
– Higher efficiency level is driven by 

lower cost for application support 
which offsets higher cost for 
infrastructure and operations 
support. 
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Executive Summary 
Total Spending by Cost Category 

 City of Virginia Beach IT spend for 
Personnel is 26% below the 
Government peer average. 
– Lower staffing levels and lower overall 

annual fully burdened cost per FTE for 
application support are the key drivers. 

 Software costs are 6% lower than the 
Government peer average.  

 Hardware costs are 17% higher than 
the Government peer average. 
– City of Virginia Beach’s Oracle on 

Demand fees are categorized under 
Hardware, but include hardware, 
software, facilities and managed services 
for the ERP infrastructure and operations 
environment.   

– For the Government peer group, 
hardware also reflects outsourced 
contract pricing for similar services 
provided by tier 1 vendors. 
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Executive Summary 
Total Spending by Sourcing Type 

 City of Virginia Beach spends a 
similar amount on insourced 
resources compared with the 
Government peer average. 

 Spending on outsourcing and 
contractors is lower than the 
Government peer average 
overall. 

 Compared with the Government 
peer group, City of Virginia 
Beach spends less on external 
resources for application support 
and more for infrastructure and 
operations for the Oracle 
eBusiness Suite. 
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Executive Summary 
Total FTEs by Functional Area 

 City of Virginia Beach IT staffing 
level for the Oracle eBusiness 
application support and 
infrastructure and operations is 
21% lower than the Government 
peer average, at 9.6 versus 12.2 
FTEs respectively. 

 Staffing is lower than the 
Government peer average for 
both application support and 
infrastructure and operations 
support. 
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Executive Summary 
Total FTEs by Sourcing Type 

 City of Virginia Beach IT has 
more internal resources and 
fewer external contractors 
and consultants in 
comparison with the 
Government peer group. 
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Executive Summary 
Oracle ERP Application Support FTEs by Staff Category 

 Technical and Functional Oracle 
ERP application support staff at 
the City of Virginia Beach 
perform functions that often 
span multiple staff categories. 
– Combined staffing for 

Development, Quality Assurance & 
Testing and Business Analysis & 
Architecture, is in line with the 
Government peer average, at 8.5 
FTEs. 

– City of Virginia Beach does not 
have dedicated QA/Testing 
resources. 

 Staffing is lower than the 
Government peer average for all 
other functions including: 
– Logical Database Analysis 
– IT Process Management 
– Project & Program Management 
– Services Administration 
– Management and Administration 
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Executive Summary 
Oracle ERP Application Support Cost per FTE 

 Total annual blended cost per FTE, including both internal staff and contractors, is 18% lower than the 
Government peer average, at $97K versus $118K. 

 Cost per FTE for internal staff is 9% lower than the Government peer average, at $96K versus $106K. 
 Cost per FTE for contractors is significantly lower than the Government peer average, at $115K versus $175K. 
 Note: peer data is not adjusted for geographic cost of living considerations, tenure and skill sets which can also 

impact compensation comparisons. 
 Cost per FTE by Sourcing Type Total Blended Cost per FTE 
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Executive Summary 
Oracle ERP Application Support Service Request Efficiency 

 Number of service requests (SRs) 
opened for the fiscal period falls 
between the average and the 25th 
percentile of the Government peer 
group similar to the staffing 
comparisons. 
– 810 service request were opened during 

the year and 819 service requests were 
closed indicating a significant number of 
work requests were completed and that 
there is not a large backlog of open SRs. 

– Backlog of open SRs excludes expansion 
and large project CIPs. 

 Overall Service Request Efficiency 
during the study year (SRs closed / 
SRs opened) is 1.01% versus the 
Government peer average of 0.88%. 

 City of Virginia Beach has a higher 
service request close rate than peers 
when comparing the number of closed 
requests versus those that are still 
open. 
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Executive Summary 
Oracle ERP Application Support Defects 

Breakout of Defects by Severity Total Defects 

 City of Virginia Beach reported a higher total number of defects in the production environment when compared 
with the Government peer group.   

 In addition, there are a higher number of the most critical and major defects which have the greatest visibility and 
impact on the organization. 
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Recommendation 1: Application Support Staffing Levels 

 City of Virginia Beach has lean staffing and low spending on 
personnel costs for Oracle ERP Application production support 
and sustainment.   
– Overall staffing is 16% lower than the Government peer average 

and personnel costs are 26% lower in comparison with the 
government peer group average.  

 The City did a great job in addressing a large volume of service 
requests and there is a smaller backlog of open service 
requests.  However, staffing is not sufficient to address 
expansion work and will face coverage pressure due to staff 
turnover and as the use of self-service (i.e., Open Enrollment 
and iLearning) increases.   

 In addition to lean overall staffing, there is a high dependency on 
key individuals in certain areas and some significant differences 
between the City of Virginia Beach and the peer group in terms 
of the distribution of the FTEs across the various IT functions.  
– Staffing is similar to the peer group for direct technical and 

functional job categories, but is lower for indirect functions such as 
database administration, quality assurance and testing and 
planning and process management. 

 

 Obtain additional funding and resources to meet expected increase in 
demand for on-going support, growth and expansion. 
– Use the results of this benchmark and business value metrics to build a 

case for balancing resource needs through hiring internal staff and/or 
contractors. 

 Establish an approach to managing current, and planning for future, 
personnel resources. 
– Identify key skills, roles and positions required to support critical 

initiatives, including Technical and Functional roles, Database 
Administration, Quality Assurance & Testing, Business Analysis and 
Architecture and Planning and Process Management 

– Analyze and evaluate “bench strength” for those same efforts, while 
considering needs that may be sourced by external resources. 

– Ensure that critical knowledge is documented and shared rather than 
siloed with specific individuals. 

– Take a long-term view to account for emerging roles and skills, as well 
as current and near-term needs. 

 Monitor backlog and quality levels closely to ensure that proper 
priority is given to those efforts that are consistent with business 
objectives.   
– Engage the business in governance  and demand management to 

ensure that requests are prioritized and assigned appropriately given 
resource availability. 

 

Key Issues Actions 
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Recommendation 2: Personnel Costs 

 Personnel costs are 26% lower than the peer groups overall.  
This is driven by a combination of lower staffing for application 
production support and sustainment and lower cost per FTE.  

 Cost per FTE is lower than the peer groups for both employees 
and contractors.  The City’s job specifications and salary 
structure constrain the organization in terms of attracting, hiring 
and retaining skilled ERP resources.   

 The City of Virginia Beach used fewer contractors and 
consultants for  routine application production support and 
sustainment work in FY13 in comparison with the Government 
peer group and the low cost per FTE for contractors reflects 
strong negotiation for required skill sets.   

 The concern with this environment is that organizations unable 
to pay competitive salaries must consider the implications, i.e., 
an increased reliance on contractors that typically result in 
higher cost and loss of business knowledge over the long-term 
and potential project delays due to staff shortages. 

 

 Decouple the ERP staff's salary and compensation structures 
from the City’s norms, and rebase compensation in line with 
market compensation.  

 Perform periodic reviews of competitive compensation. The 
goal is to be within 10 to 15 percent of market rates.  Those 
organizations where compensation falls below 30 percent of the 
industry norm typically face higher turnover. 

 Compensation plans should extend beyond just monetary 
rewards and include elements like holiday time, more flexible 
hours, benefits and training. 

Key Issues Actions 
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Recommendation 3: Infrastructure and Operations Support 

 The City of Virginia Beach outsources its infrastructure support 
through an Oracle Cloud Services (Oracle on Demand) hosting 
arrangement.    

 The annual cost for these services appears 17% higher than 
what peers would spend to outsource an environment that is 
similar to the City of Virginia Beach’s in size and complexity, at 
$541K versus $464K.   
– Note: the peer comparisons are based on current outsource 

contracts for similar services provided by “tier 1” service providers. 

 There is little detail in the contract on service provider 
responsibilities, service levels and architecture including the 
software stack and the environment configuration.  
– The environment is configured to support a peak of 900 concurrent 

users which indicates that there may be room for growth.   
– There is built in resiliency through the outsourced arrangement and 

there are SLAs in the event of a disaster for recovery time of tape 
backup. 

– The City of Virginia Beach reports that storage usage has been 
rising which may impact contract pricing in the future.  

 City of Virginia Beach also reports that it takes 6-8 weeks to 
obtain a new test environment.  A goal of using a cloud solution 
is to have flexibility and to provide the developers with an agile 
environment for solution delivery.   
 

 A formal contract evaluation is recommended if renegotiations 
are an intended outcome.  Service provider responsibilities, the 
software stack and environment configuration and service levels 
can have a significant impact on contract pricing. 

 Identify vendor versus retained responsibilities, detail on the 
software stack and environment configuration, and incorporate 
operational service levels into the contract that are in line with 
business requirements. 
– Standard SLAs include system availability, application uptime, and 

resolution time for problems. 

 Negotiate with Oracle service levels and potential additional 
extended service fees for faster creation of non-production 
environments for development, testing, training and 
demonstration purposes and enhanced refreshes.   

 Establish a storage management strategy that includes data 
storage preferences, redundancy, backup, archival and 
retention based on a specific City storage policies. 
– Prices for storage have been dropping at a rate of 30% per year.  

Consider renegotiating the contract at the end of its term to reflect 
current and anticipated storage use and competitive pricing. 

 Review vendor management processes and resource capacity 
to ensure that there is sufficient oversight to manage the 
relationship with Oracle effectively. 
 

 

Key Issues Actions 
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Recommendation 4: Infrastructure and Operations Sourcing 

 The City of Virginia Beach is considering its sourcing options for 
ERP application infrastructure and operations support, i.e., 
whether to continue to procure Oracle Cloud Services, host the 
application with an alternate vendor or to bring the infrastructure 
and operations support in-house. 

 A key benefit of retaining Oracle as the infrastructure and 
operations outsourcing partner is access to their knowledge 
base and skills and thus increased efficiency and reduced risk in 
how the application is managed and maintained.  However, the 
length of time to get changes deployed into production and to 
obtain non-production environments  and refreshes are clearly 
issues with the current model. 

 Determine any incremental costs to obtain greater responsiveness 
from Oracle for setting up non-production environments. 

 Weigh the total costs of the current contract plus any incremental 
costs with the service quality in terms of flexibility and 
responsiveness and potential risks associated with a transition.   

 Key considerations when evaluating insourcing include: 
– What are the competitive benefits that can be achieved by 

developing the internal IT expertise necessary to support the ERP 
infrastructure and operations environment effectively? 

– Does the City of Virginia Beach have the skills and bandwidth 
needed to support the ERP operations (e.g., database administrator, 
system administrator, etc.)? 

– Is the City of Virginia Beach willing to invest in establishing internal 
resources and developing the skills to manage the ERP infrastructure 
and operations?   

– When comparing costs between in-house, the ERP vendor and a 
third party vendor, factor in cash flows from personnel, software 
infrastructure (e.g., database, middleware) licenses and 
maintenance, hardware and hardware maintenance, networking 
services, facilities and disaster recovery. 

 When evaluating sourcing alternatives investigate critical areas, 
including pricing mechanisms and demand management, 
architectural specifications and limits, impact on application 
software licenses, transition in and out, contract terms and 
conditions, security, compliance, auditing, and risk management. 

Key Issues Actions 
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Recommendation 5: Quality 

 City of Virginia Beach reported a higher total number of defects 
in the production environment when compared with the 
government peer group.  In addition, there are a higher number 
of the most critical and major defects which have the greatest 
visibility and impact on the organization. 

 City of Virginia Beach has does not have dedicated Quality 
Assurance and Testing staff.  Testing is performed by the 
development staff. 

 Focus on reducing the number of defects in the production 
environment by improving the understanding of defect drivers 
and addressing root causes which in turn affords reductions in 
cost and improvements in productivity and satisfaction.  
– Review available information on accumulated defects (i.e., incident 

and event logs, metrics and reporting). 
– Categorize defects by module and by type (e.g. major one time 

incidents, frequent incidents, events, call backs, duration of 
incidents, any incidents that have automation or training 
opportunities). 

– Identify repetitive problems and opportunities to improve service 
quality. 

– Establish a set of key metrics for critical and major defects; 
measure, track and improve performance over time. 

 Explore the establishment of a shared Quality Assurance 
Resource Center. Dedicated Quality Assurance/Testing staff 
are a best practice. 

Key Issues Actions 
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Recommendation 6: Value 

 ERP is a contradiction.  Organizations realize that, without a 
robust ERP backbone, the organization effectively stops 
working.  Yet, many users and business leaders wish their ERP 
would better serve the business and the users within the 
organization 

 One of the primary complaints that users have about ERP 
applications is that they cannot get the information they need to 
do their jobs.  Many organizations believe that getting all the 
data into the ERP and using standard reporting tools in the ERP 
will meet the business needs.  However, in order to make it 
easier to get better information it is crucial to bolster business 
intelligence (BI) and analytic capabilities as part of the overall 
ERP strategy. 

 Establish an ERP strategy that is aligned with BI, analytics and 
performance management strategies. 

 Evaluate business intelligence and analytic capabilities that can 
be leveraged as part of the ERP vendor solution or from a third-
party provider. 

 Establish a budget and funding for investments in business 
intelligence and analytic capabilities. 

Key Issues Actions 
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Analysis By Area 
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Oracle e-Business Application Support  
Consensus Model 

 Gartner’s consensus model for ERP 
Application Support includes 
spending and staffing associated with 
maintenance of any duration, 
problem support and resolution, 
patches and minor upgrades and 
functional enhancements that are 
less than two person- weeks for the 
following functions: 
– Developers, Logical DBAs, Quality 

Assurance (QA) & Testing, IT Process 
Management, Business Analysis & 
Architecture, Project & Program 
Management and Management and 
Administration. 

 Licensing and maintenance fees for 
ERP package software and tools, as 
well as costs for facilities used by the 
staff are also included in the 
consensus model. 
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Oracle e-Business Application Support  
Scope and Peer Profile 

City of Virginia Beach Scope  
– Oracle e-Business Application Suite 7,920 Named Accounts (170 Financials and 7,750 HCM) and 341 

Concurrent Users. 
– Government Financials:  

• In use: General Ledger (GL), Accounts Payable (AP), Purchasing, Fixed Assets, Sub Ledger Accounting 
(SLA), Payments, Alerts, Cash Management,  

• Purchased but not in use: Accounts Receivables (AR), Project Billing, Project Costing  
– Human Capital Management (HCM) 

• In use: Advanced Benefits (OAB), Self Service (Manager and Employee), Payroll, Oracle Time & Labor 
(OTL), 

• Purchased but not in use:  iLearning (OLM), Learning Management, iRecruit, HR Intelligence  
 

Peer Profile 
– Government (Govt) Peer Group: 8 State and Local Government Organizations with Oracle e-Business 

Financials and HCM applications with a similar number of Named Accounts at 7,140 and Concurrent Users at 
341 

– Private (Pvt) Peer Group: 8 US organizations across the Manufacturing, Financial Services, Oil and Gas, 
Pharmaceuticals, Insurance, Retail Trade and Advertising, Print and Publishing industries with Oracle e-
Business Financials and HCM applications with a similar number of Named Accounts 10,227 and Concurrent 
Users 527. 
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Oracle e-Business Application Support 
Cost Efficiency and Productivity Summary 

Overall efficiency is higher (better) than the Government peer average. Cost per concurrent user is 
19% lower than the government peer average, at $4,311 versus $5,354. 
Productivity, in terms of concurrent users supported per FTE, is 20% higher than the Government 
peer average, at 36 versus 30. 
 

Concurrent Users Supported per FTE Cost per Concurrent User 
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Oracle e-Business Application Support 
IT Spending by Cost Category 

 City of Virginia Beach IT 
spend for support of the 
Oracle e-Business 
application is $350K less 
than what the Government 
peer group would spend to 
support the same workload, 
at $1.5M versus $1.8M. 

 Personnel is the largest cost 
component. Spending is 
26% or $320K lower in 
comparison with the 
Government peer average 
for Personnel. 

 Software costs, which 
include the maintenance 
fees for the Oracle e-
Business Suite and tools, are 
6% lower than the 
Government peer average. 
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Oracle e-Business Application Support 
IT Personnel Spending by Sourcing Type 

 Spending on internal 
resources (insourced) 
falls within a similar range 
of the Government peer 
average, at $872K versus 
$851K. 

 Compared with the 
Government peer 
average, City of Virginia 
Beach has lower 
spending on selective 
outsourcing and 
contractors for routine 
applications support and 
sustainment tasks. 
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Oracle e-Business Application Support 
IT Personnel Spending by Staff Category 

 City of Virginia Beach 
has lower spending for 
nearly all staff categories 
including: 
– Development 
– Quality Assurance & 

Testing 
– Logical Database 

Analysis 
– IT Process Management 
– Project & Program 

Management 
– Services Administration 
– Management 

 Lower spending levels 
are a combination of 
fewer staff and lower 
cost per FTE. 



ComIT Master Technology Plan (Appendix K)  |  City of Virginia Beach36

330015256 | © 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  34 

Oracle e-Business Application Support 
Total Adjusted FTEs by Sourcing Type 

 City of Virginia Beach IT 
staffing for support of the 
Oracle e-Business 
application is 
approximately 2 FTEs or 
16% less than what the 
Government peer group 
would require on average 
to support the same 
workload, at 9.6 versus 
$11.5 FTEs. 

 Use of external 
contractors and 
consultants is lower than 
the Government peer 
average. 
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Oracle e-Business Application Support 
Total FTEs by Staff Category 

 Technical and Functional Oracle 
ERP application support staff at 
the City of Virginia Beach 
perform functions that often span 
multiple staff categories. 
– Combined staffing for Development, 

Quality Assurance & Testing and 
Business Analysis & Architecture, is 
in line with the Government peer 
average, at 8.5 FTEs. 

– City of Virginia Beach does not have 
dedicated QA/Testing resources. 

 Staffing is lower than the 
Government peer average for all 
other functions including: 
– Logical Database Analysis 
– IT Process Management 
– Project & Program Management 
– Services Administration 
– Management and Administration 
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Oracle e-Business Application Support 
Workflow - Support 

 Workflow breakout of City of 
Virginia Beach Oracle ERP 
application support effort 
shows similar percentages of 
effort spent on Defect Repair 
and Minor Enhancements in 
comparison with the 
Government peer group. 

 Percentage of effort spent on 
Business Operations 
Support is lower than the 
Government peer group, 

 Amount of effort spent on 
Technical Upgrades is higher 
in comparison with the 
Government peer group. 
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Oracle e-Business Application Support 
Service Requests 

 810 service request were 
opened during the year and 819 
service requests (SRs) were 
closed indicating a significant 
number of work requests were 
completed and that there is not 
a large backlog of open SRs. 

 Overall Service Request 
Efficiency during the study year 
(SRs closed / SRs opened) is 
1.01% versus the Government 
peer average of 0.88%. 

 City of Virginia Beach has a 
higher service request close rate 
than peers when comparing the 
number of closed requests 
versus those that are still open. 
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Oracle e-Business Application Support 
Defects 

 City of Virginia Beach 
reports a higher total 
number of defects in 
the production 
environment when 
compared with the 
Government peer 
group.   
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Oracle e-Business Application Support 
Defect Severity 

 City of Virginia Beach also 
reports a higher number of 
critical and major defects 
which have the greatest 
visibility and impact on the 
organization. 
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Oracle e-Business Application Support 
Cost Per FTE 

 Total annual blended cost per FTE, including both internal staff and contractors, is 18% lower than the 
Government peer average, at $97K versus $118K. 

 Cost per FTE for internal staff is 9% lower than the Government peer average, at $96K versus $106K. 
 Cost per FTE for contractors is significantly lower than the Government peer average, at $115K versus 

$175K. 
 

Cost per FTE – Insourced versus Contractor Total Blended Cost per FTE 
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Oracle e-Business Infrastructure and Operations Support 
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Oracle e-Business Infrastructure and Operations Support 
Midrange Server Consensus Model 

 Gartner’s consensus model for ERP 
Infrastructure and Operations Support 
includes spending and staffing associated 
with the provisioning of the full life cycle 
management of processing/hosting services 
on midrange platforms including acquisition, 
deployment, maintenance, change 
management and disposal. 
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Oracle e-Business Infrastructure and Operations Support 
Storage Consensus Models 

 Gartner’s consensus model for ERP 
Infrastructure and Operations Support 
includes spending and staffing associated 
with the provisioning of the full life cycle 
management of storage services utilizing 
on-line, near-line and offline technologies 
including acquisition, deployment, 
maintenance, change management and 
disposal. 
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Oracle e-Business Infrastructure and Operations Support  
Scope and Peer Profile 

City of Virginia Beach Scope  
– Oracle e-Business Application Suite is hosted by Oracle through an Oracle Cloud Services (Oracle on Demand) 

hosting agreement at Oracle’s data center(s).   
• 1 Physical Linux x86 Server 
• 4 Operating System Instances 
• 3 Database Instances 
• 2 Terabytes of Useable Storage 
• 24.6 Terabytes of Tape Stored Offsite 
• Oracle Enterprise Edition DBMS Software 
• Oracle Fusion Middleware 
• Virtualization Software 

 

Peer Profile 
– Government (Govt) Peer Group: Reflects comparisons with rates for current outsource contracts for similar 

services provided by “tier 1” service providers. 
– Private (Pvt) Peer Group: Cross industry peer group that includes 8 US organizations with a similar number and 

sized Linux Server and Storage environment. 
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Oracle e-Business Infrastructure and Operations Support 
Efficiency Cost per Operating System Instance 

 Overall cost per 
Operating System 
Instance falls at the high 
end of the range for the 
Government peer group. 
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Oracle e-Business Infrastructure and Operations Support 
Total Spending by Cost Category 

 City of Virginia Beach IT 
spend for support of the 
Oracle e-Business 
infrastructure and 
operations is $77K 
more than the market 
price for similar services 
provided by “tier 1” 
service providers, at 
$541K versus $464K. 
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Oracle e-Business Infrastructure and Operations Support 
Total Adjusted FTEs by Sourcing Type 

 Outsourced 
equivalent staffing to 
provision a similar 
environment is 0.8 
FTEs. 
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Gartner Contact  
Lisa Warden 
Associate Director 
Gartner Consulting 
Telephone: +1 303-733-4321 
lisa.warden@gartner.com 
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Project Background 

■ The City of Virginia Beach (City) was seeking Gartner’s assistance in developing its IT Strategy and 
supporting IT Strategic Plan 
 

■ The City wanted to replace its technology and vendor driven strategy, with a more business aligned 
strategy and plan for IT going forward, including creating a regional / national brand as an innovative 
public sector IT leader  
 

■ The City was seeking assistance in developing, documenting, and formalizing the IT Strategy and 
gaining consensus and alignment between the City’s business and IT leadership for the IT Strategic 
Plan 
 

■ The City was also seeking assistance in performing an assessment of its major business applications 
and defining an effective management framework and roadmap for improving the value of the 
applications portfolio(s) 
 

■ The experience and artifacts (i.e., interview guides, assessment frameworks, assessment results, 
benchmarking worksheets, survey materials such as used in applications surveys, workshop materials, 
workshops results, IT strategy, and IT strategic plan) from this engagement allows the City to develop 
its own capabilities in refreshing its IT strategic plan for years to come 
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Project Objectives 

 
■ Conduct IT benchmarking for infrastructure and operations, including improvement 

roadmap and 
– Identification of the City’s total cost of ownership  
– Comparison of City’s costs to that of comparable peers 
– Identification of areas for efficiency improvements 
– Recommendations for achieving efficiency improvements (integrated with IT strategic plan 

roadmap) 
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Project Objectives 

■ Specific objectives for this benchmark include: 
– Establish a baseline for IT spending and staffing levels for infrastructure and operations within 

ComIT. 

– Compare IT spending and staffing levels to other organizations and identify opportunities to 
improve performance. 

■ To meet these objectives, Gartner will accomplish the following: 
– Deliver baseline measurements of the infrastructure service areas relative to peer environments 

based on several comparative dimensions, including overall staffing, cost efficiency and service 
levels. 

– The deliverables from the engagement will identify and provide: 

• Comparative performance metrics for cost, staffing and service levels 

• Key opportunities to drive significant improvements  

• Best-in-class service delivery and management targets for each area of analysis 

• Understanding of risks associated with any areas of under-investment 
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Project Scope 

■ Analysis covers a 12 month study timeframe representing fiscal year FY13 (July 1, 2012 
thru June 30, 2013). 

■ IT functional areas studied include: 
– Enterprise Computing – Mainframe and Windows 
– Storage 
– End-User Computing 
– IT Service Desk (ITSD) 
– Data Networks – Wide-Area Data Network, Local-Area Network 
– Enterprise Telecom - Voice Premise (Local), Wide-Area Voice (Long-Distance) 

■ The scope of the analysis includes spending and staffing for the workload supported by 
ComIT. 

■ $13.3M of City of Virginia Beach’s IT expenditures and 71.2 full-time equivalent staff 
(FTEs and FTCs) are included in the consensus models for the portions of Applications 
Support, Systems Support, Technology Services and Telecommunications included in 
this analysis. 

■ Gartner Benchmarks utilize a consensus cost model chart of accounts approach to 
ensure fair benchmark comparisons. As a result, expenditures captured in the 
benchmark will not directly match the official IT budget. 
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Analysis Methodology 
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Benchmark Analysis Methodology 
Our Approach 

■ The following approach was utilized: 

 
Phase II Phase III Phase I 

Gartner Best-Practice Research and IT Databases  

Data 
Collection 

Benchmark 
Findings and 

Results 

Project 
Initiation and 

Planning 

Management 
Report and 

Briefing 

Data Validation 
and Analysis 
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Benchmark Analysis Methodology 
Key Concepts 

$6,000,000 

Adherence to “Consensus 
Models” ensures 

comparability 

“Workload” represents a provided 
service and is balanced with cost 

To compare with actual spending, an organization’s 
workload is multiplied by their peers’ average unit cost 

           EXAMPLE: 

5,000 
   x $1,200 

The  organization’s 
user count 

Peers’ cost for supporting 
the organization’s users 

Peers’ average 
cost per user 

• Based on operational expense 
• Labor is not depreciated 
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Benchmark Analysis Methodology 
Peer Comparisons 

■ Independent peer groups were selected for each IT functional area based on workload 
and other characteristics such as industry and geography.  A second data point is 
added for reference. 

■ The spending and support profile of each peer group was used to simulate what the 
comparative group would spend to support the City of Virginia Beach’s workload.  A 
composite model representing total IT spend in all areas included in the analysis was 
also created.  

■ City of Virginia Beach’s results are displayed in comparison with three peer group 
reference points: 
– Peer – Avg: representing the average for the comparative group 

– Peer – 25th Pctl: representing the lowest quartile (lowest cost) for the comparative group. Lower 
cost can be an indicator of cost efficiency or under funding.  

– Peer – 75th Pctl: representing the highest quartile (highest cost) for the comparative group 

■ For Peer groups that include 2 or more Public Administration (Government) peers an 
additional comparison has been provided for those data observations. 

■ Differences in spending and other metrics derived from this analysis provide insight into 
opportunities for increased cost efficiency and reduced risk. 
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Executive Summary 
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Executive Summary 
Introduction 

The benchmark results presented in the following slides indicate the extent to which the 
City of Virginia Beach is aligned with other organizations of comparable size and 
complexity with respect to selected infrastructure and operations domains.  These findings 
should not be considered independently to justify the addition or reduction of IT staff in any 
particular ComIT unit.  Rather, Gartner recommends that these findings be used together 
with results from its assessment of ComIT’s current organizational structure and staffing 
model to develop a future state functional organizational structure that is aligned with the 
Department’s IT service delivery goals.   

  



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach16

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 14 

Executive Summary 
Key Findings Summary 

■ The City of Virginia 
Beach’s ComIT 
organization is operating 
the Infrastructure & 
Operations environment 
with average cost 
efficiency.  Total IT 
investment captured in 
this analysis, at $12.65M, 
is 6.6 percent less than 
the workload peer group 
average of $13.55M. 
– City of Virginia Beach’s 

lower costs in Windows 
servers, Voice and Data 
Networks are being offset 
by higher costs in 
Mainframe, End-User 
Computing and Service 
Desk. 
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Executive Summary 
Key Findings Summary – Mainframe  

■ The City of Virginia Beach’s Mainframe 
cost per MIPS is significantly higher than 
the peers.   

■ For the past 8-10 years, the cost per 
MIPS has continued to decrease year-
over-year due to the use of specialty 
MIPS. 

■ The 2012 average Annual Mainframe 
Cost per Installed MIPS in the Gartner 
database is $3,566. The 2012 average 
number of Installed MIPS Supported per 
Mainframe FTE is 194.  

■ Complexity and demand elements should 
always be considered within the context 
of a performance evaluation as they are 
the most fundamental drivers of a cost 
profile. The City currently has revenue 
and licensing applications as well as a 
few other small legacy applications 
running on  a hosted Mainframe. 

  

    

Cost per MIPS 

NOTE: In FY14, the Mainframe staffing 
has decreased by 2.0 FTEs since the 
analysis timeframe. 

 

Virginia Beach Peer Govt Peer 

MIPS per FTE 8 50 19 
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Executive Summary 
Key Findings – Windows Servers 

■ City of Virginia Beach’s overall 
Windows Server costs are 29% 
lower than the Peer average. 
– Hardware and Software 

costs are much lower than 
peers due to an aging 
environment. 

■ The largest gap in costs is in 
Personnel where City of 
Virginia Beach is spending 10% 
higher than the Peer average. 
– Staffing levels are 44.5% 

higher, 18.79 FTEs vs. 13.01 
FTEs for the Peer. 

■ Connectivity costs are much 
lower than Peers due to older, 
slow data networks supporting 
the data center. 

■ City of Virginia Beach has no 
spending on Disaster Recovery. 

  

Total Costs – Windows Servers 

NOTE: In FY14, the City is developing a 
Disaster Recovery plan and working to 
realign personnel resources. 
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Executive Summary 
Key Findings – Storage 

■ City of Virginia Beach’s overall 
Storage costs are 5 percent 
higher the Peer average. 

■ Hardware costs are slightly 
higher than the Peer while 
Software costs are 46% lower 
than the Peer. 
– Minimal tools are being used to 

support the storage 
environment. 

■ Higher Personnel costs are 
being driven by higher staffing 
levels, 3.7 FTEs vs 2.4 FTEs for 
the Peer. 

■ Disaster Recovery includes Iron 
Mountain for off site tape 
storage. 

■ Unallocated Total costs 
represent Mainframe storage 
from Blue Hill Data Services. 
 

 

 
  

Total Costs – Storage 

■ The City should consider investing in storage 
management tools and processes to support its data 
retention and management strategies. 
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Executive Summary 
Key Findings – End-User Computing 

■ City of Virginia Beach’s overall End-
User Computing costs are 23% 
higher than the Peer average. 
– Hardware and Software costs are 

only slightly higher. 
– The largest gap is in Personnel 

costs where the City is spending 
$968K more than the Peer.  Higher 
Personnel costs are being driven by 
higher staffing levels (City is using 
3.0 more FTEs) and overtime pay 
for after hours support  
(approximately $250K annually).  

■ Higher costs in FY13 can also be 
attributed to the technical refresh and 
Windows 7 rollout in FY13.  Some 
older desktops were upgraded during 
this timeframe, as necessary for the 
new Windows 7 software to function 
effectively.  
– Windows 7 upgrade was 

approximately $1.0M in addition to 
on-going costs. 

 

  

NOTE: In FY14, the staffing numbers have 
been reduced by 1.0 FTEs and 4.0 
FTCs due to Win7/Office 2010 project 
being complete. 

 

Total Costs – End-User Computing 
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Executive Summary 
Key Findings – IT Service Desk 

■ City of Virginia Beach’s total cost for IT Service 
Desk is $82K higher than the Peer average. 
– Higher total costs are being driven by higher Personnel 

costs.  Staffing levels are 46% higher, 7.3 FTEs for the 
City vs. 5.0 FTEs for the Peer. 

■ First Contact resolution service level performance 
is well below Peer and Industry.   

■ Contacts per City user is 3.9 contacts per year. 
Gartner typically sees 13-14 contacts per user per 
year.  This is an indication that City users are likely 
going outside of the Service Desk for support and 
therefore impacting productivity of their co-workers. 

 

 

 

  

■ The City’s IT Service Desk is bearing extra 
cost and inefficiency by not having a more 
effective Level 0 / 1 service desk capability to 
offload inquiries and requests from Tier 2 
technical teams.   

■ Additionally setting the right processes, staffing 
and tools in place will enable the service desk 
to start shouldering the broader single-point-of-
contact responsibilities. 

Virginia Beach Peer Govt
Cost per Contact 22.85 19.82 16.73

Total FTEs 7.3 5.0 5.3

First Contact Resolution 27% 53% 65%

Contacts per User 4 15 11

NOTE: For FY14, City of Virginia Beach is 
implementing a new ticketing tool with self-service 
and knowledge database capabilities.  In addition, 
the Service Desk has been reduced by .83 FTC. 
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Executive Summary 
Key Findings – Data Networks 

  

■ City of Virginia Beach’s Local Area 
Network (LAN) and Wide Area Network 
(WAN) costs combined, are less than 
half of what the Peer would spend to 
support The City’s data network 
workload. 
– Workload for data networks according to 

the Gartner model includes local area 
network active ports and number of end 
user devices attached to the WAN. 

■ The largest gap in cost is in WAN, 
where 63% lower than the Peer. 

■ Staffing levels are significantly lower 
than the Peer resulting in lower 
Personnel costs. 

 

 

 

Virginia Beach Total Cost Peer Total Cost
LAN $638 $974
WAN $701 $1,907
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Executive Summary 
Key Findings – Data Networks 

  

Total Costs – Wide Area Network ■ City of Virginia Beach’s Wide Area 
Data Network costs are well below the 
Peers. 

■ The City’s network is comprised of a 
slower technology and has not had any 
significant investment in the past few 
years. 
– While Transmission costs are the driver 

for overall lower costs, service is slow 
and unreliable. 

■ The City currently has a Metropolitan 
Area Network (MAN) that is being 
under utilized. Gartner has observed 
that MANs are typically more cost 
efficient than WANs, especially if MAN 
equipment is owned by the 
organization.  
– The City’s MAN was excluded from this 

analysis as this network is early in 
development today.  

 

 

NOTE: In FY14, the City is creating a 
strategy to upgrade the WAN and MAN 
and provide converged voice and data 
services. 
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Executive Summary 
Key Findings – Voice Networks 

■ City of Virginia Beach’s overall Voice 
Network costs are comparable to the 
Peer group. 
– Higher long distance costs are being offset 

by lower local costs. 

■ The City’s staffing levels are 2 times 
higher than the Peer however the City 
has a lower cost per FTE than the Peer. 

■ Higher staffing levels are resulting in 
slightly higher Personnel costs. 

■ Lower Transmission costs are offsetting 
the higher Personnel costs. 

■ Complexity is a driver of higher staffing 
levels in the Telecom area.  There are 
many different telephone systems and 
voicemail systems spread 
geographically across the City to 
support. 
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Executive Summary 
Key Findings – Cost by Category 

■ When total costs 
are examined by 
cost category, 
there are several 
areas where the 
City of Virginia 
Beach is at risk 
due to lower 
spending levels. 

 

 

  

Total Cost by Category 
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Executive Summary 
Key Findings – Cost by Category 

■ Disaster Recovery costs in Windows servers and Storage are extremely low compared to 
Peers. The DR cost reported by the City only includes some off-site tape storage.  
– Business continuity management and DR are key disciplines for an organization that hopes to 

effectively recover from a disaster.  It must address every aspect of business operations, not just the 
IT systems that support them.  

– Organizations frequently under-invest in business continuity management and DR because they fail 
to see the full range of financial and nonfinancial losses at stake.  

■ The City’s Transmission costs in Voice and Data Networking are significantly lower 
compared to Peers and is primarily being driven by lower transmission in WAN.  There 
appears to be a significant under-investment in this area. 
– Network is slow and needs more capacity for Emergency services. 

– Equipment is past end-of-life. 

– End Users are dissatisfied. 

■ The largest gap in cost is in Personnel where the City is spending $1,187 million more than 
the Peer average. 
– Higher Personnel costs are being driven by higher staffing levels in all areas except WAN.  

 
. 
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Executive Summary 
Total Adjusted FTEs by Functional Area 

■ The largest gap in overall 
staffing is in End User 
Computing where the City 
has 28.08 FTEs vs. 22.26 
FTEs for the Peer. 

■ The staffing gap for 
Windows Servers is also 
notable, where the City 
has 18.79 FTEs vs. 13.01 
FTEs for the Peer.  
– The City is supporting 

server equipment in 40 
locations.  While a 
centralized environment 
would be more cost 
efficient, network 
infrastructure can not 
currently support a more 
centralized environment, 
more bandwidth is needed. 
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Executive Summary 
Total Cost Per FTE 

■ Total cost per FTE 
is slightly higher 
than the Peer 
average. 

■ Higher cost per 
FTE in the End-
User computing 
area is the primary 
driver. 
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Executive Summary 
Infrastructure Process Maturity 

■ The City of Virginia Beach scored 1.54 on 
the process maturity scale (out of 5.0). 
– The City scored higher than the government 

average in Business Relationship 
Management and Capacity Management. 

■ The City’s lowest scores (<=1) are in: 
– Problem Management 

– Release Management 

– IT Service Continuity Management 

– Service Level Management 

– IT Asset Management 

 

 

 
*  Process 
definitions are 
located in the 
appendix. 
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Executive Summary 
Gartner Process Maturity Levels 

4 5 Current or Desired Maturity

5 Optimized — Best practices are followed and automated. Processes have been refined to 
a level of best practice.  Process is highly mature and predictable based on the results of 
continuous improvement and quantitative process performance.  IT is adapted to further 
automate the workflow and improve the organization’s quality, effectiveness, and ability to adapt.

1 Ad hoc/Random — Processes are ad hoc and disorganized. There is evidence that the organization has recognized 
that the issues exist and need to be addressed. There are, however, no standardized processes but instead there are ad 
hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to process 
management is disorganized.  There is a strong reliance on the competence and heroics of the people in the organization.

2 Repeatable — Processes follow a regular pattern. Processes have developed to the stage where similar 
procedures are followed by different people undertaking the same task. Most of the work is done by procedures and 
varies by department.  There is no formal training or communication of standard procedures, and responsibility is left 
to the individual or work group. 

3 Defined — Processes are documented and communicated. Processes, standards, tools, measures and 
methods have been standardized, documented and communicated (through training) across the organization. 
The processes are moderately mature and formalize existing practices.  Process improvements and metrics 
are occur over time. 

4 Managed — Processes are monitored and measured. Processes are proactively managed and 
controlled to continuously provide good practice.  Automation and tools are utilized to further 
manage process activities. Emphasis on measuring and analyzing quantitative objectives to improve 
processes and identify areas that are failing  to meet the needs of the customer/organization.

321 4 5 Current or Desired Maturity

5 Optimized — Best practices are followed and automated. Processes have been refined to 
a level of best practice.  Process is highly mature and predictable based on the results of 
continuous improvement and quantitative process performance.  IT is adapted to further 
automate the workflow and improve the organization’s quality, effectiveness, and ability to adapt.

1 Ad hoc/Random — Processes are ad hoc and disorganized. There is evidence that the organization has recognized 
that the issues exist and need to be addressed. There are, however, no standardized processes but instead there are ad 
hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to process 
management is disorganized.  There is a strong reliance on the competence and heroics of the people in the organization.

2 Repeatable — Processes follow a regular pattern. Processes have developed to the stage where similar 
procedures are followed by different people undertaking the same task. Most of the work is done by procedures and 
varies by department.  There is no formal training or communication of standard procedures, and responsibility is left 
to the individual or work group. 

3 Defined — Processes are documented and communicated. Processes, standards, tools, measures and 
methods have been standardized, documented and communicated (through training) across the organization. 
The processes are moderately mature and formalize existing practices.  Process improvements and metrics 
are occur over time. 

4 Managed — Processes are monitored and measured. Processes are proactively managed and 
controlled to continuously provide good practice.  Automation and tools are utilized to further 
manage process activities. Emphasis on measuring and analyzing quantitative objectives to improve 
processes and identify areas that are failing  to meet the needs of the customer/organization.

321

City of VA Beach  
Rating 1.54 

Industry Average 
Process Maturity 

evolve over time. 
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Executive Summary 
Recommendations – Mainframe Costs 

 Issue: 
City of Virginia Beach’s Mainframe costs are exceptionally high compared to Peers and Industry.  In the industry, cost 
per MIPS continues to decline year-over-year.   

There are approximately 10 applications still running on the Mainframe.  Two of those are used heavily, the balance 
are either small applications or applications that are kept for historical/reference purposes. 

■ Recommendations: 
– City of Virginia Beach should migrate the last 10 applications off of the Mainframe and retire the costly platform. 

• Rehosting is not just an application issue; it can also have a significant impact on the data center. Don't make a rehosting 
decision without involving infrastructure considerations.  

• Mainframe shops with fewer than 3,000 million instructions per second (MIPS) can consider rehosting to reduce cost, if the 
application portfolio substantially delivers company business needs.  

• Mainframe rehosting solutions offer lower-cost and more-immediate modernization results, with reduced IT spending within 
12 to 36 months of the migration.  

• Rehosting solutions have been shown to handle significant mainframe workloads, but establishing a strong infrastructure 
platform and operational discipline is key to success.  

• Workloads can be rehosted to Unix, Linux or Windows platforms, leveraging any of the modern relational databases. The 
platform decision should be in line with the broader company infrastructure decisions.  

 
Mainframe Rehosting Products Offer Lower Risks, 18 August 2010 G00205885  
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Executive Summary 
Recommendations – Hardware Lifecycle (Servers) 

■ Issue: 
– Spending on Windows server hardware is $425K or 67% lower than the Peer average. Hardware costs are 

substantially lower than the Peer average in several areas including WAN and LAN.  Selected older desktops 
were upgraded in FY2013, as necessary for new/refreshed Windows 7 software to function effectively.  
 

■ Recommendations 
– Establish a life cycle management program for equipment, starting with desktops since desktops have been 

refreshed recently, that permits scheduled replacement of equipment as required.  
• Ensure that the program spans the entire life cycle of the assets from acquisition to disposal.  

– Monitor staff time spent on repair of old equipment (i.e., excessive staff time repairing equipment may be more 
costly than replacement). 

– Review asset management information and processes identifying areas where improvements are required . 

– Examine current environment against the established life cycle plan to identify gaps. 

– Plan the refresh schedule. 
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Executive Summary 
Recommendations – Storage Management 

■ Issue: 
– While overall spending on Storage is within range of the Peer group, staffing is slightly higher than the peer 

average, at 3.7 FTEs vs. 2.4 FTEs. In addition, spending on software is lower than the peer group indicating that 
the City may lack sufficient tools for managing the storage systems.  

– The City would benefit from implementing a strategy to proactively manage ever growing storage and associated 
costs. Storage has been an area where growing requirements, including the complexity of storage technologies, 
processes and applications, can outpace the ability of staff to manage it effectively.  

■ Recommendations: 
– Move toward a real-time infrastructure or storage utility  

• Establish a dedicated storage management team with clear roles and specific job descriptions. 

• Encourage the team to build strong relationships throughout the organization to build trust and aid in understanding 
business needs and services.  

• Task the storage team with identifying and documenting necessary storage services and required service levels, along 
with the price for each.  

• Establish chargeback mechanisms so that demands for service are tempered by budget/affordability considerations. 
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Executive Summary 
Recommendations – Storage Management (Cont) 

■ Recommendations: 
– Ask the team to deliver benefits and begin to reduce costs:  

• Slow storage growth by improving use. The storage team should provision file systems and implement SRM and SAN 
management.  

• Implement storage tiers aligned with recovery options. Deploy tiers by application to provide varying cost and 
performance alternatives consistent with the value of the data.  

• Implement archiving to save important government information, reduce the use of more-expensive online storage and 
drive down backup/recovery costs. Retain archived data per retention policies reflecting legal and government 
requirements.  

• Implement snapshot technologies first to reduce backup windows, then to drive down recovery times and finally to 
improve recovery points. 

– Automate storage management to gain agility and flexibility:  
• When software technologies become available, implement policy engines and workflow automation to reduce cost and, 

more importantly, to improve responsiveness to business needs.  

• Don't try to do it all at once. An orderly plan of investments, coupled with learning and technology deployments, is less 
risky and more affordable.  

• Tools for SRM, SAN management and process automation are not yet mature and should therefore be implemented 
tactically to improve the components of the activity in the short term.  

• Expect to find strategic products down the road, especially for automation. 
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Executive Summary 
Recommendations - Address Disaster Recovery Planning 

■ Issue: 
– In FY13, City of Virginia Beach did not have a disaster recovery/business continuity strategy.  In FY14, work has 

begun to identify and implement a strategy. Current process maturity scored 1.0 in this area. 

■ Recommendations: 
– Ensure that there is an understanding of the level of risk in not funding or formalizing Disaster Recovery plans and 

capabilities. 
• Review the strategy for Disaster Recovery against business requirements beyond Engineering. 

• Integrate DR/BCP into change management and project life cycle processes to ensure recovery requirements – people, technology, 
facilities and business processes – are defined early and adequately funded. 

• Obtain executive sponsorship  
for business continuity plans. 

• Assess the costs of risks in  
the event of any level of  
business disruption - from  
inconvenience to full disaster. 

• Once complete, business  
continuity plans should be  
periodically tested. 

• Involve business leaders and 
commit to keeping the  
plan current. 
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Executive Summary 
Recommendations - Address Disaster Recovery Planning 

■ Recommendations, continued: 
– Create a Business Continuity / Disaster Recovery Plan (BCP / DR): 

• No specified “right” level of spending exists in the disaster recovery area.  The amount to spend depends on the level of risk 
the organization is willing to accept.  Issues to consider and corresponding actions include:   

- How critical are the applications to service  
fulfillment and organization reputation? 

- If critical, conduct a business impact  
assessment to determine the cost of  
application downtime.   

- Communicate these costs to the impacted  
business units in order to confirm that the  
higher spending levels justify the higher costs  
incurred.  

• Execute a full test annually exercising the  
process from the point of failure to complete  
recovery. 
 

■ Source:  “How to Best Align IT Disaster Recovery Capabilities to Reduce  
Midsize Business Risk,” ID:G00237621, Kevin Knox, 17 August 2012. 
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Executive Summary 
Recommendations – IT Service Desk 

■ Issue: 
– The City of Virginia is spending more than the Peer group for IT Service Desk.  Higher costs are being driven by 

higher Personnel costs. 

– For FY13, there was no spending on software to support IT Service Desk operations.  In FY14, the City is 
implementing a new tool set for incident and knowledge management as well as self-service components. 

– First contact resolution is low for FY13 but improving in FY14. 

– The Service Desk staffing levels have decreased from FY13 to FY14. 

 

■ Recommendations: 
– Continue the implementation of the new tool.  Processes should be developed and documented for agents with 

regards to incident and knowledge management. 

– Incent agents to increase first contact resolution.  As the knowledge database grows, first contact resolution 
should increase.   

– Develop and communicate service level expectations to the end users. 

– Continue to measure and monitor service levels. Report results and reward top agent performers. 
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Executive Summary 
Recommendations – IT Self-Service Tools 

■ Issue: 
– City of Virginia Beach’s service levels for the IT Service Desk are below the peer group average and industry.  In 

order for IT to be viewed as an “enabler” of productivity, the City should identify opportunities for users to leverage 
Self-Help in the IT Service Desk.  This requires targeted focus as the City looks for ways to improve. 

■ Recommendations: 
– IT self-service represents a change in how 

users receive support.  With any IT  
self-service initiative, getting the business 
involved early on to understand the drivers of 
IT self-service and the value it presents 
increases its opportunity to be successful.   

– Communicate end-user feedback specific to IT 
self-service experiences to balance the IT goal 
of support reduction and the user attitudes 
and expectations that drive utilization. 

– Improving first contact resolution rates and  
increasing utilization of self-service tools 
provides an opportunity to reduce costs. 

NOTE: For FY14, City of Virginia Beach is implementing a new ticketing tool with 
self-service and knowledge database capabilities.  In addition, the Service Desk 
has been reduced by .83 FTC. 
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Executive Summary 
Recommendations - Conduct Root Cause Analysis 

■ Issue: 
– There is a need to improve incident and problem management processes and tools to capture more detailed metrics 

that will enable analysis of the infrastructure and applications environments and support root cause analysis. 

 

■ Recommendations: 
– Examine opportunities to reduce contact volume through ongoing root cause analysis. 

• Use root cause analysis to eliminate problems, reducing the workload both for the Service Desk and End-User Computing 
staff by essentially removing work. 

• Use incident and problem data to augment process improvement efforts in End-User Computing. 

• Measure cycle times for common problems and look for ways to improve staff productivity. 

 



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach40

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 38 

Executive Summary 
Recommendations – Data Network Investment 

■ Issue: 
– Staffing is low across the data networking towers.  In similar situations, many times it is a real possibility that staff 

are over-extended to the point of impacting services provided as well as staff retention. 

– Historically, there has been an under-investment in data networks. Equipment is old and slow.  

– The amount of network bandwidth is not sufficient to support the business requirements or the strategy for ComIT 
to centralize server support. 

– The City is currently looking into utilizing the100+ miles of fiber that is already across the city.  The dark fiber is 
the metropolitan area network currently being utilized by traffic engineering in Public Works.  With investments in 
this area, the City can improve data network bandwidth to the rest of the City more cost efficiently. 

■ Recommendations: 
– Continue to measure and monitor service level performance of the data networks. 

– Make investments to modernize the data network by increasing the use of dark fiber that already exists.   
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Executive Summary 
Recommendations – End User Satisfaction 

■ Issue: 
– End User satisfaction is believed to be low in certain areas such as network speed. 

– Annual number of contacts per user into the Service Desk are lower than the Gartner average which could 
indicate that users are going somewhere else for support. 

 

■ Recommendations: 
– Perform an IT Customer Satisfaction survey annually, at minimum, and include all infrastructure (and applications) 

support.  Collect direct feedback from users on areas that they feel are ComIT needs to focus to increase their 
satisfaction. 

– Develop a communication plan with end users to address their concerns—slow response times (Network and 
Help Desk), old equipment, lack of SLAs, etc. 
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Enterprise Level Metrics 
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Enterprise Metrics 

■ The Enterprise Level Metrics section captures information that helps to describe the 
broadest scope of the overall engagement. This section includes items such as the 
geographical scope of business operations and total IT budget including IT spend 
outside of ComIT. 

■ Keep in mind that spending, staffing and workload information provided for each of the 
subsequent IT functional area views are compared to these answers, providing insights 
regarding the business context of each functional area view. Metrics such as “analyzed 
IT spend as a % of total IT budget” are calculated to help Gartner understand the 
contribution of that investment within the scope of the entire IT budget and to help 
prioritize actions that may provide the largest returns. 

■ The Enterprise Profile section will hold the highest level of information that is pertinent 
to the analysis.  Peer comparisons at the Enterprise level are made against other 
Government entities that are similar is size (OPEX and number of employees) to the 
City of Virginia Beach.  The IT functional area views (I&O benchmark) are defined at 
least one level below the enterprise profile level and have peer comparisons based on 
workload profiles such as number of Windows servers supported, number of desktops 
supported, etc. 
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Enterprise Metrics 
Peer Group Demographics 

■ All twenty-two (22) peers are State or Local Government organizations 
based in the United States 

■ Peer average operating expense is $832.8M vs $863.1M for the City of 
Virginia Beach 

■ Peer average number of employees is 4,775 vs 6,915 for the City of 
Virginia Beach 
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Enterprise Metrics 
Key Metric Summary 

Enterprise Metric Virginia 
Beach 

Government - 
Average 

Total IT Spend as a % of Operational 
Expense 

4.41% 2.82% 

Total IT Spend per Employee $5,500 $5,981 

IT FTEs as % of Total Employees 2.17% 2.62% 

IT FTEs % In-house 87.66% 94.36% 

IT FTEs % Contractor 12.34% 5.64% 

Total IT Budget Distribution - % Capital 19.10% 19.69% 

Total IT Budget Distribution - % 
Operations 

80.90% 80.31% 

Total IT Budget Distribution - % Run 76.00% 73.50% 

Total IT Budget Distribution - % Grow 
 

11.00% 13.41% 

Total IT Budget Distribution - % Transform 
 

13.00% 13.09% 

■ The City’s IT spending as a % of 
operating expense is significantly 
higher than the peer group  

■ IT spend per employee is 8% 
below peer average and the City 
also has less IT employees as a % 
of total employees 

■ The City’s budget distribution of 
capital is slightly lower than the 
peer  

■ The City’s ratio of IT in-house vs 
contractors is slightly different than 
the peer where the City has higher 
contractor usage 

■ The City’s IT spending is similar to 
the Peer group for run, grow, 
transform activities.  They City has 
a slightly higher run percentage. 
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Enterprise Metrics 
IT Spending as % of Operational Expense (OPEX) 

■ In FY2013, City of Virginia Beach spent more 
on IT as a percent of Operational Expense 
(OPEX) than the Government (Industry) peer 
group, 4.4% vs. 2.8% for the peer.  
– FY2013 was an anomalous year for City IT 

spending due to Carry Forward from FY2012 and 
open Purchase Orders related to a Windows 7 
refresh project. Selected older desktops were 
also upgraded during this timeframe, as 
necessary for the new Windows 7 software to 
function effectively.   

■ IT spending as a percentage of operational 
expenses provides a view of the role IT plays 
in the spending patterns of the business. The 
greater the amount of the operating 
expenses that is dedicated to IT, typically the 
greater need for visibility into the IT 
investments the business will require. 

= Peer Range 

= Peer Average 

= Peer Middle Quartiles 

= Virginia Beach 

Cylinder denotes the median 50% of responses 
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Enterprise Metrics 
IT FTEs as % Total Employees 

■ City of Virginia Beach has fewer IT FTEs 
as a percentage of total FTEs,  2.2% vs. 
2.6% for the peers. 

■ The percentage of IT FTEs in the 
organization compared to the total number 
of employees is a key measure of how 
critical IT support is to the business. 

■ Typically, organizations with high levels of 
manageability and automation should 
require fewer operations staff.  Manual 
processes and lack of standards will often 
increase the number of IT FTEs needed. 

■ Virginia Beach doesn’t currently use much 
automation and has lower staffing levels.  
This could put the City at risk when 
attempting to meet service level objectives 
which could negatively impact user 
satisfaction. 

 = Peer Range 

= Peer Average 

= Peer Middle Quartiles 

= Virginia Beach 

Cylinder denotes the median 50% of responses 
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Enterprise Metrics 
Staffing Distribution by Technology Area 

■ Although IT FTEs as a 
percent of total FTEs is 
lower, the City of Virginia 
Beach’s staffing distribution 
looks similar to other 
government organizations 
except in the following 
areas: 
– Staffing distribution is higher  

than the government peer 
average for Enterprise 
Computing, End User 
Computing and Applications 
Support. 

– Staffing distribution is lower 
than the government peer 
average for IT Service Desk, 
Voice Services,  Data 
Network and Corporate IT 
Management. 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix L)      49

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 47 

Enterprise Metrics 
Spending Distribution by Technology Area 

■ Several events in FY2013 at the City 
of Virginia Beach are potentially 
resulting in different spending 
profiles by technology area. 

 

■ All desktops were refreshed in 
FY2013 and is likely causing the gap 
in End User Computing spending. 
– Spending for desktop equipment 

purchased outside of ComIT by the 
business units is included. 

 

■ Applications Support has a 
significant gap in spending.  Virginia 
Beach has a large portfolio of 
applications, including many vendor 
packages, which is likely driving this 
gap. 
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Enterprise Metrics 
Spending Distribution by Cost Category 

■ Virginia Beach’s spending profile 
reflects more spending for software and 
less for hardware compared to the 
Government peer average. 

 

■ This could indicate that Virginia Beach 
is spending more on packaged 
applications based on previous 
spending profile by technology area 
where Virginia Beach is spending more 
in Application Support. 

 

■ Lower spending in Hardware often 
indicates that installed hardware has 
reached its end of life.  While selected 
older desktops have been upgraded (as 
part of the FY2013 Windows 7 refresh), 
the Windows server environment has 
some aging equipment. 
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Enterprise Metrics 
IT Spending Per Employee 

■ IT spending per employee 
provides insight into the amount of 
technology support an 
organization’s workforce receives.  

■ Low spending levels can be 
related to higher overall staffing 
levels and or lower IT investment 
than peers. 

■ Large variations within industry 
groups can represent different 
business models for service or 
product delivery. 

 

= Peer Range 

= Peer Average 

= Peer Middle Quartiles 

= Virginia Beach 

Cylinder denotes the median 50% of responses 
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Enterprise Metrics 
IT Budget Distribution – Capital vs. Operations 

■ IT capital expenses vs. operational 
expenses helps to portray the investment 
profile for an organization in a given 
year. 

 

■ Organizations with a higher capital 
spending may… 
– Be investing heavily in strategic IT 

infrastructure 

– Have reached a planned point of 
investment in their infrastructure 
lifecycle 

– Not have been managing asset 
investments well (i.e., “catching up”) 

– Simply have a more aggressive 
capitalization policy 

■ The break out of Run, Grow, 
Transform spending that follows may 
provide more insight. 
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Enterprise Metrics 
IT Budget Distribution – Run, Grow & Transform 

■ “Run the business” investment ties to 
activities that support core business  
operations– efficiency and 
performance optimization should be 
key themes.    

■ “Grow” activities tie to organic growth 
and increased customer demand. 

■ “Transformation” is linked to changes 
to the business model, and 
introduction of new products and 
services.   

■ Generally speaking, high “run” 
spending may indicate a limited 
strategic role for IT.  
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Enterprise Computing – Mainframe  
Consensus Model 
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Enterprise Computing – Mainframe  
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer Govt 

Mainframe Installed MIPS 22 53 696 

  

 ■ Peers were selected from various industries. North American organizations were 
selected. The workload characteristics of City of Virginia Beach and the Mainframe 
peer group is as follows: 

 

 

 

 

■ 5 Organizations 

■ 2 Public Administration 

■ 1 Utilities 

■ 1 Retail 

■ 1 Insurance 
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Enterprise Computing - Mainframe 
IT Spending by Cost Category 

The Mainframe 
environment is 
completely outsourced 
and costs are over 2 
times higher than the 
Peer average and the 
Government Peer 
average. 
 
In addition to the 
outsourced services, the 
City’s retains some 
internal support (2.9 
FTEs). 
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Enterprise Computing - Mainframe 
IT Spending by Sourcing Type 

Outsourced LAN costs 
excluding retained staff 
costs (Insourced costs) 
are 26% higher than the 
Peer average. 
 



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach60

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 58 

Enterprise Computing - Mainframe 
Efficiency – Cost Per MIPS by Cost Category 

The City’s Cost Per 
MIPS is over 2 times 
higher than the Peer 
average and the 
Government Peer 
average. 
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Enterprise Computing - Mainframe 
Total Adjusted FTEs by Sourcing Type 

 

The City’s staffing levels 
(City of Virginia Beach 
employees) are 
significantly higher than 
Peer average. 
 
In FY14, the Mainframe 
staffing has decreased 
by .95 FTEs since the 
analysis timeframe. 
Total staffing for 
Mainframe is 1.95. 
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Enterprise Computing - Mainframe 
Productivity – MIPS Supported Per Adjusted FTE 

Higher staffing levels 
results in lower 
productivity levels.  The 
City is supporting 84% 
fewer MIPS per FTE. 
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Enterprise Computing - Mainframe 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 55% 
lower than the Peer 
average and 30% lower 
than the Government 
Peer. 
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Enterprise Computing - Windows 
Consensus Model 
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Enterprise Computing – Windows  
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer Govt 

Windows OS Instances 564 614 577 

  

 ■ Peers were selected from various industries. North American organizations were 
predominately selected, in addition to some Western European organizations. The 
workload characteristics of the City of Virginia Beach and the Windows peer group is 
as follows: 

 

 

 

■ 10 Organizations 

■ 4 Public Administration 

■ 2 Insurance 

■ 3 Financial Services 

■ 1 Utilities 
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Enterprise Computing - Windows 
IT Spending by Cost Category 

• The City’s total cost for 
Window is 29% lower 
than the Peer average 
and the Government 
Peer average. 

• Hardware costs are 
67% lower than the 
Peer average and 51% 
lower than the 
Government Peer 
average. ComIT is 
supporting a lot of 
older and aging 
equipment. 

• Software costs are 
40% - 45% lower than 
Peers. 

• Lower Connectivity 
costs are driven by 
lower wide area 
network costs. 

• Personnel costs are 10% higher than 
the Peer average and 24% higher 
than the Government Peer average. 
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Enterprise Computing - Windows 
IT Spending by Sourcing Type 

The City is utilizing 
Contractors to support 
the Window 
environment, and is 
similar to the Peers. 
 
The Peers have some 
Outsourcing to 
supplement their 
support for Windows 
and the City does not 
currently have any 
Outsourcing. 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix L)      69

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 67 

Enterprise Computing - Windows 
Efficiency – Cost Per Total OS Instance by Cost Category 

The City’s Cost per OS 
Instance is 30% lower than 
the Peer average and the 
Government Peer average. 
 
Although total costs are 
similar, the breakdown 
across the cost categories is 
quite different. 
 
The City is spending more on 
Personnel and less on 
Hardware, Software and 
Transmission.  Windows 
support is very manual in 
nature.  With the right set of 
tools and centralization of 
Windows servers, the City 
should be able to lower the 
staffing levels required. 
 
The City should continue 
virtualization efforts in the 
data center. 
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Enterprise Computing - Windows 
Total Adjusted FTEs by Sourcing Type 

 

The City’s staffing 
levels are 44% 
higher than the 
Peer average and 
65% higher than 
the Government 
Peer average. 
 
The requirement 
for higher staffing 
levels are being 
driven by aging 
equipment, number 
of locations  with 
equipment and the 
lack of sufficient 
monitoring and 
management tools 
to support the 
Windows 
environment. 
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Enterprise Computing - Windows 
Productivity – Total OS Instances Supported Per Adjusted FTE 

Higher staffing levels results in lower productivity levels.  The City is supporting 42% fewer OS 
Instances per FTE than the Peer average and 50% fewer than the Government Peer average. 
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Enterprise Computing - Windows 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost per FTE/FTC is comparable to the Peer average and 7% lower than the 
Government Peer. 
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Storage 
Consensus Model 
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Storage 
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer Govt Peer 

Storage Installed TB 374 338 338 

  

 ■ Peers were selected from various industries. North American organizations were 
predominately selected, in addition to some Western European organizations. The 
workload characteristics of City of Virginia Beach and the Storage peer group is as 
follows: 

 

 

 

■ 13 Organizations 

■ 3 Public Administration 

■ 2 Utilities 

■ 2 Retail 

■ 1 Professional Services 

■ 1 Oil & Gas 

■ 2 Financial Services 
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Storage  
IT Spending by Cost Category 
The City’s total cost for 
Storage is comparable to 
the Peer average and 20% 
higher than the 
Government Peer average 
and. 
 
Hardware costs are slightly 
higher (8%) than the Peer 
average and 26% higher 
than the Government Peer 
average. 
 
The larger gaps in cost are 
in Software and Personnel 
where the City is spending 
$56K less in Software and 
$74K more in Personnel. 
 
An environment with lower 
spending for tools will often 
have a more manual 
environment.   
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Storage  
IT Spending by Sourcing Type 

The City is not utilizing 
any Contractors for 
Storage support. 
 
The Outsourced costs 
are Mainframe 
Storage services from 
Blue Hill. 



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach78

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 76 

Storage  
Efficiency – Cost Per Raw TB by Cost Category 

The City’s total cost for 
Storage is comparable 
to the Peer average and 
20% higher than the 
Government Peer 
average and. 
 
The City reported Iron 
Mountain costs for 
Disaster Recovery cost.  
DR spending is 65% 
less than the Peer 
average and 100% than 
the Government Peer 
average. 
 
Lower Connectivity 
costs are being driven 
by the City’s overall 
lower data networking 
costs. 
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Storage 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing 
levels are 51% 
higher than the 
Peer average. 
 
In FY14, the 
Storage staffing 
has decreased by 
.35 FTEs since 
the analysis 
timeframe. Total 
staffing for 
Storage is 1.75. 
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Storage  
Productivity – Raw TB Supported Per Adjusted FTE 

Higher staffing levels results in lower productivity levels.  The City is supporting 34% less Raw TB per 
FTE than the Peer average and 17% less than the Government Peer average. 
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Storage  
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost per FTE/FTC is 13.6% lower than the Peer average and 6.3% lower than the 
Government Peer. 



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach82

GARTNER CONSULTING 
Engagement: 330015256 
This presentation, including any supporting materials, is owned by Gartner, Inc. and/or its affiliates and is for the sole use of the intended Gartner 
audience or other authorized recipients. This presentation may contain information that is confidential, proprietary or otherwise legally protected, 
and it may not be further copied, distributed or publicly displayed without the express written permission of Gartner, Inc. or its affiliates. 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved. 

End-User Computing 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix L)      83

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 81 

End-User Computing 
Consensus Model 
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■ Peers were selected from various industries. North American organizations were 
predominately selected, in addition to some Western European organizations. The 
workload characteristics of City of Virginia Beach and the End-User Computing peer 
group is as follows: 

 

 

 

 

■ 7 Organizations 

■ 1 Public Administration 

■ 2 Insurance 

■ 3 Professional Services 

■ 1 Chemical/Pharmaceutical 

 

End-User Computing 
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer 

End-User Computing Personal Computing 
Devices (Desktops and 
Laptops) 

5,461 5,741 
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End-User Computing 
IT Spending by Cost Category 

The City’s total cost for 
End-User Computing is 
23% higher than the Peer 
average. 
 
The largest gap in cost is in 
Personnel where the City is 
spending $968K more than 
the Peer. 
 
Higher costs are primarily 
due to the technical refresh 
and Windows 7 rollout in 
FY13. Selected older 
desktops were upgraded 
during this timeframe, as 
necessary for the new 
Windows 7 software to 
function effectively. 
Windows 7 upgrade was 
approximately $1.0M in 
addition to on-going costs. 
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End-User Computing 
IT Spending by Sourcing Type 

The City has a higher 
use of Contractors for 
FY13.  In FY14, the 
number of contractors 
has been reduced by 4.0 
FTCs. 
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End-User Computing 
Efficiency – Cost Per Personal Computing Device by Cost Category 

The City’s Cost per 
Personal Computing 
Device for End-User 
Computing is 23% higher 
than the Peer average. 
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End-User Computing 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
for End User Computing 
are 12% higher than the 
Peer average. 
 
FY13 was an 
anomalous year for the 
City’s Desktop 
environment due to the 
Windows 7 upgrade and 
desktop refresh.  For 
FY14, the City’s staffing 
levels will be 
approximately 20% 
lower (1 FTEs and 4 
FTCs) than the Peer 
average. 
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End-User Computing 
Productivity - Personal Computing Devices Supported Per Adjusted FTE 

Higher staffing levels 
results in lower 
productivity levels.  The 
City is supporting 11% 
fewer Personal 
Computing Devices per 
FTE than the Peer 
average. 
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End-User Computing 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 30% 
higher than the Peer 
average. 
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IT Service Desk 
Consensus Model 
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IT Service Desk 
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer 

IT Service Desk Handled Contacts 26,801 27,508 

First Contact Resolution 27% 53% 

  

 ■ Peers were selected from various industries. North American organizations were 
predominately selected. The workload characteristics of City of Virginia Beach and the 
IT Service Desk peer group is as follows: 

■ 6 Organizations 

■ 2 Financial Services 

■ 1 Consumer Goods 

■ 1 Oil & Gas 

■ 2 Utilities 
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IT Service Desk 
IT Spending by Cost Category 

The City’s total cost for IT 
Service Desk is 15% higher 
than the Peer average. 
 
For FY13, the City is not 
paying Maintenance for their 
ticketing system.  A new 
system is being implemented 
and costs will show in FY14. 
 
Personnel costs are 23% 
higher than the Peer average.  
For FY14, the City’s staffing 
level will be reduced by 1.0 
FTC ($77K). 
 
The City does not have any 
Transmission costs to report.  
This includes any 800 lines 
into the Service Desk, 
dedicated trunking and long 
distance charges. 
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IT Service Desk 
IT Spending by Sourcing Type 

For FY13, the City is 
not paying any 
Software Maintenance 
for their ticketing 
system.  A new system 
is being implemented 
and costs will show in 
FY14. 
 
The City has a higher 
usage of Contractors.  
In FY14, Contractor 
costs will be reduced by 
$77K. 
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IT Service Desk 
Efficiency – Total Cost Per Contact by Cost Category 
As the City implements the new 
toolset and processes for call 
handling in FY14, the City should 
benefit from a lower cost per 
contact. 
 
Self-service tools will allow end-
users to resolve issues or 
questions on their own.  Agents 
will have more time to resolve 
more difficult or complex issues. 
 
Process will become more 
important as these tools roll out in 
order for them to be successful. 
For example, the knowledge base 
must be updated as new 
information or frequent problems 
occur.  The City will need to 
appoint responsibility, develop 
policies regarding content and 
have a process for updating the 
knowledge base. 
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IT Service Desk 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
for IT Service Desk are 
46% higher than the 
Peer average. 
 
In FY14, the IT Service 
Desk staffing has 
decreased by 1.0 FTE 
since the analysis 
timeframe. Total staffing 
for IT Service Desk is 
6.3 FTEs. 
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IT Service Desk 
Productivity – Total Handled Contacts Supported Per Adjusted FTE 

Higher staffing levels 
results in lower 
productivity levels.  The 
City is supporting 31% 
fewer Contacts per FTE 
than the Peer average. 
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IT Service Desk 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 13% 
lower than the Peer 
average. 
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Wide-Area Data Network 
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Wide-Area Data Network 
Consensus Model 
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Wide-Area Data Network 
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer 

Wide-Area Data Network Devices 7,663 7,828 

  

 ■ Peers were selected from various industries. North American organizations were 
selected. The workload characteristics of City of Virginia Beach and the peer group is 
as follows: 

 

 

 

 

■ 9 Organizations 

■ 3 Utilities 

■ 2 Professional Services 

■ 1 Insurance 

■ 1 Transportation 

■ 1 Retail 

■ 1 Oil & Gas 

 

 

 

 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix L)      103

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 101 

Wide-Area Data Network 
IT Spending by Cost Category 

The City’s total cost for 
Wide Area Network is 
63% lower than the Peer 
group average and 54% 
lower than the 25th 
Percentile (cheapest) of 
the Peer group. 
 
Costs are lower across 
all categories with the 
largest gap in cost being 
in Transmission where 
the City is spending 
$920K less than the 
Peer average. 
 
The City’s WAN 
technology is slow.  
Leased lines are still 
being used for network 
transmission. 
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Wide-Area Data Network 
IT Spending by Sourcing Type 

The City does not have 
Maintenance support for 
older WAN equipment.  
Network equipment  
(routers and switches) 
ranges from 4-8 years 
old. 
 
Older equipment can put 
the City at risk with 
regard to network 
reliability and availability. 
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Wide-Area Data Network 
Efficiency – Cost Per Device by Cost Category 

The City’s Cost per 
Device is less than half 
of the 25th Percentile 
(cheapest) of the Peer 
group.  Lower cost in 
this case is not an 
indication of cost 
efficiency but a sign of 
an under-investment for 
the Wide Area Network. 



ComIT Master Technology Plan (Apendix L)  |  City of Virginia Beach106

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 104 

Wide-Area Data Network 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
for WAN support are 
45% lower than the Peer 
average. 
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Wide-Area Data Network 
Productivity – Devices Supported Per Adjusted FTE 

Lower staffing levels 
results in higher 
productivity levels.  The 
City is supporting 85% 
more Devices per FTE 
than the Peer average. 
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Wide-Area Data Network 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 9% 
lower than the Peer 
average. 
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Local-Area Data Network 
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Local-Area Data Network  
Consensus Model 
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Local-Area Data Network  
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer Govt Peer 

Local-Area Data Network Active Ports 9,829 8,997 10,023 

  

 ■ Peers were selected from various industries. North American organizations were 
selected. The workload characteristics of City of Virginia Beach and the LAN peer 
group is as follows: 

 

 

 

 

■ 7 Organizations 

■ 2 Public Administration 

■ 2 Retail 

■ 1 Utilities 

■ 1 Manufacturing 

■ 1 Chemical/Pharmaceutical 
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Local-Area Data Network 
IT Spending by Cost Category 

The City’s total costs for 
LAN are 34% lower than 
the Peer average. 
 
The largest gap in cost 
is in Personnel where 
the City is spending less 
than half than what the 
Peer Personnel 
spending. 
 
Hardware costs are also 
significantly lower than 
Peers which is an 
indication of older 
equipment. 
 
Lower Software costs 
point toward a lower 
investment in tools that 
enable more automated 
operations. 
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Local-Area Data Network 
IT Spending by Sourcing Type 

The City does not 
supplement internal staff 
with outsourcing or 
contractors to support 
the LAN. 
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Local-Area Data Network 
Efficiency – Cost Per Active Port 

Cost per Active Port for 
the City of Virginia 
Beach is 34% lower 
than the Peer average 
and 24% lower than the 
Government Peer 
average. 
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Local-Area Data Network 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
for LAN support are 
51% lower than the Peer 
average. 
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Local-Area Data Network 
Productivity – Active Ports Supported Per Adjusted FTE 

Lower staffing levels 
results in higher 
productivity levels.  The 
City is supporting over 2 
times as many active 
ports per FTE compared 
to the Peer averages. 
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Local-Area Data Network 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 4% 
higher than the Peer 
average and 8% higher 
than the Government 
Peer. 
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Long Distance Voice Network 
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Long Distance Voice Network  
Consensus Model 
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Long Distance Voice Network  
Peer Demographics 

IT Functional Area Workload Metric Virginia 
Beach 

Peer 

Long Distance Voice Network Minutes 1,012,752 23,000,213 

  

 ■ Peers were selected from various industries. North American organizations were 
predominately selected, in addition to some Western European organizations. The 
workload characteristics of City of Virginia Beach and Long Distance Voice peer group 
is as follows: 

■ 9 Organizations 

■ 5 Utilities 

■ 1 Public Administration 

■ 1 Education 

■ 1 Financial Services 

■ 1 Retail 
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Long Distance Voice Network 
IT Spending by Cost Category 

The City’s total costs for 
Long Distance Voice 
Networks is over 2 times 
higher compared to the 
Peer average. 
 
The largest gap is in 
Personnel where the 
City is costs are 8 times 
higher than the Peer. 
 
Higher staffing levels are 
driving higher Personnel 
costs.  Staffing levels for 
the City is 1.1 FTEs vs 
.1 FTEs for the Peer. 
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Long Distance Voice Network 
IT Spending by Sourcing Type 

Outsourcing costs 
includes Transmission. 
 
Insourced costs are 
primarily personnel 
costs. 
 
Maintenance costs 
include Hardware and 
Software maintenance 
support. 
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Long Distance Voice Network 
Efficiency – Cost Per Minute by Cost Category 

The City’s total cost per 
Minute is over 2 times 
higher compared to the 
Peer average. 
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Long Distance Voice Network 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
are much higher than 
the Peer average. 
 
Higher staffing levels are 
primarily being driven by 
the process for the 
chargeback system and 
utilization multiple long 
distance providers. 
 
Future Voice and Data 
IP convergence will 
address these issues. 
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Long Distance Voice Network 
Productivity – Minutes Supported Per Adjusted FTE 

Higher staffing levels 
results in lower 
productivity levels.  The 
City is supporting 93% 
fewer minutes per FTE. 
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Long Distance Voice Network 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 49% 
lower than the Peer 
average. 
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Voice Premise Technology 
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Voice Premise Technology  
Consensus Model 



City of Virginia Beach    |    ComIT Master Technology Plan (Appendix L)      129

Engagement: 330015256 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 127 

Voice Premise Technology  
Peer Demographics 

  

 ■ Peers were selected from various industries. North American organizations were 
selected. The workload characteristics of City of Virginia Beach and the Voice Premise 
peer group is as follows: 

 

 

 

 

■ 8 Organizations 

■ 4 Utilities 

■ 2 Public Administration 

■ 1 Professional Services 

■ 1 Financial Services 

IT Functional Area Workload Metric Virginia 
Beach 

Peer Govt Peer 

Voice Premise Technology Extensions 5,330 5,867 6,962 
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Voice Premise Technology 
IT Spending by Cost Category 

The City’s total costs for 
Voice Premise (Local 
Calling) are 9% lower 
than the Peer group 
average. 
 
Hardware, Software and 
Occupancy costs are 
similar to the Peer. 
 
Higher Personnel costs 
are being driven by 
higher staffing levels. 
 
Transmission costs 
which include local 
calling trunks, are  69% 
lower than the Peer 
average. 
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Voice Premise Technology 
IT Spending by Sourcing Type 

Outsourcing costs 
includes Transmission. 
 
Insourced costs are 
primarily personnel 
costs. 
 
Maintenance costs 
include Hardware and 
Software maintenance 
support. 
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Voice Premise Technology 
Efficiency – Cost Per Extension by Cost Category 

The City’s total cost per 
Extension is efficient 
when compared to the 
Peer average and the 
Government Peer 
average. 
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Voice Premise Technology 
Total Adjusted FTEs by Sourcing Type 

The City’s staffing levels 
are 67% higher than the 
Peer average and 
comparable to the 
Government Peer 
average. 
 
Higher staffing levels are 
primarily being driven by 
the complexity of 
supporting multiple 
phone systems 
throughout the City, 
multiple carrier providers 
and multiple support 
tools. 
 
Future Voice and Data 
IP convergence will 
address many of these 
complexity drivers. 
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Voice Premise Technology 
Productivity – Extensions Supported Per Adjusted FTE 

Higher staffing levels 
results in lower 
productivity levels.  The 
City is supporting 41% 
fewer extensions per 
FTE. 
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Voice Premise Technology 
Cost Per FTE – Insourced & Contractor Blended Total 

The City’s blended cost 
per FTE/FTC is 28% 
lower than the Peer 
average and 
comparable to the 
Government Peer 
average. 
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Infrastructure Process Maturity Definitions 

■ IT Asset Management:  This process maintains procurement and depreciation details of assets above a certain value. It may 
include information on description, values, current ownership and location of assets in a register or database, but will not record 
the relationship between assets, as the configuration management database does. Asset management is generally partial 
information focused on financials. 

■ Business Relationship Management:  This is the process of developing and nurturing relationships with business customers, to 
promote an appreciation of the value of IT and its role within the business value chain. Business relationship managers need to 
continually publicize this, and reinforce the message of business and IT alignment. They need to represent business views and 
needs to the rest of IT, while generating synergy and empathy with their business unit customers by improving information flows, 
communication and synergy with supplier services. 

■ Capacity Management:  This process ensures that adequate capacity is available at all times to meet the requirements of the 
business by balancing “business demand with IT supply.” In order to achieve this, a capacity plan is closely linked to the business 
strategy and plans are produced and reviewed on a regular basis, covering business, service and resource capacity management. 
Common activities within these areas include performance management, workload management, demand management and 
application sizing and modeling. 

■ Change Management:  This is a single, centralized process designed for the efficient and effective handling of changes which is 
vital to the successful operation of any IT organization. Changes must be carefully managed throughout their entire life cycle from 
initiation and recording, through filtering, assessment, categorization, authorization, scheduling, building, testing, implementation 
and eventually their review and closure. In ITIL, one of the key deliverables of the process is the forward schedule of changes 
which is a central program of change agreed by all relevant areas, including the business, based on business impact and urgency. 

■ Configuration Management:  This provides the foundation for successful IT service management and underpins every other ITIL 
process. The fundamental deliverable is the configuration management database which details all the components of the IT 
infrastructure and associated assets, including people and documents (known collectively as configuration items). Each 
configuration item is linked or related to others, and this interconnectivity or interdependence is defined within the configuration 
management database - which sets it apart from an ordinary asset register or database. Example configuration items also include 
incidents, problems, known errors and changes within ITIL definitions. 
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Infrastructure Process Maturity Definitions 

■ Demand Management/IT Governance:  This process covers the activities that understand and influence business customer 
demand for IT services and the provision of capacity to meet these demands. At a strategic level demand management can 
involve analysis of patterns of business activity and user profiles. At a tactical level it can involve use of differential charging to 
encourage customers to use IT services at less busy times. It is usually underpinned by a formal review process undertaken with 
the business to agree strategic business imperatives and priorities, to allocate resources to competing projects and services, and 
to monitor progress against, re-prioritize and review ongoing changes to decisions made in the past. 

■ IT Financial Management/Chargeback:  This process provides the basis for running IT as a business and for developing a “cost 
conscious” and “cost-effective” organization. The principle activities consist of understanding and accounting for the costs of 
provision of each IT service or business unit and the forecasting of future IT expenditure. This also covers the implementation of a 
charging strategy, which attempts to recover the costs of IT from the business in a fair and equitable manner. 

■ Incident Management:  This process is responsible for the management of all incidents from detection and recording through to 
resolution and closure. The objective is to restore normal service as soon as possible, and with minimum disruption to the 
business. 

■ Information Security Management:  This process that ensures the confidentiality, integrity and availability of the organization’s 
assets, information, data and IT services. Information security management usually forms part of an organizational approach to 
overall security management which has a wider scope than the IT service provider, and includes handling of paper, building 
access, phone calls etc., for the entire organization. It details the process of planning and managing a defined level of security for 
IT information and services, including all aspects associated with reaction to security incidents, judgment of risks and 
vulnerabilities, and the implementation of cost justifiable countermeasures. 

■ Problem Management:  The goal of this process is to minimize the adverse impact of both incidents and problems on the 
business. It manages all major incidents and problems, while endeavoring to record all workarounds and “quick fixes” as known 
errors where appropriate, also raising changes to implement permanent structural solutions wherever possible. Problem 
management further analyses and trends incidents to proactively prevent the occurrence of repeat or associated incidents and 
problems. 
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Infrastructure Process Maturity Definitions 

■ Release Management:  This process takes a holistic view of changes to IT services, considering all aspects of a release both 
technical and non-technical. It is responsible for all legal and contractual obligations for all hardware and software in use within the 
organization. In ITIL, and to protect the IT assets of the organization, it establishes secure environments for both hardware in the 
definitive hardware store and software in the definitive software library. 

■ IT Service Continuity Management:  This process is responsible for managing risks that could seriously impact IT services. It 
describes the way you produce recovery plans designed to ensure that, following any major incident causing or potentially causing 
disruption of the service, IT services are provided to an agreed level within an agreed schedule. However, it should be recognized 
also that IT service continuity or disaster recovery is only one component of a broader business continuity plan. IT service 
continuity management ensures that the IT service provider can always provide minimum agreed service levels, by reducing the 
risk to an acceptable level and planning for the recovery of IT services. IT service continuity management should be designed to 
support business continuity management. 

■ Service Level Management:  This process negotiates, documents, agrees and reviews business service requirements and 
targets, within service level requirements and service-level agreements. These relate to the measurement, reporting and 
reviewing of service quality as delivered by IT to the business. The process also negotiates and agrees the support targets 
contained in operational level agreements with support teams and in underpinning contracts with suppliers, to ensure that these 
align with business targets contained within service-level agreements. 
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Analysis Definitions 
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Analysis Definitions 

■ Reporting costs and staffing 
– Insource: includes the spending and head count for in-house resources. 

– Contractor: includes the spending and head count for contract labor that is supplemental to 
existing in-house staff and is “operationally” managed by in-house staff. 

– Outsource: includes the fees for outsource contracts in which outsource is defined as any 
situation where the full operational responsibility for IT services is completely handed over to an 
external service provider. 

– Maintenance: includes the fees for maintenance contracts (i.e., time and materials) that are not 
embedded in the purchase price of the asset and, therefore, are separable from depreciation. 
Maintenance is differentiated from outsource in that the asset is still managed internally with the 
staff calling in maintenance support as appropriate. 

 

■ Costs and staffing should include all defined assets and labor activities, regardless  
of  organization or accounting conventions – an “Enterprise View” rather than a view of 
the IS-organization. 
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Analysis Definitions (continued) 

■ Reporting hardware costs 
– Includes the expense, lease, depreciation, maintenance, installation and taxes, as appropriate, for 

all. Include all applicable taxes (that is, federal, provincial and local); only exclude taxes if they are 
recovered or refunded to the organization. All costs should be reported in actual values rather 
than in thousands. 

– Reporting maintenance costs for hardware—if maintenance costs for hardware can be separated 
out, they can be reported under hardware and categorized with a sourcing type of maintenance 
(e.g., the column headed “Maintenance”). 

■ Reporting software costs 
– Include the cost of software in the year in which it occurs. There are some special rules for 

software packages in applications development and support that will be covered in those 
breakout sessions. 

– Reporting software maintenance costs—if you incur software maintenance charges for software 
you have installed, they can be reported under software and categorized with a sourcing type of 
maintenance. 
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Analysis Definitions (continued) 

■ Reporting outsourcing costs 
– Outsourcing is reported in a column with a sourcing type of Outsourced.  Outsourced costs 

should be aligned with other cost categories – hardware, software, occupancy, transmission or 
personnel – to the greatest extent possible. 

■ Reporting occupancy costs 
– Occupancy charges in each service area should reflect the charges that relate to personnel (staff) 

occupancy only, with the exception of enterprise computing. 

– For enterprise computing, in addition to space required for staff, occupancy also will reflect raised 
floor space charges for the hardware as well as disaster recovery hot site charges. 

■ Reporting transmission costs 
– Transmission charges from carriers for telephone or data services, generally related to bandwidth, 

circuits, access and usage.  Unless transmission facilities and right-of-way are owned, these 
costs are typically categorized as Outsourced. 
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Analysis Definitions (continued) 

■ Reporting personnel costs  
– Report the actual monetary expense corresponding to all support resources included in the 

analysis. All costs are reported in actual values (not thousands). 

– For in-house staff, personnel costs include salary (including overtime pay), benefits and “other” 
employee costs such as travel and training.  

– “Benefit load” should include costs for bonuses, paid holidays, vacation, medical/dental coverage, 
life and accident insurance, retirement plans, stock plans, disability, social security, 
unemployment compensation, dependent care, tuition reimbursement and employee assistance 
programs (for example, physical exams, exercise programs and similar costs). 

– In all cost categories, include all applicable taxes (that is, federal, provincial and local). Exclude 
taxes only when recovered or refunded to the organization. 

– Exclude costs related to human resource department staff allocations, early retirement incentive 
bonuses and internal “cross-charges” for overhead. 

– For contractors and consultants, include all compensation that was paid directly to the individual. 
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IT Governance and PMO Recommendations 
Overview 

1. Short-Term Recommendations 
a) Establish IT (Investment) Steering Committee 
b) Require Business Case Justification for IT Investments 
c) Establish Architecture Review Process 
d) Develop Resource Capacity Planning Competency within ComIT 
e) Redefine Threshold Criteria for an IT Project 
f) Improve Project Status Reporting 
g) Establish Project Portfolio Management Function with ComIT 

 
2. Long-Term Strategy Initiatives 

a. Change the City’s IT Investment Funding Model and Review Cycles 
 

3. IT Governance Model (RACI) 
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IT Governance and PMO Recommendations 
Establish IT Steering Committee 

a. Establish an IT Steering Committee 

Description An IT Steering Committee, comprised of individuals representing the City’s business 
leadership, should be responsible for reviewing proposed investments in new or enhanced 
business applications/solutions.  The Steering Committee should also a) decide the 
relative priority of each approved investment within the City’s IT project portfolio, b) 
monitor the status of each project and c) review/approve proposed changes in ongoing 
projects. 

Benefit The City’s Departmental leaders are best qualified to evaluate, decide and prioritize 
investments in solutions that will help automate and improve business functionality. ComIT 
should provide a supporting role in this process. 

Key Activities/ 
Considerations 

• Develop a Charter to clearly define roles, responsibilities, organization/ membership, 
rules/protocols 

• Identify initial members (7-10) from among City Departments and rotate membership 
periodically; Senior-Level Budget/Financial representative and City CIO should be 
included as members; member of the MLT to serve as chairperson 

• ComIT’s Architecture Review Board (ARB), Project Management Team (PMT) and 
Project Portfolio Manager to conduct initial review of proposed IT investments and 
make recommendations to the Steering Committee. 

• CIO and Project Portfolio Manager to conduct Steering Committee kickoff meeting and 
assist the Steering Committee chairperson in facilitating all future meetings. 

Dependencies/R
isks 

• Establish Project Portfolio Manager role and ARB function within ComIT 
• Require Business Process Review and Business Case Justification for any proposed 

investment or major system enhancement 
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IT Governance and PMO Recommendations 
Establish an IT Steering Committee 

From Gartner Report G00239516: “Six Steps to Keeping Basic Portfolio Management Basic” 
(November 2012) 

A portfolio governance body or investment steering committee makes the decisions to approve or 
cancel projects in order to balance the portfolio. Its members must have sufficient authority to 
legitimize the portfolio decisions. Ideally, some of the candidates identified from the previous step as 
having high levels of power or influence will also have a positive impression of the portfolio 
management concept and agree to participate in the portfolio governance body. Once the key 
stakeholders have been identified and have agreed to participate, engage them in all subsequent 
steps to maintain support and ensure process transparency and fairness.  

Size matters. Try to keep the number of members to a minimum — less than 10. At a bare minimum, 
you need to ensure that the governance body has an agreed-on set of rules and principles of 
interaction under which to operate. You also need to ensure that the body's members are committed to 
participate in all subsequent activities. Studies show that gaining agreement on the objectives of a 
resource allocation process and securing a firm commitment to adhere to the outcome of that process 
are more important than the process itself.  
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IT Governance and PMO Recommendations 
Require Business Case Justification for IT Investments 

b. Require Business Case Justification for Major IT Investments 

Description A business case should be mandatory to justify any proposed IT capital investment and for 
any approved CIP project that has not yet begun.  At a minimum, the business case should 
provide the following detail: 
• Evaluation of alternative solution strategies, including existing City systems 
• Clear definition of the anticipated business benefit (cost reduction, improved 

productivity, enhanced customer service, risk avoidance) 
• Clearly defined total cost of ownership or TCO, including life-cycle maintenance costs 

(see Gartner Research comment on the next slide) 

Benefit A business case, when properly prepared and evaluated, helps ensure that the City 
invests only in IT capital projects that have a legitimate ROI or other business benefit and 
considers the long-term costs the City would incur to develop, maintain and support the 
proposed investment.   

Key Activities/ 
Considerations 

• Develop a simple business case template and have ComIT provide guidance to 
Departments in completing necessary detail. 

• Use the business case document as a resource for the PMT and Management 
Services to review cost and technical details, and for the IT Steering Committee to 
assess and prioritize among competing IT investments 

• Include all labor costs – internal (ComIT staff) and vendor/contract 
• Assess anticipated and actual ROI/business benefits following project completion 

Dependencies/
Risks 

• Establish IT Steering Committee and Architecture Review Board 
• Leverage results from Application Portfolio Assessment study 
• Improve Resource Planning Competency 
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IT Governance and PMO Recommendations 
Require Business Case Justification for IT Investments 

From Gartner Report  G00230382: The Four Laws of Application Total Cost of Ownership (April 2012) 

Application TCO is an outcome of application investment, but it is a variable outcome. An investment 
management team that approves the initial project investment is automatically committing the 
enterprise to ongoing costs that are probably more than 10 times greater than the initial investment. It 
is incumbent on all stakeholders to be respectful of the TCO and insist that the design of the 
application optimize the balance between initial project costs and ongoing costs. This imperative is 
equally true for the selection of COTS products, where the initial selection process should pay 
particular attention to the architecture and design of the competing products and the impact on the 
application life cycle costs. 



ComIT Master Technology Plan (Apendix M)  |  City of Virginia Beach8

Engagement: EngagementAlias 
© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.  
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 6 

IT Governance and PMO Recommendations 
Establish an Architecture Review Process  

c. Establish an Architecture Review Process 

Description The Architecture Review Board (ARB) would work with the CTO and CIO to develop and/or 
refine the City’s conceptual architecture and architecture principles, as well as review 
proposed changes to the enterprise architecture (EA).  The ARB also reviews proposed IT 
investments to assess the degree to which proposed solutions are aligned with the EA – 
and makes recommendations whether proposed solutions should be approved (for 
consideration by the IT Steering Committee) 

Benefit An ARB can help ensure that proposed new applications/solutions are compliant with an 
accepted enterprise architecture, and consequently ensure that the City invests in 
solutions that ComIT can effectively support and maintain. 

Key Activities/ 
Considerations 

• Develop a Charter to clearly define roles, responsibilities, organization/ membership, 
rules/protocols 

• Identify members (regular and ad hoc)  
• Develop or refine the City’s conceptual architecture and enterprise architecture 

principles 
• Establish a regular meeting schedule and agenda, and coordinate review of proposed 

IT investments with PMO 

Dependencies/
Risks 

• Establish an IT Steering Committee (and use ARB review results as a factor in 
approving IT projects) 
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IT Governance and PMO Recommendations 
Establish an Architecture Review Process  

From Gartner Research Report G00247229: “Program and Project Management; CIO Desk 
Reference Chapter 20” (Updated September 2012) 

Coordinating the PMO with the Architectural Review Board 

Project managers often view the notion of enterprise architecture with suspicion — as something that 
will constrain project choices and delay delivery. However, a well-developed architecture provides a 
framework to enable faster delivery of more integrated, interoperable, standardized and longer-lived 
solutions that are also easier to support through the full life cycle. And, since the majority of projects 
don’t usually report to the enterprise architecture group, many project decisions are made without 
regard to architectural goals. 

Progress toward architectural goals occurs in two ways. There are projects to redesign or replace 
systems that do not fit the desired future-state architecture, or that may actually impede progress 
toward it. These projects have architectural progress as a main goal and can be characterized as top-
down architecture projects. But there are also bottom-up architectural efforts, where architecture is a 
consideration of projects with other primary goals. 

Incremental steps taken as projects make many of their own architectural choices, generally 
contributing more to the future state than would be the case with top-down enterprise architecture 
efforts, which often are challenged to provide short-term cost-benefit justification. 
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IT Governance and PMO Recommendations 
Develop Resource Capacity Planning Competency 

d. Establish Resource Capacity Planning Competency within ComIT 

Description A resource capacity planning competency within ComIT will be critical for the Department 
to effectively determine the number and scope of projects it can realistically support during 
a specific time frame.  The IT Steering Committee must understand ComIT’s resource 
capacity in balancing the demand for projects to be approved for inclusion in the City’s IT 
project portfolio.   

Benefit If the City’s IT project portfolio is realistically constrained by the availability of ComIT 
resources to support project work as well as operational responsibilities, project schedules 
will become more manageable and reliable, improving time to benefits realization and 
enhancing customer satisfaction with the project.  

Key Activities/ 
Considerations 

• Conduct a skills assessment for ComIT staff and identify individuals with core IT 
project skills (e.g., project management, business analysis, programmer/analyst, 
QA/test) 

• Determine resource requirements necessary to support the top-ranked projects in the 
IT project portfolio (do not begin a project unless the IT project portfolio is balanced 
and resources are available). 

• Evaluate/select a resource capacity planning tool and use Department-wide 
• See Gartner Research Report referenced on next slide for additional guidance 

Dependencies/
Risks 

• Establish a Project Portfolio Management Function within ComIT 
• Include analysis of ComIT’s resource capacity in discussions/recommendations to the 

IT Steering Committee regarding investments to consider for inclusion/prioritization in 
the City’s IT project portfolio  
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IT Governance and PMO Recommendations 
Develop Resource Capacity Planning Competency 

From Gartner Research Report G00223484: “Resource Capacity Planning for Portfolio Management: 
Crawling Before You Walk” (November 2011) 

Most organizations simply don't have enough people to do everything they think they need or want to 
do. This is true in every facet of business, but it's particularly true when it comes to projects, which 
often still carry with them a connotation of work done on top of one's "day job." The secret to actually 
getting projects done both effectively and efficiently is to balance available project resources with 
demand. If demand exceeds supply (which it always will), then prioritization and lagging start dates on 
projects may solve the problem. 

Recommendations 

Begin your alignment between resources and projects by focusing on projects that require an 
investment of between 400 and 1,000 hours, and if that list proves too long, then take it up to projects 
at 1,000 hours or greater. 

Apply the Pareto principle by focusing only on 10 to 20 projects the first time through this analysis 
(vary the project size up or down to achieve this, as suggested above), and then resource these 
projects accordingly. 
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IT Governance and PMO Recommendations 
Redefine Level of Effort Threshold for IT Projects 

e. Redefine Threshold Criteria for an IT Project 

Description ComIT’s Project Management Team (PMT) should redefine the minimum level of effort 
threshold for determining when a request should be considered a “project” for potential 
inclusion in the City’s IT project portfolio. Recommendations for these threshold limits 
should be submitted to the IT Steering Committee for review and approval. 

Benefit Currently, any initiative that requires an estimated 80 hours or more of effort may be 
considered a project by the ComIT PMO.  Increasing the level of effort threshold (e.g., to 
400-1,000 hours) will help separate true projects from maintenance requests and reduce 
the size and scope of the IT project portfolio to a manageable list of the most critical IT 
investments.   

Key Activities/ 
Considerations 

• Consider the Pareto rule (80/20) to determine level of effort for the top 20 percent of 
initiatives in the current IT project portfolio; determine appropriate level-of-effort 
threshold 

• Adopt the new threshold limit when considering new project requests 
• Review periodically to reassess the practicality of the adopted criteria 

Dependencies/R
isks 

• Submit the recommended threshold limit for IT Steering Committee approval and use 
in the future to screen requests for potential inclusion in the IT project portfolio. 
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IT Governance and PMO Recommendations 
Broaden Project Status Reporting 

f. Broaden Project Status Reporting 

Description Reports on the status of ongoing IT projects should be presented to the IT Steering 
Committee and should include actionable information regarding the cost, schedule, work 
complete, risks, issues, etc. for each project in the approved IT project portfolio.  Details 
should be sufficient to allow the IT Steering Committee to resolve critical issues, 
review/approve change requests, and suspend or cancel troubled projects when 
warranted. On line dashboards to be developed to present the status of active IT projects 
at any time. 

Benefit Decisions regarding the ongoing execution of projects in the IT project portfolio should be 
made by the City’s business leaders to ensure capital investments optimally support the 
City’s overall business strategy.  All costs should be budgeted, managed and reported. 
ComIT should play a support role in the project status reporting process, providing project 
detail necessary for the Steering Committee to make ongoing IT investment decisions 

Key Activities/ 
Considerations 

• Determine the appropriate level of project status detail to be presented to the IT 
Steering Committee – as well as to the Department sponsoring the project 

• Develop/update the project status report template and dashboard and submit for 
review and approval by the IT Steering Committee 

• The ComIT PMO reviews status reports prepared by IT project managers and 
presents results to the IT Steering Committee and Department sponsors on a monthly 
basis (in coordination with the CIO) 

• Develop online dashboard status reports for projects in the portfolio 

Dependencies/R
isks 

• Establish IT Steering Committee 
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IT Governance and PMO Recommendations 
Establish Project Portfolio Management Function 

g. Establish Project Portfolio Management Function within ComIT 

Description Establish a role within ComIT to support the IT Steering Committee, CIO and PMO in 
prioritizing and managing the City’s portfolio of IT projects. 

Benefit Helps to provide enterprise-wide visibility into the actual costs and benefits of the City’s IT 
projects and supports the IT Steering Committee in prioritizing and managing current 
details/status for approved IT projects. 

Key Activities/ 
Considerations 

1. Analyze project portfolio and work with CIO, PMO and PMT to recommend project 
prioritization to IT Steering Committee based on agreed criteria.   

2. Balance the project portfolio on the basis of: 
• ComIT resource capacity 
• Run/Grow/Transform segmentation 

3. Monitor the budget and schedule status of ongoing projects and the program as a 
whole 

4. Works with others in ComIT and other City Departments to measure the actual 
business benefits realized for completed IT projects 

5. Analyzes historic program/project data to support future IT investment decisions 

Dependencies/R
isks 

• Establishing resource capacity planning competency 
• Coordination with ComIT’s application portfolio management function 
• Define Application Portfolio Management role 
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IT Governance and PMO Recommendations 
Establish Project Portfolio Management Function 

Gartner Magic Quadrant 

Integrated IT Portfolio Analysis 
Vendor Solutions 

The integrated IT portfolio analysis 
(IIPA) market consists of vendors 
providing the integration of individual 
portfolios — for investments, projects, 
assets and IT services — to present a 
more holistic story regarding the true 
state of the IT portfolio. Integrating 
these views enables IT managers to 
see the cost, effort, technical 
complexity, feasibility and interrelated 
effects of a proposed IT change or 
initiative before it is approved. 
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Public Safety Radio Assessment 
Background 

■ As part of the overall IT Strategic Plan and Roadmap, the City of Virginia Beach asked 
Gartner to conduct a high-level assessment of the public safety radio current state and 
City’s future plans 

■ This assessment included review of City-provided radio system summary data and 
stakeholder interview workshops 

■ Representatives interviewed included: 
– Bob Christman, VBPD 
– Dan Constantineau, ComIT 
– Robert Delauney, ComIT 
– Thomas Green, EMS 
– T.C. Hall, VBPD 
– Dan Mugan, VBFD 
– Josh Nelson, ECCS 
– Ken Pravek, VBFD 
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Public Safety Radio Assessment 
Current Radio Systems 

■ The City of Virginia Beach has a number of systems that support public safety and 
public services: 

 
– 700/800 MHz Digital Trunked Radio 

• Motorola Astro 25 

• 700 MHz Regional Interoperability (5 Channels) 

• 800 MHz City Use (14 Channels) 

• 3000 subscribers 

• 7 sites 

– 800 MHz Analog Trunked Radio 
• Motorola SmartNet 

• 10 Channels 

• 2500 subscribers 

• 6 sites 

– VHF Analog Conventional Radio 
• Backup voice system 

– Mobile Data 
• 9600 baud on Analog system 

• Verizon service (via private IP network) 

• Investment part of separate Integrated 
Public Safety project, which includes 
projects like CAD and RMS 

– Paging 
• On VHF system 
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Public Safety Radio Assessment 
City Radio Sustainment Plan 

■ The City is considering a $99M radio investment over 16 years; the plan includes the 
following elements: 
– Transition of 10 SmartNet Analog Channels to the Astro25 System 
– Addition of 6 Tower Sites to Increase Coverage 
– Addition of GPS-tracking and Text Messaging Capabilities 
– Public Safety Subscriber Units (Initial Upgrades and Ongoing Refresh) 
– Non-Public Safety Subscriber Units (Initial Radios and Ongoing Refresh) 
– System Maintenance Support 
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Public Safety Radio Assessment 
Assessment Framework 

■ The following slides summarize current state observations and the potential implications 
for achieving ComIT’s strategic vision.  The areas of focus include: 
– Process and Services 
– Governance and Policy 
– Technology and Tools 

■ Evaluative ratings are noted (R/Y/G) to indicate the degree of perceived impact that 
each finding has on the City’s current state and may have on future state radio 
communications.  

■ Recommendations are based on information provided and collected during stakeholder 
interviews.  Additional analysis may be warranted to validate conditions.  
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Public Safety Radio Assessment 
Processes and Services 

Current State Observation Impact 
Rating 

Potential Implications for Achieving 
ComIT’s Strategic Vision 

1. User device support is viewed as positive by 
stakeholders.  The addition of the on-site 
service garage has improved satisfaction and 
repair time for users. 

Customers are able to spend more time 
conducting business and less time 
traveling to service or repair devices. 

2. Maintenance is provided on a best-effort basis.  
Three City staff support the system and are 
capacity challenged to meet system service 
needs.  No formal maintenance contract with 
Motorola exists (only depot repairs purchased in 
$5K increments) and ad hoc support is provided 
on a time and materials basis by Gately 
Communications. 

Stakeholders recognize the constraints of 
service due to limited staff resources and 
value the support the staff is able to 
provide.  However, improvements would 
be needed to meet stakeholder 
expectations and ensure continuity of 
service through additional staff and 
preventative maintenance agreement(s). 

3. Metrics for tracking service performance are not 
reliable.  Stakeholders contact support staff 
directly and service tickets are filled out typically 
after service is rendered. 

Without reliable metrics and regular 
reporting, ComIT cannot effectively gauge 
the overall health of its service to 
stakeholders and measure improvement. 
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Public Safety Radio Assessment 
Governance and Policy 

Current State Observation Impact 
Rating 

Potential Implications for Achieving 
ComIT’s Strategic Vision 

1. Aside from the monthly regional ORION 
interoperability meetings, radio system planning 
meetings are not held with stakeholders.  
Stakeholders have noted they do not feel to be 
a part of the planning process.   

If stakeholder needs are not adequately 
represented in planning, investments may 
not align with enterprise needs; potentially 
requiring additional future investments to 
achieve goals.   

2. The budget process is described as a caucus 
model.  Stakeholders have previously submitted 
decentralized capital investment requests for 
radios needs. 

If radio investments are not coordinated 
between stakeholder groups, then 
investments may not be efficient; the City 
may not realize contract leverage or 
maximize enterprise-wide capabilities. 

3. A detailed alternatives analysis and business 
case have not been developed for the proposed 
system upgrade plan. 

Stakeholder, executive and oversight buy 
-in may be greatly enhanced with due 
diligence performed on options available 
to the City and validation of proposed 
approach. 
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Public Safety Radio Assessment 
Tools and Technologies 

Current State Observation Rating Potential Implications for Achieving 
ComIT’s Strategic Vision 

1. The City’s Astro 25 radio system has coverage 
gaps.  City building development has outgrown 
the existing radio system (new buildings have 
blocked where there was once coverage).  
Additionally, in-building radio coverage is lacking 
in 40% of city buildings (e.g., School Safety 
Officers in city schools).  Stakeholders claim that 
in-building coverage decreased with the 
transition to the digital system (e.g., fringe 
coverage areas are less forgiving) 

Coverage and availability are the core 
requirements of public safety users.  
Coverage gaps are noted in critical 
service areas. Not meeting coverage 
needs of the users means providing a 
service that cannot be relied upon and 
therefore first responders cannot uphold 
their primary mission. 

2. During significant incidents (e.g., previous plane 
crash), users have experienced overloading of 
the Astro 25 system. 

Coverage and availability are the core 
requirements of public safety users.  Not 
meeting availability needs of the users 
means providing a service that cannot be 
relied upon (especially during extreme 
incidents). 

3. Many radio subscriber units have reached end of 
life and have significant costs when submitted to 
Motorola for repair.  City staff have been 
deferring repairing many radios due to cost. 

Older subscriber repair is becoming 
costly and resulting in a smaller pool of 
devices being available. 
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Public Safety Radio Assessment 
Tools and Technologies 

Current State Observation Rating Potential Implications for Achieving 
ComIT’s Strategic Vision 

4. The future direction for VHF paging is unknown.  
Grant funds were obtained for paging upgrades, 
but have gone unused. 

Stakeholders are looking to ComIT for 
strategic direction on paging purchases; 
future direction unclear. 

5. System redundancy is lacking.  It is dependent 
on a single monopole antenna at the PSAC 
location which is insufficient for system and 
public safety reliability standards. 

We understand that ComIT is currently 
working on an additional site.  
Redundancy is especially important for 
users that depend on the radio systems 
during extreme conditions. 

6. The City’s fire station alerting system is outdated 
and does not meet user needs. 

Ability to maintain this system is 
becoming difficult as it continues to age. 

7. Mobile data system is analog and end of life.  
Parts are difficult to find; parts have been 
sourced on eBay for needed repairs. 

Without reliable access to parts and 
support, future support for this system is 
uncertain; system performance is at risk. 

8. Mobile data on Verizon is not a prioritized 
service and stakeholders have experienced 
availability impacted when network is busy. 

The City’s growing business needs for 
mobility will need to be addressed. 
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Public Safety Radio Assessment 
Recommendations 
The City’s Radio Sustainment Plan addresses many gaps highlighted in the previous slides.  With this 
in mind, Gartner recommends the follow activities to ensure stakeholder and oversight buy-in for this 
and future public safety communications investments. 

■ Establish formal governance structures to solicit stakeholder input and guide project investment 
decisions; establish charter, roles and responsibilities and communication plan. 

■ Evaluate maintenance and support options; establish preventative maintenance and support 
strategy. 

■ Develop detailed analysis on radio system upgrade alternatives; establish operational value, 
technical value, risk and cost criteria, include stakeholders in the process and develop strategic 
recommendation to gain funding approval as appropriate. 
– If not done so already, perform coverage predictions to determine improved exterior and in-building coverage of 

adding planned 6 sites; If needed, perform alternatives analysis of gap-filling solutions for in-building coverage 
(e.g., BDA’s, building repeaters). 

– If not done so already, perform an analysis to determine whether the planned addition of public service channels 
would be sufficient in supporting increased traffic during significant incidents. 

– Conduct alternatives analysis of public service users to determine whether all existing analog users require LMR-
type communications; If some user groups could use commercial services, this could reduce the numbers of 
handhelds (and potentially RF site equipment) required as part of the Radio Sustainment Plan. 

– Conduct assessment of system survivability and redundancy to identify potential system improvements for 
investment 

■ Formalize service management process, track/report on service levels, measure and develop 
service improvement strategy. 

 



“Information Technology, or IT, is a vital 

function of any organization.  It is  so 

interwoven into the fabric of everything 

we do, that not one department or agency 

can meet its mission without technology.”
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