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i 
The Office of the City Auditor is an independent audit function reporting directly to the Virginia Beach City Council. 

 
 

 
Date: June 10, 2022 
 
To: Patrick A. Duhaney, City Manager 
   
Subject: Audit of Revenues from Cell Towers 
 
I am pleased to present the report of our Audit of Revenues from Cell Towers. The purpose of 
this audit was to determine whether revenues from cell towers are complete and in accordance 
with their respective lease agreements.   We completed our fieldwork on April 30, 2022. 
 
The Office of the City Auditor reports to City Council through the Audit Committee and is 
organizationally independent of all other City Departments.  This report is intended solely for the 
information and use of the Audit Committee, City Council, and appropriate City management.  It 
is not intended to be, and should not be, used by anyone other than these specified parties.  
However, this report is a matter of public record, and its distribution is not limited. 
 
We would like to thank the management and staff of Public Works, Finance, Information 
Technology, and Planning departments, as well as the offices of the City Attorney, the City 
Treasurer, and the City Assessor, for their cooperation and responsiveness to our requests and 
questions during our audit. 
 
If you have any questions about this report, or any audit-related issue, I can be reached at 385-
5872 or via email at lremias@vbgov.com. 
 
Respectfully submitted, 

 
Lyndon S. Remias, CPA, CIA 
City Auditor 
 
LSR/rc 
 
c:  City Council Members 
 Audit Committee Members 
 LJ Hansen, Director of Public Works 

Barry Shockley, Facilities Manager, Public Works 
Mark Stiles, City Attorney 
Letitia Shelton, Director of Finance 
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Purpose 
 
The purpose of this audit was to determine whether revenues from cell towers are complete 
and in accordance with their respective lease agreements. This audit was included in our FY 
2022 Audit Plan. 
 
 
Scope and Objectives  
 
The scope of the audit was for the period July 1, 2019 – April 2022. 
 
The objectives of the audit were: 
 

1. To identify all active cell towers that are leased or located on City property. 
2. To determine whether revenues are fully received and recorded accurately in accordance 

with their respective lease agreements. 
3. To explore the value of purchasing a lease management software to enable the Public 

Works Department to be more effective in maintaining leases. 
 
 

Methodology 
 
To accomplish our objectives, we performed the following: 
 

• Interviewed management and staff from the Public Works Department, Finance 
Department, and City Attorney’s Office. 

• Performed walkthroughs of spreadsheet maintenance and year-end account reconciliation 
processes.  

• Engaged in a ride-along session and visited six cell tower sites to learn more about the cell 
tower locations and set-up. 

• Obtained access to the SharePoint software application platform to learn more about the 
site and access lease-related documents. 

• Reviewed lease-related documents, including associated spreadsheets to learn the 
internal controls process. 

• Made recommendations, as appropriate, to ensure compliance, improve processes, 
increase efficiency, and reduce risk to the City. 
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Standards 
 
We conducted this performance audit in accordance with generally accepted government auditing 
standards. Those standards require we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained during this audit provides a reasonable 
basis for our findings and conclusions based on our audit objectives.  
 
The Office of the City Auditor reports to City Council through the Audit Committee and is 
organizationally independent of all City Departments. This report will be distributed to the City’s 
Audit Committee, City Council, and appropriate management within the City of Virginia Beach.  
This report will also be made available to the public through the Office of the City Auditor’s 
webpage. 
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Background1 
 
The City of Virginia Beach owns various buildings, structures, 
and land (known as City Facilities) for current and future City 
projects. Some of these properties are not used immediately 
by the City and are available to be leased by individuals, 
agencies, or companies.   
 
Leases involving City Facilities are governed through 
Administrative Directive (AD) 3.24 – Leasing of City Owned 
Property.  The AD outlines the responsibility of the Facilities 
Management Office (FMO), which is a unit within the Public 
Works Department - see FMO’s organizational chart below. 
 
AD 3.24 states that the FMO is: 

• Responsible for managing and overseeing leases for City-owned land or facilities and 
structures.   

• The designated record keeper for these leases.   
• Responsible for ensuring contract payments, escalations, and penalties are collected for 

each lease account.    
 
AD 3.24 also states that the City “department is responsible for budgeting and monitoring revenue 
receipt for those leases where revenues are designated for the department.”  The departments 
being referred to are Parks and Recreation and Public Utilities, both of which have or had cell 
towers located on their properties. 
 

 
 

 
1 Unless otherwise specified, information was taken from internal City of Virginia Beach sources. 

Cell Tower Sandbridge Water Tank 
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Among the leases that FMO is responsible for are the cell 
tower leases.  A cell tower lease “is a legal contract between 
the landowner (lessor) and the operator (lessee) that allows 
the operator to construct and operate a cell tower and 
related facilities on the landowner's property in exchange 
for a lump-sum or structured payment negotiated under a 
one-time agreement.”2  
 
“Cell towers, also known as cell sites, are where electric 
communications equipment and antennae are mounted, 
allowing the surrounding area to use wireless 
communication devices like telephones and radios.  Cell 
towers are usually built by a tower company or a wireless 
carrier when they expand their network coverage or 
capacity, providing a better reception signal in that area.”3  
 
A wireless carrier or tower company leases the land on which a cell tower is built or lease a 
structure from which antennas are placed.   Property owners include the City of Virginia Beach, 
Virginia Beach City Public Schools, public utility companies, and private individuals.       
 
Depending on the agreed-upon lease terms, a lessee can have antennas of more than one wireless 
carrier mounted on the cell tower.  This arrangement, called co-location, provides an opportunity 
for the property owner to receive a portion of the co-locator’s rent, if the lease includes a revenue- 
sharing clause.   Some co-locators pay the City directly, while others pay through the lessee. 
 
The City has been involved in cell tower leases since the 1990s.  The towers are free-standing on 
empty City land or mounted on a utility pole on an easement.  Currently, there are ten active lease 
tower contracts.  Total revenues for the past three fiscal years are shown in Exhibit 1, below.  
 

 
 

 
2 https://eminentdomainattorneysoh.com/cell-tower-
leases#:~:text=A%20cell%20tower%20lease%20is,under%20a%20one%2Dtime%20agreement 
3 https://millmanland.com/company-news/what-is-a-cell-tower-and-how-does-a-cell-tower-work/ 
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Results 
 
Finding 1:  Inaccurate or Incomplete Revenues Posted in the General Ledger 
 
Revenues from cell tower leases are not always accurate and completely posted in the general 
ledger.  When we queried the general ledger from FY 2019 – 2022 and compared the posted 
revenues to our calculations per lease agreements, we found 10 exceptions (24%), summarized in 
Exhibit 2, below. 
 

Exhibit 2. Revenue Posted Not According Contract 

Description Exception Impact 

No revenue was posted 5  $   58,298  
Revenue posted was less than contract 1  $   16,721  
Revenue posted was more than contract 3  $   60,967  
Revenue posted was negative 1  $   34,928  

 
The following factors could have contributed to the exceptions: 
 

• Inadequate supervisory review of revenue journal entries.  We found instances that: 
o Revenues were classified to incorrect cell towers. 
o Reclassification journal entries were inaccurate.  
 

• Inadequate supervisory monitoring over the cell tower lease spreadsheet.  FMO maintains 
an Excel spreadsheet to ensure payments are according to lease agreements.  However, 
maintenance of this spreadsheet is not always thorough.  We found the following: 

o Inaccurate expected revenue calculations due to incorrect base year in the formula. 
o Inaccurate expected revenue calculations due to incorrect CPI rates.  
o No evident action was taken when no revenue was received or revenue received 

was less than expected.  
o No entries in some spreadsheet cells. 

 
• No supervisory reconciliation of payments received to the general ledger. Reconciliation is 

a key internal control that provides the opportunity to independently detect errors, 
omissions, irregularities, and other issues timely.  If it had been performed, the yearly 
revenue fluctuations and the exceptions noted above could have been detected.    

 
• Inadequate processes for billing and receiving checks (addressed in detail in Finding 2). 

 
Furthermore, no one involved in the process could satisfactorily describe the method used to 
independently verify the number and details behind cell tower co-locations to ensure proper and 
complete accountability of associated revenues.     
 
Despite attempts by staff to diligently maintain revenue records, adequate supervision was 
necessary.  Inaccurate or incomplete posting of revenues increases the risk of loss to the City. 
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Recommendation: 
 
1.0 Effectively supervise staff to ensure that revenues are accurate and complete.   This applies 

to both the FMO and the departments having cell towers located on their properties. 
 
1.1 Ensure that the supervisor performs an effective periodic revenue reconciliation. 
 
1.2 Establish a method to independently verify the number and details behind cell tower co-

locations to ensure that the City is receiving the revenues according to contract terms.     
 
Management Response: 
 
Management will implement the recommendations stated above to strengthen the current 
process for accounting cell tower revenues. 
 
 
Finding 2: Process for Billing and Receiving Checks can be Improved 
 
Based on our interviews and review of documentation, the processes for billing and receiving 
checks for payment of leases need improvement.  We noted the following: 
 

• Invoices are not being sent to the cell tower lessees.  Invoicing is necessary because it 
provides documentation of services rendered, payment owed, and payment due date.  It 
is especially important since the lease amount is due once a year and increases annually.  
 

• Checks are received by various departments and may have contributed to confusion 
resulting in errors, omissions, or inefficiencies in posting revenues.  The cell tower lease 
program began about two decades ago, and the check’s mailing address has changed along 
with succeeding versions of the lease agreement.  Depending on the address noted on the 
lease agreement, lessee checks are received by FMO, Public Utilities, Finance, Treasurer’s 
Office, and Parks & Recreation.  Some instances we found were: 
 

o Recipients did not know what revenue account number to use for the check and 
would have to inquire from other departments.   

o Recipient had to forward the check to the appropriate department for posting. 
o Recipients posted the payment to a wrong revenue account number. 

 
Not properly implementing a better process and stronger internal controls over accounting of cell 
tower lease revenues may result in losses to the city. 
 
Recommendation: 
 
2.0 Ensure that an invoice is sent every time a lease payment is due. The invoice should show 

the revenue code for the appropriate cell tower.  It should also include the following 
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instructions:   
 

• Make the check payable to the City of Virginia Beach. 
• Remit the payment along with a copy of the invoice to the City Treasurer’s Office, 

2401 Courthouse Dr., Bldg. #1, Virginia Beach, VA 23456.   The invoice must have 
the full revenue account for the appropriate cell tower.    

 
Management Response: 
 
FMO management will implement the recommendation stated above to strengthen the current 
processes for billing and receiving lease payment checks. 
 
 
Finding 3:  Lease Management Software May Be Beneficial 
 
Based on our observation of the City’s cell tower lease process, research, and benchmarking with 
other local governments, we deem that using a lease management software can improve FMO’s 
administration of City Facilities leases.  The current method involves entering revenue, payments, 
and other lease data in Excel files and importing those files into SharePoint.  It has significant 
limitations in that it is unintegrated, manually intensive, and lacks analytical and reporting 
functionalities which contribute to errors and inefficiencies. 
 
When exploring the feasibility of acquiring a lease management software, FMO should first 
consider whether its business needs can be met by using DebtBook, the software used by Finance 
to facilitate compliance with the lease accounting requirements defined in Governmental 
Accounting Standards Board (GASB) – 87.  Using the same software could overcome the limitations 
stated above, as well as likely reduce cost, reduce training, and simplify maintenance and 
upgrades.  Additionally, FMO will be in a better position to observe actual performance and 
compatibility, as Finance is already using the software.    
 
If DebtBook is not feasible for FMO’s business needs, determine whether: 
 

o SharePoint can be augmented by other products to increase its functionalities.    
 
o Lease management software used by other government agencies are feasible.      

 
As with all business decisions, perform a cost-benefit analysis for every option to ensure that it is 
advantageous to the City.  
 
Recommendation: 
 
3.0 FMO management should examine whether business needs can be met by using the 

software used by Finance.  If not feasible, consider augmenting SharePoint or exploring 
other lease management software.  
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3.1  Perform a cost-benefit analysis for every option prior to deciding.    
 
Management Response: 
 
FMO Management will: 
 
• Contact Finance to evaluate DebtBook’s ability to meet FMO’s requirements.   
 
• Also consider evaluating the lease management software developed by AssetWorks LLC.  The 

Public Works Facilities Group, of which FMO is a part, is in the process of implementing an 
AssetWorks software for management of City facilities. 

 
 
Conclusion 
 
Based on the results of our audit, the cell tower revenue process can be improved with the 
recommendations noted above.    
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